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Rogue Access Point - Student Worksheet 

Learning Outcomes 

• Introduction to Linux;

• Introduction to "ethical hacking";

• How to set up a rogue access point using Linux;

• The theoretical application of Man-In-The-Middle Attacks.

Background 

Within the Cyber Security and Computer industry there is one particular operating system (OS) that 

stands out as the industry standard. Linux is an OS that is designed for numerous cyber security 

applications, including: "ethical hacking", digital forensics and security testing. There are numerous 

tools pre-installed within Linux that can be used in a variety of ways for cyber security 

professionals to explore the security of a system. Additionally, there are tools that are designed to 

allow direct infiltration of a system once it has been discovered; Metasploit, for example, is a 

framework that has a number of exploits loaded within it ready to be targeted at vulnerable systems. 

Whitehat hackers or "ethical hackers" are professionals that are legally employed and given 

permission to test the security of a target system, these individuals are incredibly skilled professionals 

that work within the remits of the law. Whitehat hackers are at the forefront of cyber research and 

work long and hard to protect systems connected to the Internet. Greyhat hackers are individuals or 

groups that look for vulnerable systems and hack them to make their owners more aware of the issues 

that are present. The problem with Greyhat hacking is they don’t have permission from the owners of 

the systems and they are breaking the law by attacking vulnerable systems. Blackhat hackers are 

individuals/groups that work outside the law usually for criminal activity and/or political motives.  

A Rogue Access Point (AP) is a compromised wireless connection that allows data that is being 

transferred through it to be viewed by the individual hosting the Rogue AP. While this can reveal a lot 

of data depending on what the individuals browsing and potentially usernames and passwords this is 

just a small part of what a Rogue AP can achieve.  

A Man-In-The-Middle (MITM) attack is where an attacker is set up between a victim and the Internet, 

allowing them to not only view the data being transferred but also change it in real time as well. For 

example, a MITM attack could see when a victim is connecting to a bank, steal the username and 

password that is put into the site allowing them to steal the money within and show the victim that 

nothing is wrong. There are a lot of techniques used by sensitive services like banks to prevent this 

happening, but it is possible to use a little imagination to see why MITM attacks can have great impact.  

WARNING – DO NOT GO TO ANY SENSITIVE WEBSITES LIKE EMAIL, BANKING, SOCIAL MEDIA, ETC WHILE USING 

THE ROGUE AP AS THE USERNAMES AND PASSWORDS CAN BE REVEALED AND THESE NEED TO BE KEPT SECRET 
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 

(Level 1) 6 Slot 12 Alfa Card 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Rogue AP Setup 

Step 1: Ensure that all hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard 

and mouse); 

Step 4: Insert the USB cable (mini-usb end) into the Alfa Card and connect the USB cable to the 

Raspberry Pi; 

Step 5: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 

on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry 

Pi and the TFT Screen. (If using an external monitor connect the HDMI cable directly to 

the external monitor and you do not need to use the TFT Screen); 

Step 6: Connect your Internet or LAN ethernet cable into the ethernet port on the Raspberry Pi; 

Step 7: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 

wall power outlet and connect the mini USB cable to the power socket on the Raspberry 

Pi. You should get a red light appear and a green / amber light flashing as the Raspberry 

Pi starts to boot up; 

Step 8: Once the Raspbian operating system has booted up it will auto log in using the 

username: pi and password: raspberry; 
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Step 9: 
Open a terminal window by clicking on the  icon on the top menu bar; 

Step 10: You now need to change directories to the location of the Rogue AP software. You do 

this by typing: cd Wi-Fi-Pumpkin then pressing enter. This will now take you into the Wi-

Fi-Pumpkin directory and you can run the command ls then press enter to view the files 

within the directory; 
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Step 11: To start the Wi-Fi-Pumpkin software you need to type sudo python2 wifi-pumpkin.py 

then press enter; 

Step 12: There may be a user warning or error that will mention the service_identity module but 

this can be ignored. The Wi-Fi-Pumpkin graphical user interface will then start; 

Step 13: You now need to navigate to the Settings Tab to configure the Rogue AP; 
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Step 14: Under the access point area, you can set the name. By default, it will have PumpAP in 

the SSID box. You can leave this as it is if you wish or change it to any name you want. 

This is the name that your victim will see on their device when scanning for wireless 

access points to connect their device to; 

Step 15: Ensure that Enable Wireless Security is not ticked. If you tick this box it allows you to set 

a password for your rogue access point. Most free wireless access points do not have 

passwords set; 

Step 16: Under the Network Adapter section choose your Alfa Card which should be on wlan1. In 

the event that when the rogue access point is started you get errors, or it fails to load 

change the network adapter to wlan0; 

Step 17: Under the Activity Monitor settings ensure that HTTP-Requests and HTTP-

Authentication are both ticked; 

Step 18: Under DHCP-Settings choose which IP Address range you wish to use to give your victim 

devices when they connect to you. Most occasions setting this option to a Class-C-

Address will be sufficient. You can set this to any of the settings, but most wireless access 

points would give clients a Class C address anything other than this may interfere or 

arouse suspicion to your victim; 

Step 19: You now need to navigate to the Plugins Tab to ensure that the correct plugins are 

enabled. In the top box ensure that Enable proxy server is ticked and that the Pumpkin-

Proxy is checked. In the bottom box ensure that the TCP-Proxy is checked; 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


Page 6 of 10 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

Step 20: You now need to navigate to the Pumpkin-Proxy Tab to ensure that the correct plugins 

are enabled. Ensure that jskeylogger is ticked; 

Step 21: Now it is time to start your Rogue AP. Navigate to the Start button and click this once. 

This will start the Rogue AP and you should see this appear on your devices; 
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Step 22: Connect your victim device to your Rogue AP. You should see the client appear on the 

home tab and the client count go to 1 on the bottom right of Wi-Fi-Pumpkin; 

Step 23: Navigate to the Pumpkin-Proxy Tab and then the Logging Tab to view the live data from 

your victim; 
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Step 24: Now we are going to go to a website on our victim device which has a login form which 

we can use to test our MITM attack. On your victim device navigate to 

www.aavtrain.com; 
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Step 25: Enter information into the Username and Password boxes and even submit the data and 

you will see it all being logged on the Wi-Fi-Pumpkin logger screen. This is one of many 

methods that Cyber Criminals and Hackers use to gather your usernames and passwords; 

Step 26: Once you have finished conducting your testing of this project ensure that you click File 

> Clear Logger to remove any stored or logged information. Make sure you haven't saved
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any of the data viewed anywhere on the Raspberry Pi, if you have, please ensure you 

delete this information and empty the Trash before moving onto Step 27, this is VERY 

IMPORTANT; 

Step 27: This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion 

This project is an insight as to how Linux can be to simulate a malicious attack and see data flowing 

through a Rogue AP. This has also shown how powerful a range of tools can be when used correctly 

and can be used in cyber security. Linux is an OS that is best operated from the command line 

interface, it is possible to use the GUI, but this limits the control the user has over the tools. It is 

important for anyone interested in cyber security understands Linux and the command line interface.  

When creating a Rogue AP, it is important to remember the scenario they would be set up by blackhat 

hackers, such as setting a Rogue AP near a restaurant and calling the SSID the same name. It wouldn’t 

be long until unsuspecting victims accidentally connected to this Rogue AP instead of the legitimate, 

not knowing that their data was visible and being exposed to potentially malicious operators. 

Understanding how blackhat hackers work is an important aspect of "ethical hackers" to help to 

protect people from having their data exposed.  

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought 

against the persons in question. Cyber Security Associates Limited will not be held responsible for any 

criminal charges brought against any individuals misusing the information in these projects to break 

the law.  
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