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Teaching Guide - CyberPiProjects 
Rogue Wi-Fi Access Point 

Teacher Overview 

This project aims to provide an insight as to how Kali Linux or Raspbian can be used 
for “Ethical Hackers” to simulate a malicious attack and see the traffic going through 
a Rogue Access Point (AP).  

There are a wide range of Operating Systems (OS), and while Windows owns the 
largest percentage of the market; there are other OS’s available. The first OS that was 
developed was called Unix, created in 1970's, and is a dependable OS to integrate 
hardware and software. But Unix didn’t have a graphical user interface (GUI), it was 
entirely command line interface (CLI) controlled and required extensive training to 
operate. As more organisations adopted computers there was a greater need for an 
easier OS. This led to the creation of multiple companies like Microsoft and Apple who 
created their own OS for different requirements.  

Linux is the evolution of Unix and is very easy to adapt for a range of purposes. There 
are 100's of Linux versions called Distributions (Distro's) or “flavours” that can be 
created by amateur and professionals alike. There are many ways to install Linux on 
a variety of computers, including the Raspberry Pi, and they come with many tools 
already installed ready for immediate use.  

There are numerous different tools available for a wide range of requirements and 
each require extensive experience to be mastered. Primarily, understanding the 
nature of the device/devices that are being targeted is fundamental. This can be 
achieved by using a range of tools like ‘netdiscover’ and ‘arp-scan’ to be able to 
discover devices on a network and present the IP list ready for further scanning. These 
tools use very low-level scans like ‘arp’ to discover other devices on a network and 
are very secure.  

Once you have an IP and know you are on the right network, you are then able to run 
a ‘nmap’ scan which will scan through the ports that are open on a device and present 
a list of the ports with the associated services that are running on that port. ‘Nmap’ is 
a very powerful tool that can be used extensively in ethical hacking and research into 
additional flags that can be added to a scan make this tool very valuable. Once a target 
has been thoroughly scanned and enumerated to collect all the possible information 
about a target it is then possible to make an educated attack and not a wild attack, 
hoping for the best. It is very important that an attack is undertaken with as much 
information as possible.  

There are 3 types of hackers, whitehat, greyhat and blackhat. Stress to the students 
that whitehats have explicit permission from the target (an organisation) and follow the 
scope that is laid out between the whitehat and target. There are lots of opportunities 
for employment within the cyber security market, including penetration testers (Ethical 
Hackers) that simulate an attack for the target to illustrate issues and suggest 
improvements. There are analysts that constantly monitor the traffic of an organisation, 
looking for issues and connecting between the clients to inform them of problems. 
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There are more jobs becoming available and being created and information security 
is only becoming more lucrative and a worthwhile place to work in. The major 
difference between whitehats and greyhats/blackhats is permission. Whitehats have 
explicit permission whereas greyhats and blackhats do not have any permission and 
blackhats have more nefarious reasons for their activity. Blackhats are generally 
regarded as criminals because their activities include stealing data, funding criminal 
activities and have strong connections to organised crime.  

The Rogue AP acts a type of Man-in-the-Middle (MITM) attack where the configuration 
is already compromised so the traffic is in plaintext and can be changed on the fly by 
an attacker to show the victim a different display. It can be argued that any kind of 
"free Wi-Fi" is compromised in this way as a café or restaurant can see the traffic in 
plaintext. It is very important that if "free Wi-Fi" is used that no personal data or 
websites like banking should be accessed as this could easy compromise the 
individual in many ways.  

There are ways that connection to a compromised Wi-Fi that even presumably 
"secure" websites that are meant to be accessed with "https" can be stripped to "http" 
which allows an attacker to see the data. The main way to counter issues like this is 
to use a Virtual Private Network (VPN) which encrypts the traffic and can be run by a 
subscription service to protect your traffic even if you are on a compromised Wi-Fi.  

Suggested Year Group 

This project is designed to be completed by students over the age of 14. It will also 
support the A Level Computer Science qualification as it considers OS, data security 
and the social, ethical and moral implications of technology. 

Learning Outcomes 

• Stress the explicit nature of the disclaimer on the student worksheet;

• Instruct the students about Linux;

• Introduce the nature of "ethical hacking" to the students;

• Introduce the concept of MITM attacks.

Equipment Specification 

Component Number 

(Peli Case) 

Component Number 

(Box Case) 
Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 

(Level 1) 6 Slot 12 Alfa Card 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11  HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 
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Disclaimer 

Any actions and or activities related to the material contained within this Website is 
solely your responsibility. The misuse of the information in this website can result in 
criminal charges brought against the persons in question. Cyber Security Associates 
Limited, will not be held responsible for any criminal charges brought against any 
individuals misusing the information in these projects to break the law. 
 

Lesson Plan Rogue Wi-Fi Access Point 

Preparation 

It is suggested that students work either independently or in pair on this project 

they will need access to a monitor, the full CyberPiProjects Drop Crate and a 

workspace to complete this project. Suggested completion time is an hour. 

 

Learning Objectives 

• Understanding of the importance of ethical hacking; 

• Develop skills in using some of the tools in Linux; 

• Understand how to set up a rogue access point using Linux; 

• Develop an understanding of MITM attacks and the theoretical applications. 
 

Key Vocabulary  

 
Operating System (OS), Ethical Hacking, Linux, Whitehat, Greyhat, Blackhat, 
Rogue Access Points (AP), Man in the Middle (MITM) attack 
 

Structure 

Explain to the students that in this lesson they will develop the skills to configure 

the Wi-Fi-Pumpkin and use it to harvest credentials. 

Starter (suggested time 5 minutes) 

As a starter discuss with the students some of the many different “hacking” attacks 

that are possible. 

(Possible key questions to ask and address) 

• What is hacking? 

• What kind of hacking attacks are there? 

• What is a “man-in-the-middle" attack? 

• What are some of the issues using “free” Wi-Fi? 

Introduce the terms Whitehat, Greyhat and Blackhat  

Discuss the term “Ethical Hackers/Whitehat hackers”, explaining how they are at 

the forefront of cyber research and how they protect the general public. 
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Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation of the different tools and applications that 

are available for “ethical hackers”. 

Although for this project we are using Raspbian it is worth instructing the students 

that Kali Linux is available and considered to be an industry standard in cyber 

security. Kali Linux is an OS that was created for ethical hacking and digital 

forensics, there are 100’s of tools installed in the OS and many more that can 

easily be installed to develop your skills. Remind the students that if they wish to 

use a range of Linux flavours personally to use a virtualised environment to keep 

themselves safer than installing it on their PC as a “bare-metal” OS.  

 

 
(Kali, (2018) https://www.kali.org/) 

 

The Wi-Fi-Pumpkin allows the students to set up a Rogue AP that is under their 

control. This allows them to see the traffic of a victim that is connected to their Rogue 

AP and be able to harvest credentials as they unknowingly use the internet. The Wi-

Fi-Pumpkin has many different applications that can be configured, including 

stripping HTTPS traffic so even if a victim thinks they are using HTTPS their traffic 

is still vulnerable.  

Reinforce to the students that using “free” Wi-Fi can make their own traffic 

vulnerable, there are a range of terms and conditions that usually allow providers to 

see the traffic you provide to them when you use their services.  

Discuss a MITM attack use the example within the project resources. Ask student 

to come up with other examples of MITM attacks, so they can demonstrate their 

understanding. 
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Set up and Code Project (suggested time 40 minutes) 

Before commencing the project ensure all students understand that they do not go 

on any sensitive websites like banks, emails, Social Media sites etc. whilst using 

the Rogue AP and explain the consequences.  

Using the support notes online and the video as guidance the student needs to 

work independently to set up and code a rogue access point using Raspbian 

Linux. Teacher to support learning and offer discussion points with student. 

Assembly and Setup 

1. All the hardware the students need is contained within the Peli or Box case 

and should laid out on the work station to be ready to be used. You can use 

the component list of the project and cross reference it with the kit list to figure 

out where the required hardware is located. It is all labelled and numbered, 

and there is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the 

Raspberry Pi, and the SD cards have been put in the correct way up and 

have been inserted all the way in; 

3. Check that the students have all inserted the keyboard and mouse USB 

dongle into the Raspberry Pi properly or have correctly inserted an external 

USB keyboard and mouse; If there are problems with the wireless keyboard 

and mouse check the batteries, they might need changing or have been put 

in wrong way round; 

4. Ensure that the students have correctly inserted the right USB cable into the 

Alfa Card (mini-usb end), and they have added the antenna. You can use the 

kit list to find where antenna is located in the case if it can’t be found. Then 

make sure the students insert the other end of the wire into the USB port 

located on the Raspberry Pi. There are 4 ports on the Raspberry Pi all located 

on the right side; 

5. When the students are connecting the TFT screen to the Raspberry Pi GPIO 

pins they need to do it carefully, so none of the pins get bent, making sure 

the HDMI ports are aligned on the side. If there are problems with this check 

the pins are all straight and the students are inserting them in the correct way. 

If the pins are bent straighten them back up, you can use something small to 

carefully straighten the pins. Make sure the HMDI is fully inserted into the 

TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 

the Raspberry Pi. If the students are using a monitor then connect it to that 

instead, you will then not need the TFT screen; 

6. Make sure the ethernet cables all work and are giving you a connection 

beforehand. You can test it on your laptop, just plug it into your laptop and 
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see if you get a connection. Then connect it to the Raspberry Pi. The ethernet 

port is located next to the USB ports on the right side of the Raspberry Pi; 

7. Powering on the Raspberry Pi needs to be done last. Make sure the students 

have plugged the power supply into the walls power outlet and have turned 

on the switch. Then they need to connect the mini USB cable to the power 

socket on the Raspberry Pi, which is located on the bottom left of the 

Raspberry Pi. When this is all done a red light should appear and a green / 

amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 

appear take out the power supply and make sure all the wires and everything 

else is in the correct place and is fully inserted. Then retry it by inserting the 

power supply into the Raspberry Pi again; 

8. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 

anything. You don’t need to worry about logging in it will automatically do that 

for you with the username: pi and password: raspberry. They are the default 

login details and need to be kept the same and not be changed; 

9. When the students click on the terminal tab, they only need to press it once 

and let it load, otherwise if you spam click it, it will load up multiple windows. 

The tab is located at the top left of the screen; 

10. When the terminal window has loaded the first thing that the students need 

to do is to change to the Wi-Fi-Pumpkin directory, which is just typing cd Wi-

Fi-Pumkin and then pressing enter. This will take you to the Wi-Fi-Pumkin 

directory and then just type ls then enter, this will show you all the files in 

that directory. If you type something incorrect it will tell you unrecognisable 

command. To go back to what you typed press the upwards arrow and it will 

give you the command you just typed before, so you can edit it and then enter 

the correct command. 

11. The students need to put sudo python2 WiFi-Pumkin into the terminal then 

press enter. This runs the script as a super user, which allows a specific 

command to be executed as though it was run by the root user. There are 

risks associated with logging in as root, which is why Raspbian has a user 

“pi” which is used instead of root; 

12. The network settings need to be adapted, if there are any issues identifying 

the Alfa card as either wlan0 or wlan1 open a terminal and type ifconfig and 

it will provide you with enough information to identify the correct interface; 

13. Once the settings have been changed and the Rogue AP has been turned 

on, challenge some of the students to attach to the Rogue AP, let them go to 

different websites and insert random data into any log in forms. (MAKE SURE 

THEY DON’T GO A PERSONAL WEBSITE OR ANY SITE THEY HAVE AN 

ACCOUNT WITH); 
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14. Activate the Rogue AP, leave it a few seconds for the signal to be generated 

and then look at the network manager to see the Rogue AP name; 

15. The Activity-Monitor tab shows what devices are attached to the Rogue AP, 

along with more data as it is generated and it listens across the wire; 

16. By default, Wi-Fi Pumpkin automatically saves all the data, make sure the 

students don’t save any data generated by the Wi-Fi Pumpkin, VERY 

IMPORTANT. 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of 

this project.  

(Possible questions include) 

• What kind of scenarios can you think of where this project could be applied? 

• What else could you do with this project? 

• Why is it important to know about the Computer Misuse Act? 

Conclude the project using the material highlighted within the conclusion section 

online to summarise its importance. 

Additional Notes / Extension  

For those students that are able to complete the project in the given timeframe, as 

an extension encourage students to do some extended reading or an area of further 

research around the topics discussed.   

Instruct the students to think about other cyber-attacks and how they technically are 

executed. Social engineering and phishing are very popular, how do malicious 

hackers discover information about their targets? This process is also undertaken 

by “ethical hackers” to discover an individual's/organisations issues with social 

engineering and potential attack.  

Conclusion 

Stress to the students that this project is for educational purposes only, and that this 

information should not be used outside the classroom and should NEVER be used 

for malicious purposes. There are strict consequences for misuse of computers and 

can have long term effects. It is important that as many students understand that 

there are issues with "trusting" random Wi-Fi access points, it is also important to 

understand the importance of HTTPS, which protects that data in transit. The cyber 

security market allows interested students to explore these issues within a controlled 

environment and provides the skillset to protect others from malicious parties that 

would aim to exploit them.  
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