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Door Alert – Student Worksheet 

Learning Outcomes  

• Configure the Raspberry Pi, pre-assembled breadboard, Raspberry Pi Camera and door 
sensor;  
• Understand how the door sensor works; 
• Code a test script and a full script linking the sensor and the Pi Camera together. 

Background  

There are a range of ways to protect sensitive areas, which can include using motion detection 
methods. There are other ways that are more specific in their deployment such as this project, which 
uses a specific trigger to initiate a recording of the protected area instead of allowing continuous 
recording which requires constant electrical and processing power. When dealing with simple sensors 
like this there is either a true or false signal that the Raspberry Pi can identify from the component. It 
will be ‘true’ if the magnet is in contact and ‘false’ if the magnet is moved out of proximity. This simple 
switch can be used as the trigger for other areas of code as we will discover throughout this project. 
The magnet contact acts as this switch which when broken will trigger the activation of the Pi Camera 
to take a picture and video of the area it is concentrated on. This can be used to protect sensitive areas 
and provide evidence if required.   
 

In this project we are going to code in a scripting language called Bash. This language has the ability 
to directly interact with the CLI and execute commands as though we were typing them into the 
terminal. This is ideal when requiring multiple tools and items of hardware to work together in tandem 
and synchronize multiple files and hardware. This allows us to code a shell file which ends in the 
extension .sh, like Python files end in .py and tell the OS to execute the file using a specific 
interpretation, in this case Bash. As an overview of this project we will first create a test script to make 
sure we are getting a reading from the magnetic contact switch to confirm we have configured the 
hardware correctly. Secondly, we shall code a script that recognizes the separation of 
the magnetic door sensor and trigger the Pi Camera to take a picture and a 10 second video that has 
the date and time in the file name.   
 

In this project we are going to introduce the ‘breadboard’, which is a device used for electronic 
prototyping without requiring any soldering. The breadboard has power lines which run vertically on 
the edge of the board and then horizontal lines which allow connections between components and 
isolates the circuit so power in controlled. Image 1 shows how the breadboard is broken down into its 
components and how power is controlled. We need to understand how these components work 
to visualise the circuit and how to make sure it is properly configured.   
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Image 1 – Breadboard with power direction 

 

In these projects we will use a standardised method of counting the GPIO pins, there are different 

projects that are available that use the GPIO Header, but this can be confusing for a lot of students. 

This image will help you know what the official allocation for each pin is and the number we are going 

to use in these projects; 

 

Image 2 - GPIO Header and number allocations for projects. 
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Hardware Required

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 12 Slot 11 PiCamera 

(Base) 10 Slot 8 & 9 Door Alert Breadboard 

(Base) 11 Slot 8 Door Alert Magnetic Sensor 

(Level 1) 3 Slot 11 Male Male wires 

(Level 1) 3 Slot 11 Male Female Wires 

(Level 1) 2 Slot 11 Flat Head Screw Driver 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply 

Door Sensor Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box Case; 

Step 2: Locate the Magnetic Sensor, on the base of one of the sensors you will find 2 large 

screws, unscrew the top screw till it is loose and place 1 end of a Male Male wire under 

it and gently secure the contact under the screw head till it can’t move; 

Step 3: Repeat with the lower screw until the end of the Male Male wire is connected and 

secure; 

Step 4: Find the other end of the top Male Male wire you secured, use the screwdriver to loosen 

one of the connector screws on the Door Alert Breadboard and place this end of the 

wire in the into connector press. Use the screwdriver to secure this end of the wire to 

the connector 

Step 5: Repeat with the other Male Male wire you connected to the lower screw and connect 

this end to the other connector hole on the Door Alert Breadboard; 

Step 6: Now the Magnetic Sensor is connected to the breadboard we now need to connect the 

breadboard to the Raspberry Pi, have the breadboard rotated so the blue connectors 

are at the bottom right of the breadboard;  

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

Page 4 of 9 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

Step 7: Locate a Male Female wire, connect the male end into one of the holes that is horizontal 

to the blue connector at the bottom right of the breadboard. The Female end connects 

to the 6th GPIO pin on the Raspberry Pi (See GPIO image at the start of this project); 

Step 8: Locate another Male Female wire, connect the male end to a pin horizonal to the small 

resistor. The Female end connects to the 1st GPIO pin on the Raspberry Pi; 

Step 9: Find the last Male Female wire, connect the male end to a pin horizonal to the long 

resistor. The Female end connects to the 7th GPIO pin on the Raspberry Pi; 

Step 10: The CSI Camera Port is located next to the HDMI port and depending on the Raspberry 

Pi you have the connector you need to lift up will be either black or white; 

Step 11: Gently raise the connector bar upwards, it should only raise a few millimeters but will 

be enough for you to then connect the PiCamera ribbon; 

Step 12: Make sure the blue side of the PiCamera ribbon is facing towards the Ethernet port and 

slide the ribbon into the CSI Camera Port and push the connector back into place, this 

might need a bit more force and should then prevent the PiCamera ribbon from moving 

at all; 

Step 13: If there is a cover to your PiCamera, make sure this is removed so the lenses is visible; 

Step 14: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 

on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry 

Pi and TFT Screen. (If using an external monitor connect the HDMI cable directly to the 

external monitor and you do not need to use the TFT screen); 

Step 15: Insert the Raspbian SD card into the SD slot on the Raspberry Pi; 

Step 16: Insert the USB dongle for the keyboard and mouse (or connect an external USB 

keyboard and mouse); 

Step 17: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 

wall power outlet and connect the mini USB cable to the power socket on the Raspberry 

Pi. You should get a red light appear and a green/amber light flashing as the Raspberry 

Pi starts to boot up; 

Step 18: Once the Raspbian OS has booted up it will auto log in using the username: pi and 

password: raspberry; 

Step 19: 
Open a terminal window by clicking on the  icon on the top menu bar; 

Step 20: When you are in the terminal type sudo raspi-config to enter the configuration menu 

for the Raspberry Pi; 

Step 21: This will take you into a menu page, using the up and down arrows navigate to option 

5 and hit enter; 
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Step 22: Option 1 in this new menu is enabling the PiCamera, hit Enter when you are highlighting 

the PiCamera. Hit Enter on Yes to enable the camera interface; 

 

Step 23: Use the Tab button to navigate to the Finish option and hit Enter; 

Step 24: You will be returned to the terminal again, type nano test.sh and hit Enter; 

Step 25: You will enter Nano, this is where we will create our test code, type; 

 

Echo “4” > /sys/class/gpio/export 
Echo “in” > /sys/class/gpio/gpio4/direction 
 
while true: do 
          trap ‘echo “1” > /sys/class/gpio/unexport’ 0 
          stat=`cat /sys/c;ass/gpio/gpio4/value` 

          echo $stat 
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done 

exit 0 

 

Step 26: Make sure you save the changes you have made to this file by pressing Ctrl+X type Y 

and hit Enter; 

Step 27: We need to make this file executable, in the terminal type chmod +x test.sh and hit 

Enter; 

Step 28: If you type ls and hit Enter the file test.sh should now be green, we know this file is now 

ready to execute; 

Step 29: To execute the file type sudo ./test.sh and hit Enter, once the script has started your 

page should start scrolling a series of 1 or 0, when you move the magnetic sensors apart 

the number will change; 
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Step 30: Hold Ctrl+C to stop the script; 

Step 31: Once you are happy that your test script has worked you are ready to move onto the 

full script that will bring all of these components together; 

Step 32: In the terminal type nano magdoor.sh and hit Enter; 

Step 33: You will enter Nano, this is where we can create the full script, type; 

 

Echo "4" > /sys/class/gpio/export  
Echo "in" > /sys/class/gpio/gpio4/direction  

  

While true; do  
          Trap 'echo "4" > /sys/class/gpio/unexport' 0  
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          Stat=`cat /sys/class/gpio/gpio4/value`  
          While [ $stat = "1" ]  
          Do  
                     D=`date +%d%m%y`  
                     T=`date+%t`  
                      Raspistill –o $d$t.jpg -w 1024 –h 768 –q 30 –hf  
                      Echo "Door Opened $t $d"  
                      Echo "Door Opened $t $d" >> log$d.txt  
                      Raspivid –o $t$d.h264 -t 10000  

  
                                     While [ $stat = "1" ]  
                                     Do  
                                     Stat=`cat /sys/class/gpio/gpio4/value`  
                                     Done  
                      D=`date +%d%m%y`  
                      T=`date  +%T`  
                      Echo "Door Closed $t $d"  
                      Echo "Door Closed $t $d" >> log$d.txt  
          Done  
Done  
Exit 0 

 

Step 34: Make sure you save the changes you have made to this file by pressing Ctrl+X type Y 

and hit Enter; 

Step 35: We need to make this file executable, in the terminal type chmod +x magdoor.sh and 

hit Enter; 

Step 36: To execute this file type sudo ./magdoor.sh and hit Enter, you know this script is 

working when you move the Magnet Sensors apart and you are then shown a warning 

of “Door Opened <date and time>” and there will be an image recorded. Once the 

Magnet sensors are returned to each other you will be presented with the warning 

“Door Closed <date and time>”; 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

Page 9 of 9 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

 

Step 37: To stop the script press Ctrl+C and you will be returned to the terminal; 

Step 38:  This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion  

In this project we have configured multiple hardware peripherals and programmed them to 
work synchronously in this project. It is important to understand why we have created 2 different 
scripts to make sure this project works. There is no point jumping to the final step in any project 
without making sure each step works along the way, this is especially important for hardware and 
software projects as there are so many areas there can be a misconfiguration. The test script makes 
sure that we have wired the hardware correctly and are able to prove that it works, then progressing 
to the final script that then integrates the camera and the sensors.   
 

It is possible to further this project by adding different items of software. For example, you could 
configure an email server on the Raspberry Pi to email the image and video to you when the sensor is 
tripped. Additionally, the project could be configured to trigger a physical alarm that is tripped when 
the sensor is separated. There are a range of additional configurations for this project and the 
applications can be very diverse. Do be aware of the security issues when configuring an email server, 
it requires your email address and email password which are sorted in the config files of the Raspberry 
Pi. If someone was able to gain access to the Raspberry Pi they would also be able to retrieve the user 
name and password that are stored as well.  

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought 

against the persons in question. Cyber Security Associates Limited will not be held responsible for any 

criminal charges brought against any individuals misusing the information in these projects to break 

the law.   
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