
 

Page 1 of 6 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

Teaching Guide - CyberPiProjects 
Wi-Fi Recon 

Teacher Overview 

Wi-Fi is radio-based networking technology that is defined by the IEEE 802.11 
standards, this makes it easy for any company that is making Wi-Fi technology to work 
to the same standards, so all devices will be able to communicate together. There is 
a very wide range of technologies that utilise Wi-Fi: Phones, PC’s, consoles, TV’s are 
but a few. Invite the students to think about other technologies that can use Wi-Fi and 
research these devices to see how they have developed over time. There are specific 
radio frequency bandwidths, such as 2.4GHz and 5GHz that are reserved for Wi-Fi 
communication, these universal bandwidths allow Wi-Fi devices to communicate 
effectively with each other. There must be a transmitter (usually a router) and a 
receiver (a laptop) and depending on which way the transfer of data is going they will 
switch roles. There are limits to Wi-Fi, primarily its range, as the wavelength of the RF 
that Wi-Fi is transmitted over is insulated by walls, so range is quickly reduced.  

There are a range of Linux Flavours that can be used to install the tools for ethical 
hacking. Hence, Linux currently is preferred over Windows or MacOS in the cyber 
security industry. Linux is a family of free and open-source OS built around the Linux 
kernel. The kernel is the core of an OS, which has complete control over the software 
and hardware of the device. It is one of the first programs loaded on start-up and 
handles input/output requests from the software, translating them into instructions for 
the CPU and handles memory and peripherals e.g keyboard and mouse. Raspbian is 
an OS that is created specifically for the Raspberry Pi because it works with the ARM 
processor which is distinctly different to a processor like the Intel’s that you can find in 
your PC.  

Another OS is Kali Linux, which has been created specifically for ethical hacking and 
digital forensics and is loaded with numerous of tools such as nmap, metasploit. Kali 
Linux also has a range of security tools and digital forensic applications that can be 
applied to many situations and currently is one of the most popular OS for cyber 
security specialists. The advantage of using Linux for most of these powerful tools is 
the ability to load them onto nearly any Linux flavour. There are other OS made for 
penetration testing such as Parrot OS and Black Arch but generally it is easier to 
access Kali Linux than these alternatives.  

Kismet is a very powerful tool that can be installed onto any Linux machine, it has a 
very simple GUI and focuses on collecting data and creating detailed reports that can 
present a lot of information about the Wi-Fi access points in the local area. Kismet can 
also present the encryption algorithm of the AP, the wireless clients that are currently 
connected to that AP and allocate GPS data to the AP location that can be presented 
at a later point in Google Maps.  

Type python3 main.py <the correct Kismet file>.netxml result.csv to convert a 
netxml file to csv 
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Once you have the csv file it can be imported into Google Maps, this requires a 
Google account.  

Suggested Year Group 

The suggested age group is 15+, due to the nature of the project and the skills it will 
develop.  

Learning Outcomes 

• Stress the explicit nature of the disclaimer on the student worksheet;

• Instruct the students as to the fundamentals of Wi-Fi and Radio Frequency;

• Teach the students about Raspbian and the fundamentals of “ethical”

hacking;

• Show the students how to use Kismet and interpret the data received.

Equipment Specification 

Component Number 
(Peli Case) 

Component Number 
(Box Case) 

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 
(Base) 5 Slot 11 Raspbian SD Card 
(Base) 1 Slot 3 USB GPS 

(Level 1) 6 Slot 12 Alfa WiFi Card 
(Base) 9 Slot 2 TFT Screen 
(Level 1) 3 Slot 11 HDMI 
(Level 1) 3 Slot 11 Wireless Keyboard 
(Level 1) 5 Slot 12 Wireless Mouse 
(Level 1) 1 Slot 13 Power Supply 

Disclaimer 

Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 
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Lesson Plan WiFi Recon 

Preparation 

It is suggested that students work either independently or in pair on this project 

they will need access to a monitor, the full CyberPiProjects Drop Crate and a 

workspace to complete this project. Suggested time is an hour. 

Learning Objectives 

1. Understand the fundamentals of Wi-Fi; 

2. Understand how Raspbian OS works for ethical hacking; 

3. Use Kismet to scan the local Wi-Fi and discover data open locally. 

Key Vocabulary  

Raspberry Pi, Raspbian, Kismet, WiFi, Command Line Interface, Radio, Monitor 

Mode, Ethical Hacking, Penetration Testing, MAC Address, IP Address 

Structure 

Explain to the students that in this lesson they will develop the skills to configure 
Kismet and scan the Wi-Fi in their local vicinity.  

Starter (suggested time 5 minutes) 

As a starter discuss with the students what Wi-Fi scanning it. 

(Possible key questions to ask and address) 

1. What is Wi-Fi? 

2. Why would we want to scan it? 

3. What information is available as a result of scanning wireless? 

Highlight to students that the skills learnt today needs to be used with caution and 

no responsibility will be taken by the school or CSA for any abuse of this knowledge. 

It is important to stress to the students that attacking networks that they don’t have 

explicit permission is highly illegal. Today they will test tools in a controlled 

environment, which is fine. 

Project Overview (suggested time 10 minutes) 

Kismet was created as a lightweight tool to scan Wi-Fi in a local area and present 

the data in an easily presentable way. The reports that are created once Kismet is 

closed are where all the detail is stored. We are able to discover IP addresses, MAC 

addresses and even triangulate signal strength.  
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Make sure the students understand how triangulation techniques work, this is how 

the GPS on the Raspberry Pi is able to then attach a physical location to the AP it 

discovers.  

Set up and Code Project (suggested time 40 minutes) 
 

Using the support notes online and the video as guidance students need to work 

independently to set up a Wi-Fi recon device. Teacher to support learning and 

offer discussion points with student. 

Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case 

and laid out on the work station to be ready to be used. You can use the 

component list of the project and cross reference it with the kit list to figure 

out what and where everything is. It is all labelled and numbered, and there 

is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the 

Raspberry Pi, and the SD cards have been put in the correct way up and 

have been inserted all the way in; 

3. Check that the students have all inserted the USB dongle into the Raspberry 

Pi properly for the mouse and keyboard or have correctly inserted an external 

USB keyboard and mouse; If there are problems with the wireless keyboard 

and mouse check the batteries, they might need changing or have been put 

in wrong; 

4. Ensure that the students have correctly inserted the right USB cable into the 

Alfa Card (mini-usb end), and they have added the antenna. You can use the 

kit list to find where it is located in the case if it can’t be found. Then make 

sure the students insert the other end of the wire into the USB port located 

on the Raspberry Pi. There are 4 ports on the Raspberry Pi all located on the 

right side; 

5. Make sure that the students have correctly inserted the USB cable of the 

GPS into the Raspberry Pi and it is pushed all the way in. There are 4 ports 

on the Raspberry Pi all located on the right side, any one of them will work. 

You can use the kit list to find where the GPS is located in the case if it can’t 

be found; 

6. When the students are connecting the TFT screen to the Raspberry Pi GPIO 

pins they need to do it carefully, so none of the pins get bent, making sure 

the HDMI ports are aligned on the side. If there are problems with this check 

the pins are all straight and the students are inserting them in the correct way. 

If the pins are bent straighten them back up, you can use something small to 

carefully straighten the pins. Make sure the HMDI is fully inserted into the 

TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 

the Raspberry Pi. If the students are using a monitor then connect it to that 

instead, you will then not need the TFT screen; 
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7. Powering on the Raspberry Pi needs to be done last. Make sure the students 

have plugged the power supply into the walls power outlet and have turned 

on the switch. Then they need to connect the mini USB cable to the power 

socket on the Raspberry Pi, which is located on the bottom left of the 

Raspberry Pi. When this is all done a red light should appear and a green/ 

amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 

appear take out the power supply and make sure all the wires and everything 

else is in the correct place and is fully inserted. Then retry it by inserting the 

power supply into the Raspberry Pi again; 

8. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 

anything. You don’t need to worry about logging in it will automatically do that 

for you with the username: pi and password: raspberry. They are the default 

login details and need to be kept the same and not be changed; 

9. You will need internet access so make sure there is a Wi-Fi connection 

available, and if you are using ethernet cables make sure they all work and 

are giving you a connection beforehand. You can test it on your laptop, just 

plug it into your laptop and see if you get a connection. Then connect it to the 

Raspberry Pi. The ethernet port is located next to the USB ports on the right 

side of the Raspberry Pi. 

Code 

10. When the students click on the terminal tab, they only need to press it once 

and let it load, otherwise if you spam click it, it will load up multiple windows. 

The tab is located at the top left of the screen; 

11. Dmesg (display message) prints the message buffer of the kernel, showing 

a range of information. We are looking for the data relating to the USB GPS 

device we have plugged in; 

12. Gpsd is the GPS application that allows the OS to interact with the GPS chip; 

13. Gpsd /dev/ttyACM0 tells GPSD to use the ttyACM0 device for GPS data; 

14. Cgps shows the data that is currently passing through the GPS chip; 

15. There are many components of Kismet, the server works in the background 

and stores the data collected by the Alfa card, it is important to make sure 

you put in the correct interface ID, use ifconfig on a fresh terminal window 

to find the correct ID. 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of this 

project.  

(Possible questions include) 

1. What do we learn from scanning Wi-Fi with Kismet? 
2. How could this information be used? 
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3. What Wi-Fi standards should be used? 
4. What real-world applications of this project can you think of? 

Conclude the project using the material highlighted within the conclusion section 

online to summarise its importance. 

Additional Notes  

Using a range of Linux CLI commands, it would be possible to create a bash script 

that could search for specific IP addresses or separate results depending on the 

wireless encryption standards that are used. Instruct the students to research the 

best standards to use with Wi-Fi and why they are effective.  

Instruct confident students to think about additional applications of this project, what 

can be done with the information gathered and why hackers search for this 

information.  

Conclusion 

The process of collecting wireless and GPS data is known as ‘wardriving’. There are 

large databases and websites (www.wigle.net) that are dedicated to collecting this 

information. Currently, there are no laws against collecting this type of information 

as it is revealed freely but it does become illegal when this data is collected with the 

intent of malicious purpose. Use this information carefully but it is important for 

students to understand what kind of data is exposed using Wi-Fi scanning, as there 

are a range of attacks that can be performed by understanding how Wi-Fi works. 

Specific attacks include man-in-the-middle attacks that require packet injection to 

modify data and change it before it reaches its intended target.  
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