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Wi-Fi Jammer – Student Worksheet 

Learning Outcomes 

• Understand how different tools in Linux are used for a range of purposes;

• Understand how to configure Airgeddon to perform a Wi-Fi Denial of Service (DoS) attack;

• Understand how Wi-Fi DoS attacks work.

Background 

There are many powerful tools that can be used in “ethical” hacking, most of these tools are configured 

to work on the Linux operating systems (OS), such as Raspbian or Kali. Most of these tools correspond to 

the 5 stages of “ethical” hacking.  

5 Stages of “ethical” hacking 

This process needs to be understood, especially how each stage feeds into the next. For example, during 

phase 1 (reconnaissance) it would be possible to discover an IP address range, using a reverse DNS lookup 

which would then be used in phase 2 (scanning) to discover what services are running. Without an IP 

address it is EXTREMELY difficult to do anything else, so understanding these phases and the tools that 

are associated with them is very important. While the tools preinstalled with Kali are very good there are 

numerous open source and free tools available online to download that will add to your experience and 

ability throughout the process.  
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This requires an understanding on how to discover open ports and what services are working on that port. 

Different services like HTTP, SSH, FTP require completely different tools to scan and exploit them, having 

experience with Kali will help you in this process.  

Airgeddon is a bash-based tool that has a range of applications including Wi-Fi DoS attacks and Wi-Fi brute 

forcing. The oldest Wi-Fi encryption standard is Wired Equivalent Privacy (WEP) and was introduced in 

1997. WEP was compromised in 2001 and is still included in some routers today despite the fact that it 

shouldn’t be implemented. Wi-Fi Protected Access (WPA) was developed as a more secure encryption 

standard which has also been compromised, so most routers today use the more secure WPA2 standard. 

There are ways to exploit WPA2, but this can take much longer and requires more data to be captured. 

Currently, WPA2 Enterprise has not been publicly broken and is a more complex system than WPA2, but 

also requires additional services like a RADIUS server to store device information. The downside to all this 

enhanced is that is very difficult to stop a DoS attack because Wi-Fi DoS attacks usually flood the network 

with traffic, overloading the router with unintended traffic and prevent legitimate traffic from getting 

through.  

Data that is transferred over Wi-Fi it is broken down into packets that the sender and receiver understand 

how to read and process correctly. There are a range of protocols that determine how this data is 

transferred and it is possible over Wi-Fi to inject additional packets that use protocols that a router or PC 

will prioritize over legitimate traffic. Once example is a DeAuth attack, this works by sending a de-

authentication frame to legitimate hosts on a network which will push them off the network. It is very 

difficult to stop this kind of attack because the de-authentication packet is built into the IEEE 802.11 

protocol. Like most DoS attacks this is to cause disruption to the operation of a network instead of 

attacking it to discover information or break into it.  

This limits the application of this type of attack but is important to understand as the same principle is 

used for web-based DoS and Distributed Denial of Service (DDoS) attacks where traffic of a specific type 

is used to overload a server and prevent legitimate connections to it. When a Wi-Fi DoS attack is 

performed it can take a while for packets to flood the network and usually overload the router with traffic, 

once this happens the devices on that network will stop connecting to the internet and this can take quite 

a while to stop. If this happens then powering down the router and restarting it can cause it to drop the 

remaining packets and then allow the devices access to the internet again.  

Hardware Required

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Level 1) 6 Slot 12 Alfa Card 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 9 Slot 2 TFT Screen 
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Component Number (Peli Case) Component Number (Box Case) Component 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Wi-Fi Jammer Setup 

Step 1: Ensure that all hardware required is taken out of the Peli or Box Case; 

Step 2: Insert the Raspbian SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the wireless keyboard and mouse (or connect an external USB 

keyboard and mouse); 

Step 4: Insert the USB cable (mini-USB end) into the Alfa Card and connect the USB cable to the 

Raspberry Pi; 

Step 5: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 

on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry 

Pi and the TFT Screen. (If using an external monitor connect the HDMI cable directly to 

the external monitor and you do not need to use the TFT Screen); 

Step 6: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 

wall power outlet and connect the mini USB cable to the power socket on the Raspberry 

Pi. You should get a red light appear and a green/amber light flashing as the Raspberry 

Pi starts to boot up; 

Step 7: Once the Raspbian OS has booted up it will auto login using the username: pi and 

password: raspberry; 

Step 8: 
Open a terminal window by clicking on the  icon on the top menu bar; 

Step 9: Once the terminal window has opened type ls to see all the files and directories at the 

current place you are at; 
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Step 10: There will be a lot of different files and directories that appear for you, we need to move 

into the right folder to find the tool we are going to use for this project. Type cd 

airgeddon to move from the current point in the directory into the airgeddon directory; 

 

Step 11: You can press ls again to see all the other files and directories, the important step is 

typing sudo bash airgeddon.sh to start the airgeddon tool; 
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Step 12: Once this has started a new set of images will start to scroll down the screen as ASCII art, 

this is when you know that the tool is working; 

Step 13: There are few points where the tool will ask you to press Enter to move through the tool, 

this will check to make sure enough of the dependencies are installed to make this tool 

work and if the latest version of the airgeddon is installed. You will get some Error 

messages. These can be ignored; 
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Step 14: You will be presented with a screen that recognizes all the wireless interfaces that are 

connected to the Raspberry Pi, this will include the internal wireless card, but we are 

looking for the interface that has the Chipset: Ralink Technology interface. In our 

example this is number 3, we need to type 3 and hit enter; 

 

Step 15: The next menu gives us the option to put this interface into monitor mode, this is option 

3 from the menu, we need to type 3 and hit enter to allow airgeddon to configure 

monitor mode on this interface; 
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Step 16: Now we need to choose the type of attack we want to launch, from this menu we can 

see many different types of attacks and cracking attacks. For this project we want to 

explore DoS attacks. This is option 4, so we need to type 4 and then hit enter; 
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Step 17: Once we have chosen DoS attacks we need to find targets that can be targeted, and the 

DoS attack launched against, we are going to use the Death aireplay attack which is 

option 6, type 6 and hit enter; 

 

Step 18: We will have a new option to Explore for Targets, this is option 4, type 4 and hit enter; 

Step 19: At the bottom of the screen we will be presented with some text explaining that we are 

going to be searching for targets, press Enter to start scanning and a new window will 

appear with a list of Access Points (AP) that are within range, leave this to scan for 30s 

to get all the AP’s in range then press Ctrl+C to stop the scan; 
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Step 20: After scanning for targets and stopping the scan we are presented with a list of AP’s with 

IP address, MAC address and additional information. Each is allocated a number which 

needs to be typed to then make it the target for the attack. (MAKE SURE THIS IS THE AP 

YOU HAVE PERMISSION TO TARGET); 

Step 21: We are then returned to a menu with a list of DoS attacks we can launch, we are going 

to use the Deauth aireplay attack against our target, type 6 and hit enter; 
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Step 22: Next, we will be presented with some text that shows us that our interface is in monitor 

mode, and if we want to enable DoS pursuit mode type Y and hit enter. When DoS 

attacks are attempted against Wi-Fi some routers will move the devices to a different 

channel to prevent this attack from continuing, by enabling pursuit mode the attack will 

then move channel as well; 

 

Step 23: A new window will open with a list of red text scrolling down the screen, these are the 

packets that are being sent against the target AP, leave this for 5 – 10 mins to flood the 

AP with Deauth packets and prevent anyone from being able to connect to the AP. To 

stop the attack press Ctrl+C and the attack will stop; 
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Step 24: To exit properly out of airgeddon we press 0 to move back to the main menu; 

Step 25: When we are back in the main menu typing 0 will exit the script and we will be asked if 

we want to preserve monitor mode, type N to disable monitor mode and safely close 

airgeddon; 
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Step 26: This is the end of this project and you can now shutdown and pack away your 

hardware. 

Conclusion 

Remember, attacking a network you don’t have express permission to perform an attack like this is illegal 

and needs to be done in a safe, contained environment. Most Wi-Fi networks are susceptible to this kind 

of attack because they have no way to prevent a deauth frame from being processed. Set up your own 

network with an old router at home that isn’t connected to the internet. Try different types of attacks and 

see if you can brute force the password of your network, it would also be possible to combine different 

types of attack that are available within Kali and try and automate these processes using Bash. Explore 

the 5 stages of “ethical” hacking and try to discover different tools that are used in different stages and 

different types of attack. 

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.   
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