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Teaching Guide - CyberPiProjects 
Wi-Fi Jammer 

Teacher Overview 

In this lesson, students will get an opportunity to develop the skills to configure 
Airgeddon to perform a Wi-Fi Denial of Service (DoS) attack.   

In the penetration testing industry there are a few models that are used to explain the 
step by step process of hacking a target in a way that can be easily replicated, the 5 
stages of ethical hacking is the most common. If this process is undertaken correctly 
and accurately, the evidence of an attack and compromise can go undetected for a 
very long time. It is important for IT System Administrators to understand these 
processes, so they know what to look and be vigilant against any potential cyber attack. 

Airgeddon is an open-source and free tool that can be downloaded from GitHub 
directly onto Raspbian or Kali Linux and then implemented to attack Wi-Fi systems. It 
is important to stress to the students that attacking networks that they don’t 
have explicit permission is highly illegal but setting up an old router without 
access to the Internet to test these tools in a controlled environment is fine.  

Airgeddon is a Bash script application that integrates the wireless interfaces plugged 
into the Raspberry Pi, which is why we need the Alfa card that can go into monitor 
mode. Monitor mode is when a Wi-Fi card can sniff the packets being sent within its 
range without connecting to that network; think of it as the ability to listen to a 
conversation as you walk down the street. In this project we also need the ability to 
inject packets into other networks that we aren’t connected to as well. This is another 
ability of the specific chipset of the Alfa Wi-Fi card. This is the platform for further 
attacks like man-in-the-middle attacks. Man-in-the-middle attacks occur when the 
attacker is set up between a legitimate user and their intended recipient and can 
change data on the move to either intercept it or change it as it is sent.  

Deauth frames were designed from the beginning of the IEEE 802.11 protocol as a 
sanctioned technique to inform a rogue station that they have been 
disconnected from the network. This is a valid packet that can be sent to any device 
on Wi-Fi and it will respond unless it has been told to ignore traffic coming from a 
specific target (This is rare!). The protocol doesn’t require any encryption for this frame, 
all you need is the victims MAC address, which is easy to discover using Airgeddon.  

DoS attacks are designed to disrupt network activity and can be used to force a 
connection to a rogue access point instead of a legitimate one. DoS attacks are 
typically one attacker bombarding a victim with a flood of traffic to overload the 
capacity of that device and prevent legitimate traffic from being processed. Airgeddon 
has a range of different protocols that can be used to cause a Wi-Fi DoS, each uses 
a slightly different protocol, but the most common is a deauth aireplay attack which 
floods a network with deauth frames to force each device off the network. Remember 
this will also start to de-authenticate the Raspberry Pi as well, because it is probably 
using both Wi-Fi cards, the Alfa card and the internal card in the Raspberry Pi. DoS 
and Distributed Denial of Service (DDoS) attacks vary mainly regarding how much 
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traffic is bombarding the target and where it is originating from. DoS comes from a 
single attacker, whereas DDoS comes from millions of attackers that are automated 
using a botnet or malware and focusing on a single target.  

Suggested Year Group 

The suggested age group is 16 +, due to the nature of this project and the skills it is 
developing.   

Learning Outcomes 

• Understand how different tools in Linux are used for a range of purposes;
• Understand how to configure Airgeddon to perform a Wi-Fi Denial of Service
(DoS) attack;
• Understand how Wi-Fi DoS attacks work.

Equipment Specification 

Component Number (Peli 
Case)  

Component Number (Box 
Case)  

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Level 1) 6 Slot 12 Alfa Card 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Disclaimer 

Any actions and or activities related to the material contained within this Website is 
solely your responsibility. The misuse of the information in this website can result in 
criminal charges brought against the persons in question. Cyber Security Associates 
Limited, will not be held responsible for any criminal charges brought against any 
individuals misusing the information in these projects to break the law. 
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Lesson Plan WiFi Jammer 

Preparation 

It is suggested that students work either independently or in pair on this project 

they will need access to a monitor, the full CyberPiProjects Drop Crate and a 

workspace to complete this project. Suggested completion time is an hour.  

Learning Objectives 

1. Understand how different tools in Linux are used for a range of purposes;  

2. Develop knowledge of the five stages of Ethical Hacking and how each 

stage feeds onto the next; 

3. Understand the inner workings of Wi-Fi DoS attacks and how these 

principles can be applied to a range of different real-life attacks that are 

used daily; 

4. Learn how to configure Airgeddon to perform a Wi-Fi Denial of Service 

(DoS) attack.  

Content 

Explain to students that in this lesson they will develop the skills to configure 

Airgeddon to perform a Wi-Fi Denial of Service (DoS) attack.   

Starter (Suggested Time 5 Minutes) 

As a starter discuss with students DoS attacks.  

(possible key questions to ask and address) 

• What is a DoS attack? 

• What is the primary purpose of a DoS attack? 

• Can you provide any recent examples you have seen/heard of in the media 

of DoS attacks? 

• Are DoS attacks illegal? 

• What is a DDoS attack, how are these different? 

Highlight to students that the skills learnt today need to be used with caution and no 

responsibility will be taken by the school or CSA for any abuse of this knowledge. It 

is important to stress to the students that attacking networks that they don’t have 

explicit permission is highly illegal. Today they will test tools in a controlled 

environment, which is fine. 

Project Overview (Suggested Time 10 Minutes) 

Introduce this project with an explanation of the five stages of Ethical Hacking. 

Explain there are other models used, but the 5 stages model is the most common. 
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Explain the process and how each stage feeds into the next – You can ask students 

to take notes if desired so that they process and understand the information. 

Phase 1 (Reconnaissance) is where open source information about the target 
is collected. This includes checking the targets website, investigating the 
social media of employees and trying to find as much information about the 
target as possible without having to directly connect to their network.  
 
Phase 2 (Scanning) is when data like IP addresses are scanned to figure out 
what ports are open, what services are being used and potentially getting an 
idea about the internal network design depending on what is public facing.  
 
Phase 3 (Gaining Access) is exploiting the services that are discovered 
during phase 2, this can be using a range of tools that are available within 
Linux and the point of this process is to elevate yourself to the highest user 
account (root, or admin, depending on the target OS). Once this position has 
been achieved it is important to then investigate what can be found at this 
level of access, evidence of this in the form of screen grabs show the target 
how vulnerable they are.  
 
Phase 4 (Covering tracks) involves wiping system logs that would show 
digital forensic investigators proof of compromise.  

 

Explain that if this process is done right, and accurately the evidence of an attack 

and compromise can go undetected for a very long time. Explain how each stage 

feeds onto the next using the example online. Explain Airgeddon, its applications 

and deauth aireplay attacks before commencing this project. 

Set up and Code Project (suggested time 40 minutes) 

Using the support notes online and the video as guidance students need to work 

independently to set up a Wi-Fi jammer. Teacher to support learning and offer 

discussion points with student. 

Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case 

and laid out on the work station to be ready to be used. You can use the 

component list of the project and cross reference it with the kit list to figure 

out what and where everything is. It is all labelled and numbered, and there 

is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the 

Raspberry Pi, and the SD cards have been put in the correct way up and 

have been inserted all the way in; 

3. Check that the students have all inserted the USB dongle into the Raspberry 

Pi properly for the mouse and keyboard or have correctly inserted an external 

USB keyboard and mouse; If there are problems with the wireless keyboard 
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and mouse check the batteries, they might need changing or have been put 

in wrong way; 

4. Ensure that the students have correctly inserted the right USB cable into the 

Alfa Card (mini-usb end), and they have added the antenna. You can use the 

kit list to find where it is located in the case if it can’t be found. Then make 

sure the students insert the other end of the wire into the USB port located 

on the Raspberry Pi. There are 4 ports on the Raspberry Pi all located on the 

right side; 

5. When the students are connecting the TFT screen to the Raspberry Pi GPIO 

pins they need to do it carefully, so none of the pins get bent, making sure 

the HDMI ports are aligned on the side. If there are problems with this check 

the pins are all straight and the students are inserting them in the correct way. 

If the pins are bent straighten them back up, you can use something small to 

carefully straighten the pins. Make sure the HMDI is fully inserted into the 

TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 

the Raspberry Pi. If the students are using a monitor then connect it to that 

instead, you will then not need the TFT screen; 

6. Powering on the Raspberry Pi needs to be done last. Make sure the students 

have plugged the power supply into the walls power outlet and have turned 

on the switch. Then they need to connect the mini USB cable to the power 

socket on the Raspberry Pi, which is located on the bottom left of the 

Raspberry Pi. When this is all done a red light should appear and a green/ 

amber light flashing as the Pi starts booting up. If this doesn’t appear take out 

the power supply and make sure all the wires and everything else is in the 

correct place and is fully inserted. Then retry it by inserting the power supply 

into the Raspberry Pi again; 

7. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 

anything. You don’t need to worry about logging in it will automatically do that 

for you with the username: pi and password: raspberry. They are the default 

login details and need to be kept the same and not be changed. 

Code Support 

8. When the students click on the terminal tab, they only need to press it once 

and let it load, otherwise if you spam click it, it will load up multiple windows. 

The tab is located at the top left of the screen; 

9. cd /airgeddon moves into Airgeddon directory;  

10. ls shows all the files and directories within the current directory, using -la after 

ls (ls –la) will also show any hidden files within the directory as well; 

11. bash tells the OS to use a bash interpreter when executing this file, the OS 

needs to know what language to use when executing the file; 
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a. There are a few stages that only require pressing enter, luckily these 

are very clearly labelled; 

b. The interface used needs to be RALINK interface, or an interface that 

can go into monitor mode; 

c. Instruct the students to follow the instructions exactly; 

d. DoS attack menu shows the different types of DoS attacks that can be 

performed; 

e. This step will automatically start a new window, it will also show the IP 

addresses and MAC addresses of the Access Points (AP) within 

range, make sure the students are cautious when using this tool and 

the responsibility of using this software; 

f. There are different protocols that can be used to DoS the WiFi 

network;  

g. 0 returns through this menu to previous stages, it is advisable to exit 

the application this way and do it safely and properly; 

Plenary (suggested time 5 minutes) 

Ask students why it is important to learn the skills covered today. 

Explain it is important for system admins to understand these processes to then 

know what to look for on a regular basis, to then be constantly aware and vigilant 

against any attack. 

Conclude the project using the material highlighted within the conclusion section 

online to summarise its importance. 

Additional Notes / Extension 

This project is intended to show the inner workings of a DoS attack and how these 

principles can be applied to a range of different real-life attacks that are used daily. 

It is important to stress to the students that this style of attack and understanding of 

this is to be used with caution. No responsibility will be taken by the school or CSA 

for any abuse of this knowledge. The best way to allow the students to perform this 

attack would be to setup a few routers without internet connection and allow them 

to attack these specific networks instead of targeting school systems.  

As an extension students can: - 

• Research further application of Airgeddon e.g. Cracking WEP and WPA2 

• Read recent news articles of DoS and DDoS Attacks. Look at the largest 

attacks and read up on the Mirai botnet. 
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Conclusion 

Remember, attacking a network you don’t have express permission to perform an 

attack like this is illegal and needs to be done in a safe, contained environment. 

Most Wi-Fi networks are susceptible to this kind of attack because they have no way 

to prevent a deauth frame from being processed. Set up your own network with an 

old router at home that isn’t connected to the internet. Try different types of attacks 

and see if you can brute force the password of your network, it would also be 

possible to combine different types of attack that are available within Kali and try 

and automate these processes using Bash. Explore the 5 stages of ethical hacking 

and try to discover different tools that are used in different stages and different types 

of attack.  
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