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Cloud Pi – Student Worksheet 

Learning Outcomes 

• Understand how different network protocols create “cloud” storage;
• Configure the Raspberry Pi to be a cloud storage device.

Background 

There are many engineering projects where external peripherals are connected to the Raspberry Pi, 
which demonstrates how effective the Raspberry Pi is as a controller. Additionally, there are also many 
applications of the Raspberry Pi as a networking device. This project shows you how to configure the 
Raspberry Pi to be a network storage device which can be developed to be a true “cloud” storage 
device. This project is currently configured to create a network storage device out of the Raspberry Pi 
and an external hard drive. The way this project is configured allows for internal network connections 
but nothing from outside of the network, this is because no external traffic is forwarded to the device. 
This configuration of this project is using HTTP, which doesn’t encrypt any of the data that is being 
passed between a client and the ownCloud drive. What are the main differences between HTTP and 
HTTPS? How do you configure Apache2 to use HTTPS instead of HTTP? Are there any performance 
issues that are created as a result? These questions need to be considered when looking at any project 
and understanding the benefits of encryption will create better applications and a safer online 
environment.  

Traditionally, digital storage works by saving data to a local location that can easily be accessed. In the 
past this has included floppy disks, USB storage drives, CD’s, DVD’s, hard drives and solid-state drives. 
As time has progressed more and more storage ability has been manufactured onto these devices and 
the read speed has increased but there has also been a demand for storage that can be accessed 
online without access to a physical device. Cloud storage is where the responsibility of storing the data 
is normally given to an external company which can be accessed by a device that is either connected 
to the network or to the internet. To optimise the process, the data is broken into sections and 
distributed throughout a range of cloud servers that interact when requested to bring the data 
together for a client. These servers can be distributed on a global scale, which provides a degree of 
security as the data is segmented and distributed. This prevents any malicious actor from being able 
to access the complete versions of a client’s data, but these systems and difficult to implement 
properly and requires a huge amount of processing power to do quickly and smoothly. It is important 
to be aware of the security implications of using cloud data, who has the rights for the data once it is 
on the cloud? Whose responsibility is it for security? Is the data encrypted once in the cloud? These 
are things you should be thinking of and researching to keep your data safe and not prioritize ease 
over security. 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Raspbian SD Card 
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Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 6 Slot 2 External Hard Drive 

(Base) 6 Slot 11 USB lead 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply 

Cloud Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD card into the SD slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB 
keyboard and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI 
ports align on the side. Connect the HDMI to HDMI “U” shaped connector 
between the Raspberry Pi and TFT Screen. (If using an external monitor connect 
the HDMI cable directly to the external monitor and you do not need to use the 
TFT screen); 

Step 5: Connect the mini USB end of the cable to the external hard-drive and plug the 
USB end of the cable into one of the USB ports on the Raspberry Pi; 

Step 6: You are now ready to power on the Raspberry Pi. Plug in the power supply unit 
into your wall power outlet and connect the mini USB cable to the power socket 
on the Raspberry Pi. You should get a red light appear and a green/amber light 
flashing as the Raspberry Pi starts to boot up; 

Step 7: Once the Raspbian OS has booted up it will auto log in using the username: pi 
and password: raspberry; 

Step 8: 

Open a terminal window by clicking on the  icon on the top menu bar; 

Step 9: Once the terminal window has opened type sudo usermod -a -G www-data 
www-data and hit enter; 
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Step 10: Type cd /var/www/html/ to move into this directory; 

Step 11: Once you are in this directory type sudo tar xfj /home/pi/owncloud-
10.0.6.tar.bz2 and wait for the file to be unzipped;  

Step 12: Type ls -l to see the owners of the files at this place in the directory, the owner 
of owncloud should be nobody and have nogroup;  

Step 13: Type sudo chown -R www-data:www-data /var/www/html; 
 

 

Step 14: Once you have done this type ls -l again and you should see www-data www-
data as the owner and group allocated to it; 

Step 15: Type sudo service apache2 restart to restart the web server;  
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Step 16: Open a browser either on the Raspberry Pi or on a device that is on the same 
network and type into the URL bar <the Rapsberry Pi IP address>/owncloud; 

Step 18: You will be presented with a login page to create an Admin account, make sure 
the admin name is unique and the password is strong; 
 

 

Step 19: Click on the Storage and database option and in the Data Folder you can enter 
the file pathway to the external hard drive, which will then make sure all the 
data is saved to the hard drive and not the internal Raspberry Pi storage which 
is small (For example, in this example the file pathway for this external hard 
drive would be /media/pi/7020-2AF0, yours will have a different ID for the hard 
drive); 
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Step 20: Once you have configured the Admin account and the Storage you will be 
presented with a login page again, use the credentials you have just created to 
access your ownCloud drive; 

Step 21: You will be able to upload and download files from this position from any 
device that is connected to the same network as the Raspberry Pi; 
 

 

Step 22: This is the end of this project and you can now shutdown and pack away your 
hardware. 

 

Conclusion   

This project is best described as an internal network storage, so will only work with devices that are 
connected directly to the network. This can be changed by allowing port forwarding from external IP 
addresses to access the device which would convert the project to a true “cloud” storage. This is a 
very simple version as the data is not segmented and separated but this is a good place to start. Once 
port forwarding from external locations is enabled there are additional security measures 
that must be put in place. You need to scan what a client is uploading to the cloud, as you don’t know 
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if malware is being uploaded; such as a virus or rootkit that would then make the rest of your network 
vulnerable to attack. There are a range of security measures that can be applied to cloud storage and 
clients understanding of the risks of using cloud storage is very important. Try researching how this 
project could be configured to allow external traffic to access the own cloud storage and what risks 
you would be willing to accept by hosting your own cloud storage.   

Disclaimer  

Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.  
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