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Teaching Guide - CyberPiProjects 
Cloud Storage 

Teacher Overview 

In this lesson, students will get an opportunity to develop the skills to configure 

a cloud storage device, understand the principles of digital storage and security. 

Cloud storage has been a huge benefit for many working professionals over the past 
10 years, it has allowed many people to work remotely and upload their work to the 
cloud to be accessed at different locations and by other people. Cloud storage is 
storing data on an external hard drive that has internet connectivity instead of using 
local storage and being limited to only accessing it when you have physical access to 
the device. This project will show the students how to configure the Raspberry Pi with 
an external storage device to be an internal network storage device. This is currently 
configured to only work wirelessly within the same network. For external use, it would 
need to be configured to have a static IP and allow for traffic outside the network to be 
forwarded to it. This introduces many security issues, as have been shown by the 
numerous attacks that are made against cloud storage services. Get the students to 
research different attacks against cloud storage to show how vulnerable these 
systems can be if security isn’t implemented properly.  

The best way to secure this system is to make sure that the SSH password is 
complicated, current GCHQ advice is to use a string of at least 3 random words. The 
project uses a web interface to upload files and access them from other devices within 
the network. The login details should also include a complicated password, increasing 
the security of the device. Security increases as simple passwords are easy to brute 
force which is when an attacker tries to log in with a long list of known passwords until 
the same password is found. There are more complicated versions of this process 
which include offline attacks, but these attacks require more processing power and 
more data about the target than would be known in this situation. The SSL certificate 
allows for HTTPS to be used, which also encrypts the traffic that is being connected 
between a client and the server which prevents man-in-the-middle attacks. Combining 
these processes will increase the security of the project.   

Suggested Year Group 

The suggested age group is 14+, this project requires careful configuration and 
understanding of principles younger students might not have been previously exposed 
to. 

Learning Outcomes 

• Instruct the students how cloud storage works;

• Show the students how to configure the Raspberry Pi to be a cloud storage

device.
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Equipment Specification 

Component Number 
(Peli Case)  

Component Number 
(Box Case) 

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 
(Base) 5 Slot 11 Raspbian SD Card 
(Base) 6 Slot 2 External Hard Drive 
(Base) 6 Slot 11 USB lead 
(Level 1) 3 Slot 11 HDMI 
(Level 1) 3 Slot 11 Wireless Keyboard 
(Level 1) 5 Slot 12 Wireless Mouse 
(Level 1) 1 Slot 13 Power Supply 

Disclaimer 

Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 
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Lesson Plan Cloud Storage 

Preparation 

It is suggested that students work either independently or in pair on this project they will need 

access to a monitor, the full CyberPiProjects Drop Crate and a workspace to complete this 

project. Suggested time is an hour. 

Learning Objectives 

1. Understand how different network protocols create cloud storage  

2. Configure the Raspberry Pi to be a cloud storage device 

Key Vocabulary  

Raspberry Pi, Cloud Storage, Network, IP address, Command Line Interface, Mass Storage, 

Security, Configuration, Wireless, Internal 

Structure 

Explain to the students that in this lesson they will develop the skills required to configure a 

cloud storage device and understand its underlying principles. 

Starter (suggested time 5 minutes) 

As a starter discuss with the student's what cloud storage is.  

(Possible key questions to ask and address) 

• What is cloud storage? 

• How does it work? 

• Is it secure? 

• How can we make it secure? 

• How could we use this project at school and at home? 

• Why do we priority ease of use over security sometimes? 

Highlight to students that the skills learnt today can be applied for projects at school and at 

home. There are many applications of cloud storage and we need to understand the security 

implications. Even though there are many issues with cloud storage we still rely on it on a day 

to day basis. Have the students understand that ease of use can oppose security because it 

requires more configuration or can slow things down.  

Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation of how cloud storage works, and security and legal 

issues associated with using someone else's storage.  
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(Strickland, J., (2008) https://computer.howstuffworks.com/cloud-computing/cloud-

storage.htm) 
 

Instead of using local digital storage, cloud storage uses external storage to hold your data. 

When you want to access it, you need to connect to the internet and usually log into that service 

and you are then able to connect to your files. There are a range of legal questions that should 

be raised when using cloud storage. 

• Who owns the content? 

• Who holds responsibility for it? 

• Who needs to be held responsible should it be hacked and compromised? 

This project will create a cloud storage device using the Raspberry Pi that only works internally 

within a network. To allow external traffic to access the Raspberry Pi a different configuration 

is required. Any students that are interested can research this independently but should also 

be warned to make sure they change any default passwords on the Raspberry Pi (SSH 

ESPECIALLY) and other security measures should be put in place.  

Set up and Code Project  (suggested time 40 minutes) 

Using the support notes online and the video as guidance students need to work 

independently to set up a cloud storage device. Teacher to support learning and offer 

discussion points with student. 

Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case and laid out 

on the work station to be ready to be used. You can use the component list of the project 
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and cross reference it with the kit list to figure out what and where everything is. It is all 

labelled and numbered, and there is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the Raspberry Pi, and 

the SD cards have been put in the correct way up and have been inserted all the way in; 

3. Check that the students have all inserted the USB dongle into the Raspberry Pi properly 

for the mouse and keyboard or have correctly inserted an external USB keyboard and 

mouse; If there are problems with the wireless keyboard and mouse check the batteries, 

they might need changing or have been put in wrong; 

4. When the students are connecting the TFT screen to the Raspberry Pi GPIO pins they 

need to do it carefully, so none of the pins get bent, making sure the HDMI ports are 

aligned on the side. If there are problems with this check the pins are all straight and the 

students are inserting them in the correct way. If the pins are bent straighten them back 

up, you can use something small to carefully straighten the pins. Make sure the HMDI is 

fully inserted into the TFT screen and the Raspberry Pi. The HDMI port is located at the 

bottom of the Raspberry Pi. If the students are using a monitor then connect it to that 

instead, you will then not need the TFT screen; 

5. Ensure that the students have correctly inserted the right USB cable into the external 

hard-drive (mini-usb end). You can use the kit list to find where it is located in the case 

if it can’t be found. Then make sure the students insert the other end of the wire into the 

USB port located on the Raspberry Pi. There are 4 ports on the Raspberry Pi all located 

on the right side; 

6. Powering on the Raspberry Pi needs to be done last. Make sure the students have 

plugged the power supply into the walls power outlet and have turned on the switch. 

Then they need to connect the mini USB cable to the power socket on the Raspberry Pi, 

which is located on the bottom left of the Raspberry Pi. When this is all done a red light 

should appear and a green/ amber light flashing as the Raspberry Pi starts booting up. 

If this doesn’t appear take out the power supply and make sure all the wires and 

everything else is in the correct place and is fully inserted. Then retry it by inserting the 

power supply into the Raspberry Pi again; 

7. Make sure the students let the Raspberry Pi boot up fully and they don’t touch anything. 

You don’t need to worry about logging in it will automatically do that for you with the 

username: pi and password: raspberry; 

Code Support 

8. The terminal is the best place for students to understand how and Operating System 

(OS) and computers work; 

9. usermod changes the directory to belong to the newly created user www-data; 

10. cd moves the students from their current position in the directory to the desired area; 

11. tar is a decompression command that allows the students to decompress the owncloud 

archive so it can be used on the Raspberry Pi; 
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12. Initially the owncloud directory will have no owner, and not be allocated to a group 

which will prevent anyone uploading or downloading any data; 

13. The chown command will allocated an owner and group to the entire /var/www/html 

directory;  

14. By typing ls -l the students will now be able to see the owner and group the file is 

allocated to, this needs to be www-data and www-data in both columns; 

15. We are now ready to restart the apache2 service, this is the web server that allows the 

students to connect to their ownCloud drive; 

16. Make sure the IP address the students are typing into the browser is correct, if not then 

they might accidentally connect to someone else’s Raspberry Pi, they can type ifconfig 

into the terminal on their Raspberry Pi to find their IP address; 

17. The admin account is very important, this is where they can control all the settings of the 

ownCloud drive, the username needs to be unique and the password needs to be 

strong; 

18. In the Storage and database option the correct file pathway needs to point to the 

external hard drive, have the students open the file explorer on the Raspberry Pi and 

look for the ID of the external hard drive, the beginning of the file pathway will always 

start /media/pi/; 

19. The students will be redirected to a logon page, they can use the username and 

password they have just created to login; 

20. They will be presented with a homepage that will allow them to upload and download 

files, if they are on the same network as the Raspberry Pi they can connect to it from 

any device via their browser; 

21. Make sure the students know the IP address of the Raspberry Pi and complete the admin 

username and password, make sure the students use strong passwords; 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of this project.  

(Possible questions include) 

• What real-world applications does this project have? 

• How could it be developed? 

• What would you have to do to make it accessible for external traffic? 

• What security issues does this raise? 

Conclude the project using the material highlighted within the conclusion section online to 

summarise its importance. 

Additional Notes  
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This project can be developed to allow external traffic to access this storage device, making it 

truly cloud storage. This does have significant risk associated with it and should only be 

attempted by confident students that understand the security implications of this project.  

Conclusion 

This project is intended to introduce networking to the students and how the Raspberry Pi can 

be used as a part of the network, there are many other ways the Raspberry Pi can be used as 

a part of a network. It is possible to make the Raspberry Pi a HTTP server, a wireless access 

point, or a casting device. Instruct the students to look for other projects that the Raspberry Pi 

can be integrated into, but also stress the importance of changing the default passwords on the 

Raspberry Pi and using strong passwords in general. There is a very good website 

(https://howsecureismypassword.net/) that can show the students how long it would take for a 

decent PC to crack the password. There are many ways to generate new, strong passwords, 

using a password manager is also advised as this generates strong passwords and stores them 

securely for you as well.  

This project can be adapted to also include external traffic allowing access to the cloud outside 

the network, if any student is interested in doing this, stress the important of security as a 

vulnerable Raspberry Pi will allow access to the rest of the network.   
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