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Telnet Vulnerability 
Introduction 
The Telnet vulnerability is related to the information present in ‘banners’ when they are setting up 
services. This can be information to help remind people how to log in, the version of the service they 
are using and even the username and password because they don’t think anyone would try and attack 
their machine. There are thousands of automated services that scour the internet for these 
vulnerabilities to exploit information that might reveal information about the target. The website 
www.shodan.io is basically a search engine for vulnerable machines and is freely available for anyone 
to access. The best practice is to put as little information as possible into any banners, this prevents 
tools like nmap from being able to detect what applications are running on a port and their version.  

Walkthrough 

Step 1: Make sure your Kali image is up to date using apt-get update, apt-get upgrade and if 
required apt-get full-upgrade; 

Step 2: Discover the IP address of the victim machine (use nmap, netdiscover etc to find this 
machine); 

Step 3: Open a terminal; 

Step 4: Perform a detailed nmap scan on the victim machine (nmap -sS -Pn -sC -A <target IP 
address>) – This nmap scan can take a while, it’s pretty detailed!; 

Step 5: You need to find port 23 that is the default port for telnet; 

Step 6: In the terminal type telnet <target IP address>; 

Step 7: After a few seconds you will be presented with the login banner for Metasploitable 
which includes the username and password required to login; 

 

Step 8: You can use the username:msfadmin and password:msfadmin to log into the machine 
and you have root access; 

 

Step 9: Type whoami and hit Enter, you will get the result msfadmin; 
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Step 10: Type ifconfig and you will be presented with your targets IP address in the results; 

 

Step 11: Type logout to exit the telnet connection; 

Step 12: This is the end of the walkthrough. 
 

Conclusion 
There is a lot of information that developers put into the banners of their services. There are a range 
of ways to examine the banners and extract the information that is available. This is a very simple 
attack that could reveal the username and password for the machine. The telnet protocol can also be 
attacked and brute forced if a username and password has been configured for the protocol. There 
are also email banners that can be extracted, this usually has information about the sender and 
receiver of the email.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.     
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