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Weather Station – Student Worksheet 

Learning Outcomes 

• Understand the DHT11 sensor;
• Connect the DHT11 to the Raspberry Pi;
• Understand how SSH is used to create secure connections;

Background 

The DHT11 is a sensor constructed with two main parts and is used for basic data logging. Humidity is 
measured by a capacitive humidity sensor that works by storing potential energy within an electric 
field. The sensor can absorb a small amount of the water vapor present in the local area which 
increases the sensor capacitance which is converted into an electrical signal that can then be 
converted into a humidity percentage. The thermal resistor (thermistors) changes the amount of 
resistance proportionally to the temperature it is exposed to. Usually this is very small but is detectable 
by the Raspberry Pi and coupled with the libraries provided by Adafruit can convert these changes 
into a detectable temperature that can be presented. Within the DHT11 there is a very simple chip 
that does most of the analog to digital conversion that takes the load off the Raspberry Pi.   

Secure Shell (SSH) is a cryptographic network protocol that allows for operating network services 
securely over an unsecured network. SSH works on port 22 and is the best way to connect to a 
Raspberry Pi if you don’t have direct access to plug it into a monitor. This allows the Raspberry Pi to 
be deployed in a range of projects where directly interfacing the HDMI port and/or USB ports is 
difficult. This could be if the Raspberry Pi was being used as an external weather station, or the Cloud 
storage device after it has been activated and left somewhere cool. There are many projects where 
interfacing directly with the Raspberry Pi is very difficult. SSH encrypts the traffic between a client and 
the Raspberry Pi, preventing unauthorised access (if the default password has been changed!) and 
prevents malicious actors from intercepting the traffic flow and being able to interpret the data. Most 
Linux OS have a SSH client built into them but Windows doesn't. This requires downloading a SSH 
client to connect to a SSH device; PuTTY is a good example of a SSH client but there are many available. 

Find a good SSH client online; but if you get stuck PuTTY is advised because it is free and easy to use. 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 17 Slot 10 DHT11 Sensor 

(Base) 3 Slot 5 Breadboard 

(Level 1) 3 Slot 11 Male Female Wires 
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Component Number (Peli Case) Component Number (Box Case) Component 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply 

Weather Station Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Rotate the breadboard vertically and place the pins of the DHT11 sensor into holes on 

the breadboard so it is also running vertically up the breadboard; 

Step 3: On the DHT11 sensor you will be able to see a – sign, use the Male end of a Male Female 

Wire to connect to one of the pins on the breadboard that is horizontally in line with 

the – sign (This must be on the same half of the breadboard as the DHT11 sensor); 

Step 4: Connect the Female end of this wire to the 6th pin on the Raspberry Pi GPIO pins; 

Step 5: On the DHT11 sensor you will be able to see a sig sign, use the Male end of a Male 

Female Wire to connect to one of the pins on the breadboard that is horizontally in line 

with the sig pin (This must be on the same half of the breadboard as the DHT11 sensor); 

Step 6: Connect the Female end of this wire to the 7th pin on the Raspberry Pi GPIO pins; 

Step 7: Finally, on the DHT11 sensor you will be able to see a + sign, use the Male end of a 

Male Female Wire to connect to one of the pins on the breadboard that is horizontally 

in line with the + sign (This must be on the same half of the breadboard as the DHT11 

sensor); 

Step 8: Connect the Female end of this wire to the 2nd pin on the Raspberry Pi GPIO pins; 

Step 9: Insert the Raspbian SD card into the SD slot on the Raspberry Pi; 

Step 10: Insert the USB dongle for the keyboard and mouse (or connect an external USB 

keyboard and mouse); 

Step 11: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports 

align on the side. Connect the HDMI to HDMI “U” shaped connector between the 

Raspberry Pi and TFT Screen. (If using an external monitor connect the HDMI cable 

directly to the external monitor and you do not need to use the TFT screen); 

Step 12: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into 

your wall power outlet and connect the mini USB cable to the power socket on the 
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Raspberry Pi. You should get a red light appear and a green/amber light flashing as the 

Raspberry Pi starts to boot up; 

Step 13: Once the Raspbian OS has booted up it will auto log in using the username: pi and 

password: raspberry; 

Step 14: 
Open a terminal window by clicking on the  icon on the top menu bar; 

Step 15: In the terminal type nano weatherstation.py and hit Enter; 

Step 16: When you are in Nano type; 

 

#!/bin/usr/python 
 
import sys  
import Adafruit_DHT 
import time 
 
while True: 
          humidity, temperature = Adafruit_DHT.read_retry(11, 4) 
          print ‘Temp: {0:0.1f} C Humidity: {1:0.1f}%’.format(temperature, humidity) 
          time.sleep(1) 

 

Step 17: Make sure you save the changes you have made to this file using Ctrl+X type Y and hit 

Enter; 

Step 18: Once we are back in the terminal we need to make the python script executable by 

typing chmod +x weatherstation.py and hit Enter; 

Step 19: We can then execute this program by typing sudo python weatherstation.py and hit 

Enter; 
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Step 20: Once the script has started you will start to see the current temperature and humidity 

being recorded by the DHT11 sensor scroll down the screen, if you want to stop the 

script hold Ctrl+C and you will be returned to the terminal; 

 

Step 21: This is the end of this project and you can now shutdown and pack away your 

hardware. 

Conclusion 

SSH is a very helpful network protocol that protects your communication between devices, this can 

create connections to other devices other than the Raspberry Pi. As long as there is a SSH server and 

SSH client installed on each of the machines it can create a connection. By default the username and 

password will always be pi:raspberry; this needs to be changed immediately if SSH is left activated or 

remember to disable SSH if you aren’t using it. There are additional peripherals that can be connected 

to this project, there are LCD screens that can automatically present the data, or you can create a 

simple HTTP server that presents the data to a webpage when requested. Try adding more to this 

project and identify different areas this project could be deployed in and why knowing the temp and 

humidity in those areas would be beneficial.  

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought 

against the persons in question. Cyber Security Associates Limited will not be held responsible for any 

criminal charges brought against any individuals misusing the information in these projects to break 

the law.   
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