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Teaching Guide - CyberPiProjects 
Weather Station 

Teacher Overview 

The DHT11 sensor is a capacitive humidity sensor and thermistor that measures the 
surrounding air and can connect to the Raspberry Pi to send this data on the data pin. 
The capacitive humidity sensor consists of a material that can absorb moisture from 
the air (hygroscopic), and a material that is usually an insulator that becomes a poor 
conductor of electricity (dielectric) when close to an electric field. In the absence of 
moisture, the 2 materials are in a neutral position so there is a constant position the 
materials will remain. In the presence of moisture, the current changes because of the 
hygroscopic material absorbs some of the moisture and the dielectric material 
changes the level of electric conduction. This change is read by the sensor and 
converted into a percentage depending on how much resistance the materials offer. 
The thermistor works on a similar principle, where the electrical resistance of changes 
depending on the surrounding temperature. Usually the resistance lowers when the 
temp increases which can be detected by the DHT11 sensor and then transmitted 
through the data pin to the Raspberry Pi.  

Secure Shell (SSH) is the best way to connect securely to a Raspberry Pi, this only 
allows for CLI interactions but makes the communication very secure. By default, SSH 
is usually configured to work on port 22, which can be determined using a nmap scan 
of the network and for Raspberry Pi’s the default logins are username: pi and 
password: raspberry. SSH uses asymmetric encryption in the data transfer process, 
for a connection to be made the public key needs to be 1st generated by the Raspberry 
Pi (make sure the default SSH credentials have been changed) and then shared to 
anyone trying to connect to the SSH port. Once the public key exchange has occurred 
and confirmed by the SSH server (Raspberry Pi) the asymmetric connection is created, 
encrypting the traffic that is sent to the client and decrypted because the credentials 
are confirmed on both ends of the connection. SSH is a vital network protocol that 
secures a lot of IT professionals communications between admins and secure servers. 
Linux based OS have SSH clients built into them, but Windows doesn’t, make sure 
the students have an SSH client like PuTTY installed and know the IP address of the 
Raspberry Pi to connect to it.  

Suggested Year Group 

The suggested age group is 14+, due to the nature of this project and 

the skills it is developing.  

Learning Outcomes 

• Instruct the students how the DHT11 sensor works;

• Show the students how to connect the DHT11 to the Raspberry Pi;

• Illustrate how SSH works to create a secure connection to the Raspberry Pi.
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Equipment Specification 

Component Number 
(Peli case) 

Component Number 
(Box case) 

Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + case 
(Base) 4 Slot 11 Raspbian SD Card 
(Base) 19 Slot 10 DHT11 Sensor 
(Level 1) 2 Slot 5 Male to female wire x3 
(Base) 2 Slot 11 Bread board 
(Level 1) 2 Slot 11 HDMI 
(Level 1) 5 Slot 11 Wireless mouse 
(Level 1) 3 Slot 12 Wireless keyboard 
(Level 1) 1 Slot 13 Power supply 

Disclaimer 

Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 
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Lesson Plan Weather Station 

Preparation 

It is suggested that students work either independently or in pairs on this project 

they will need access to a monitor, the full CyberPiProjects Drop Crate and a 

workspace to complete this project. Suggested time is an hour. 

Learning Objectives 

1. Understand the DHT11 sensor  

2. Connect the DHT11 to the Raspberry Pi  

3. Connect over SSH to create the weather station Python script 

Key Vocabulary  

Raspberry Pi, DHT11, Secure Shell, Networking, Security, Python, Physical 

Computing, Humidity, Temperature, Application 

Structure 

Explain to the students that in this lesson they will develop the skills to configure the 

DHT11 sensor and program it on the Raspberry Pi.  

Starter (suggested time 5 minutes) 

As a starter discuss with the students the term physical computing and what kinds 

of sensors provide different data.   

(Possible key questions to ask and address) 

• Why do we monitor the weather? 

• What applications could this project have? 

• How are we going to securely connect to the Raspberry Pi? 

• Why do we need to use security when connecting to the Raspberry Pi? 

 Ask students to share their understanding and how we use sensors to provide data. 

Project Overview (suggested time 10 minutes 

Introduce this project with an explanation of how different sensors provide different 

data. This project is going to provide temperature and humidity data, ask the 

students to explore different applications of this project and how it can be used both 

at school and personally.  

When setting up a device like the Raspberry Pi to a network it is important to 

understand its security implications. SSH allows users to potentially have root/admin 

access to that device and use that device to install malware and pivot from that 

device to others within the network. Most people know the default SSH username 

and password for the Raspberry Pi and if it is left can allow malicious users into your 
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network. Make sure the students are thinking about the security of a project 

alongside its practicality. Security has to be built into the project and not added in at 

the end, which is a failing of a lot of projects.  

 
(Adafruit, (2018) Overview, https://learn.adafruit.com/adafruits-raspberry-pi-

lesson-6-using-ssh/overview) 

Set up and Code Project  (suggested time 40 minutes) 

Using the support notes online and the video as guidance students need to work 

independently to set up a weather station device. Teacher to support learning and 

offer discussion points with student. 

Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case 

and laid out on the work station to be ready to be used. You can use the 

component list of the project and cross reference it with the kit list to figure 

out what and where everything is. It is all labelled and numbered, and there 

is one for each case; 

2. Rotate the breadboard vertically and place the pins of the DHT11 sensor into 

holes on the breadboard so it is also running vertically up the breadboard, 

make sure all the students do this correctly otherwise it won’t work. Get the 

students to compare each other’s work if they are having problems so they 

can see if they are doing it right and if not, they can try change it themselves, 

then assist them if they are still having difficulties; 

3. On the DHT11 sensor you will be able to see a – sign, use the Male end of a 

Male Female Wire to connect to one of the pins on the breadboard that is 

horizontally in line with the – sign (This must be on the same half of the 

breadboard as the DHT11 sensor). Get the students to compare each other’s 

work if they are having problems so they can see if they are doing it right and 

if not, they can try change it themselves, then assist them if they are still 
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having difficulties. Make sure the students don’t pull the wires too hard as 

they will break; 

4. Connect the Female end of this wire to the 6th pin on the Raspberry Pi GPIO 

pins. Get the students to compare each other’s work if they are having 

problems so they can see if they are doing it right and if not, they can try 

change it themselves, then assist them if they are still having difficulties. 

Make sure the students don’t pull the wires too hard as they will break; 

5. On the DHT11 sensor you will be able to see a sig sign, use the Male end of 

a Male Female Wire to connect to one of the pins on the breadboard that is 

horizontally in line with the sig pin (This must be on the same half of the 

breadboard as the DHT11 sensor). Get the students to compare each other’s 

work if they are having problems so they can see if they are doing it right and 

if not, they can try change it themselves, then assist them if they are still 

having difficulties. Make sure the students don’t pull the wires too hard as 

they will break; 

6. Connect the Female end of this wire to the 7th pin on the Raspberry Pi GPIO 

pins. Get the students to compare each other’s work if they are having 

problems so they can see if they are doing it right and if not, they can try 

change it themselves, then assist them if they are still having difficulties. 

Make sure the students don’t pull the wires too hard as they will break; 

7. Finally, on the DHT11 sensor you will be able to see a + sign, use the Male 

end of a Male Female Wire to connect to one of the pins on the breadboard 

that is horizontally in line with the + sign (This must be on the same half of 

the breadboard as the DHT11 sensor). Get the students to compare each 

other’s work if they are having problems so they can see if they are doing it 

right and if not, they can try change it themselves, then assist them if they are 

still having difficulties. Make sure the students don’t pull the wires too hard 

as they will break; 

8. Make sure the students have inserted the Raspbian SD card into the 

Raspberry Pi, and the SD cards have been put in the correct way up and 

have been inserted all the way in; 

9. Check that the students have all inserted the USB dongle into the Raspberry 

Pi properly for the mouse and keyboard or have correctly inserted an external 

USB keyboard and mouse; If there are problems with the wireless keyboard 

and mouse check the batteries, they might need changing or have been put 

in wrong; 

10. When the students are connecting the TFT screen to the Raspberry Pi GPIO 

pins they need to do it carefully, so none of the pins get bent, making sure 

the HDMI ports are aligned on the side. If there are problems with this check 

the pins are all straight and the students are inserting them in the correct way. 

If the pins are bent straighten them back up, you can use something small to 
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carefully straighten the pins. Make sure the HMDI is fully inserted into the 

TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 

the Raspberry Pi. If the students are using a monitor then connect it to that 

instead, you will then not need the TFT screen; 

11. Powering on the Raspberry Pi needs to be done last. Make sure the students 

have plugged the power supply into the walls power outlet and have turned 

on the switch. Then they need to connect the mini USB cable to the power 

socket on the Raspberry Pi, which is located on the bottom left of the 

Raspberry Pi. When this is all done a red light should appear and a green/ 

amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 

appear take out the power supply and make sure all the wires and everything 

else is in the correct place and is fully inserted. Then retry it by inserting the 

power supply into the Raspberry Pi again; 

12. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 

anything. You don’t need to worry about logging in it will automatically do that 

for you with the username: pi and password: raspberry;  

13. When the students click on the terminal tab, they only need to press it once 

and let it load, otherwise if you spam click it, it will load up multiple windows. 

The tab is located at the top left of the screen; 

Code 

14. Older Raspberry Pi versions had SSH enabled by default, with default 

credentials but the Raspberry Pi 3 requires the user to activate SSH;  

15. Make sure you reboot the Raspberry Pi, allowing the SSH server to start 

properly 

16. Make sure the students know the IP addresses of their Raspberry Pi before 

they disconnect from the screen; 

17. Default credentials for the Raspberry Pi need to be changed, especially if this 

Raspberry Pi is connected to a network as this is an obvious device that can 

be attacked and used as a pivot to enter the rest of the network; 

18. The Adafruit files are required for these sensors, they include a preconfigured 

library that can be used instead of having to create code for each project that 

will interact with the sensor and the data that is being sent to the Raspberry 

Pi; 

19. Make sure that the python files are set up in the correct directory or else there 

will be issues with accessing the Adafruit python library for this project and 

additional projects; 

20. Make sure the students understand how important the formatting of this code 

is exact. Python relies of using indents to specify any code that is contained 

within a function for example. Without this the code will not execute properly;  
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21. To execute this script, we need to use sudo which temporarily allocates super 

user permissions and we need to specify python for the correct interpreter to 

read the script and execute it using the python language; 

22. Make sure you shut down the SSH connection properly, usually shutting 

down the program will do this but there is a possibility the connection will not 

close properly. 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of this 

project.  

(Possible questions include) 

• Why do we study weather? 

• Apart from outside, where else is important to know the temperature and 

humidity? 

• What developments of this project can you think of? 

Discuss key learning with students and its importance in today’s society. Conclude 

the project using the material highlighted within the conclusion section online to 

summarise its importance. 

Additional Notes  

This project could be developed in a range of ways. An LCD screen could be 

attached to it to show the temperature and humidity straight to the screen. It would 

be possible to connect this sensor information to email or twitter notification and 

have it automated when the temperature and humidity hits a specified high and/or 

low.  

Conclusion 

This project could allow both internal and external temperatures and humidity to be 

tracked using the SSH connection between the Raspberry Pi and a remote 

connection. This is a very secure way of communicating with the Raspberry Pi, if 

the default username and password have been changed. There are many ways this 

project could be adapted, an LCD screen could be connected, email notification if 

the temperature was too high or humidity too low. Instruct the students to explore 

different applications of physical computing and how different problems can be 

fixed/helped with the right mindset. SSH is a very important network protocol, this 

has allowed more security when connecting to remote devices. Older protocols like 

Telnet didn’t include as rigorous security standards like SSH which makes SSH a 

much more desirable method of network connection.  
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