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TOR Pi – Student Worksheet 

Learning Outcomes 

• Understand the basic principles of TOR;

• Learn about the security benefits of using TOR;

• Configure the Raspberry Pi to be able to proxy traffic through the TOR network.

Background 

The Onion Router (TOR) was created by the United States Naval Research Laboratory with the purpose of 

protecting online military intelligence communications and was further developed by DARPA in the late 

1990’s. Unlike usual internet traffic that uses protocols such as HTTP and DNS; TOR relies on rerouting 

traffic through multiple “nodes” or “layer” (Think of an onion) to direct traffic from a user to the server 

they are trying to contact. TOR implements encryption on many levels of the communication stack, thus 

adding to the security of implementing the TOR software. While TOR is very secure it is not perfect, and 

there have been many instances where individuals and organisations have had success in breaking the 

security of TOR. For example, if you own enough of the “nodes” that data is passed through, you can 

create quite a detailed picture of where the data is coming from and where it is headed to.  

There is a stigma associated with TOR, that it is primarily used by criminals and hackers. This simply isn’t 

the case. There are thousands of organisations that use protocols like TOR to allow for more secure 

transfer of data. Many journalists can contact sources in countries where the governments control the 

online media and are able to make others aware of the situation as a result. TOR provides a limited degree 

of personal security, because a lot of online software like “cookies” are usually configured to use HTTP 

traffic, so personal data is not tracked by using TOR. There are many legitimate uses of TOR, including 

investigation where cyber security companies use TOR to investigate clients and their online presence. 

This project will only start to use the TOR network for traffic that is passed through this Raspberry Pi, if 

you want to expand to other devices then you need to adapt the Raspberry Pi to be an access point. This 

can be done by connecting the Raspberry Pi via ethernet to your router and configuring the Raspberry Pi 

to be an Access Point 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Raspbian SD Card 

(Base) 9 Slot 2 TFT Screen 
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Component Number (Peli Case) Component Number (Box Case) Component 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

TOR Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard 

and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 

the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry Pi and 

the TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 

monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 

wall power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. 

You should get a red light appear and a green/amber light flashing as the Raspberry Pi starts 

to boot up; 

Step 6: Once the Raspbian OS has booted up it will auto log in using the username: pi and password: 

raspberry; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet 

using an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 

Step 8: 
Open a terminal window by clicking on the  icon on the top menu bar; 

Step 9: We now need to find out what our IP Address is that we have been given. Type ifconfig and 

press enter. If you are using the Ethernet then it will be eth0, if you are using Wi-Fi it will be 

wlan0;  
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Step 10: Make a note of the IP Address as you will require this in step 12; 

Step 11: To configure your TOR Pi type sudo nano /etc/tor/torrc  and press enter to change the 

default configuration file that is installed; 

 

Step 12: Once the file has opened in Nano you need to find a line ##SOCKSPort :9050 # Default: Bind 

to localhost:9050 for local connections and remove the ## at the beginning of the line. The 

## are commenting out this command so it isn’t interpreted. Now enter your IP Address 

from Step 10 into the file between the SOCKSPort and the :9050. It should look something 

like SOCKSPort 192.168.78.201:9050; 
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Step 13: When you have added these changes to the file make sure you save the changes you have 

made using Ctrl+X, press Y and hit Enter; 

Step 14: Now we have configured the TOR SOCKS Proxy we now need to re-start the service to ensure 

our changes have been applied, in the Terminal type sudo service tor restart and press 

enter; 

Step 15: To test that your TOR SOCKS Proxy is working you will need to change your Proxy Settings 

on your internet browser on your computer. We have used the Firefox browser in this 

example; 

Step 16: Open your browser and navigate to Settings or Options; 
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Step 17: In Firefox under the General tab scroll to the bottom of the page and you will see the 

Network Proxy Settings. Click the Settings button; 
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Step 18: In the Connection Settings area tick Manual proxy configuration and enter your IP Address 

from Step 10 in the SOCKS Host box and type 9050 in the Port; 

 

Step 19: Once you have entered the IP Address and Port click OK; 

Step 20: Now we can test that your TOR Pi and Proxy Settings are correct by navigating to 

www.check.torproject.org if the project has been configured correctly you will get a success 

message; 
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Step 21: You can now browse internet and .onion websites via your TOR proxy Raspberry Pi; 

Step 22: This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion 

There are many reasons to use TOR, including personal privacy and being able to use the “deep web”. 

Google has indexed over 200 terabytes of data that makes up the internet that can be accessed using 

HTTP traffic. This currently only accounts for 0.004% of the total internet which is made up of thousand’s 

of servers connecting organisations and individuals across the planet. To understand how these protocols 

and systems can interact with each other we need to be aware of the many different protocols, like TOR, 

that are available. Just like going on the internet every day, we need to be cautious but accessing services 

like TOR are no different than accessing your “normal” internet. This project can easily be developed by 

making the Raspberry Pi an access point for other devices so their traffic is also using the TOR network. It 

is important to use strong passwords and if you are planning on accessing TOR websites make sure you 

are connecting to a .onion website, using common .html etc will still be tracked and by still expose data 

about you.  
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Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.   
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