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Teaching Guide- CyberPiProjects 
TOR Pi 

Teacher Overview 

The Onion Router initially was developed in the mid 1990’s by the United States Naval 
Research Laboratory, with the purpose of protecting online communications which 
was then taken over by Defense Advanced Research Projects Agency (DARPA) in 
1997. In 2004, the Naval Research Laboratory released the code for TOR under a free 
license, where it was quickly adopted by many individuals and organisations for secure 
ways of communication other than using the World Wide Web (www) and its related 
protocols. The internet is simply a huge collection of clients and web servers that are 
connected using a range of different protocols, but most importantly a lot of routers to 
make a path between a client (you) and the web server (the website you are trying to 
visit). These protocols by default are trying to make the shortest distance between you 
and your website, sometimes not knowing the IP address of the server you are trying 
to communicate with. When you are trying to connect to a web server your IP address 
and location is revealed and the same with the web server when communication has 
been established. It is also possible for more places along the way to know where your 
data is coming from and where it is trying to go.  

TOR works with anonymity in mind from the beginning of the design of this system. 
This is instead of relying on everyone knowing your data, as well as knowing where it 
has come from and where it is going to; thus, keeping it secure. The destination IP 
and host IP are both kept hidden within TOR. Nodes within TOR only know the 
previous node the traffic had come from and where it was being sent to next. Any 
traffic within TOR is redirected through at least 3 different nodes before it can reach 
its destination, thus increasing the security of this system and is a good way to avoid 
detection online.  

It must be noted that this is not a completely secure system, and if the connection to 
TOR is misconfigured then the traffic will not be secure. Moreover, if you are not 
connecting to .onion websites then the traffic is directed through non TOR methods. 
In 2014, news reports claimed that the NSA had cracked TOR and their method was 
to establish a large percentage of the TOR nodes in their own control. By combining 
this with a range of statistical methods they could estimate where the traffic was 
coming from and where it was going. The best way to avoid this continuing is to 
increase the number of nodes that the TOR traffic must go through, although this will 
make the response time increase.  

There is a huge stigma associated with TOR that is unjustified and is no more than 
the problems that are associated with services working over the common internet. It 
is important that the students move away from this stigma and recognize that caution 
must be used anywhere on the internet, not just on the dark web. The majority of 
these issues come from a lack of understanding and education about these systems. 
TOR has been used by individuals where their governments control the common 
internet and restrict information and news that passes in and out of that country. There 
are a huge number of organisations that use protocols like TOR to protect their 
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communications of sensitive data and obviously there are military systems that utilize 
alternative systems than the common internet for more secure communication. TOR 
is just 1 example of an alternative system that could provide more security for 
individual users on its network, if it is implemented properly.  

Make sure the students understand this is an introduction to TOR and needs to be 
researched a lot more to be implemented on a home system.  

Suggested Year Group 

The suggested age group is 17+, due to the nature of this project and the skills it is 
developing.  

Learning Outcomes 

• Explain to the students how TOR works;

• Illustrate the security benefits of TOR;

• Show the students how to configure the Raspberry Pi to reroute traffic through

TOR.

Equipment Specification 

Component Number 
(Peli Case) 

Component Number 
(Box Case) 

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 
(Base) 4 Slot 11 Raspbian SD Card 
(Base) 9 Slot 2 TFT Screen 
(Level 1) 2 Slot 11 HDMI 
(Level 1) 2 Slot 11 Keyboard 
(Level 1) 5 Slot 12 Mouse 
(Level 1) 1 Slot 13 Power unit 

Disclaimer 

Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 
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Lesson Plan Tor Pi 

Preparation 

It is suggested that students work either independently or in pair on this project they 

will need access to a monitor, the full CyberPiProjects Drop Crate and a workspace 

to complete this project. Suggested time is an hour. 

Learning Objectives 

1. Understand the basic principles of TOR; 

2. Learn about the security benefits of using TOR;  

3. Configure the Raspberry Pi to be able to configure traffic through the TOR 

network. 

Key Vocabulary  

Raspberry Pi, The Onion Router, Networking, Nodes, Anonymity, Command Line 

Interface, Onion, Dark Web, DARPA, IP Address 

Structure 

Explain to the students that in this lesson they will develop the skills to configure the 

Raspberry Pi to provide TOR network services.  

Starter (suggested time 5 minutes) 

As a starter discuss with students what TOR is.  

(Possible key questions to ask and address) 

• What is TOR? 

• What is it used for? (Legitimate and otherwise) 

• What does it provide for its users? 

• How can it be broken? 

Highlight to the students that the skills learnt today need to be used with caution and 

no responsibility will be taken by the school or CSA for any abuse of this knowledge.  

Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation of TOR and its history. Explain to the 

students that like the Internet, TOR was a US military project that was released to 

the public in 2002. TOR is a method of keeping traffic anonymous, other than using 

a VPN where the nodes connecting the traffic only know where the traffic came from 

and where the nodes need to be passed to. Before starting configuration make sure 

the students understand how TOR works.  

Instruct to the students to also research how different organisations have claimed 

they have broken TOR and the different methods used. One interesting case study 
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is the MIT researchers that proposed that compromising enough nodes would allow 

a statistical probability of predicting the traffic that was being passed back and forth. 

The students also need to understand that they need to be using the TOR browser 

and configure it correctly to allow their traffic to pass through the TOR network. 

Careful configuration and application need to be applied.  

Set up and Code Project  (suggested time 40 minutes) 

Using the support notes online and the video as guidance students need to work 

independently to set up a TOR access point. Teacher to support learning and offer 

discussion points with student. 

Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case 

and laid out on the work station to be ready to be used. You can use the 

component list of the project and cross reference it with the kit list to figure 

out what and where everything is. It is all labelled and numbered, and there 

is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the Pi, and 

the SD cards have been put in the correct way up and have been inserted all 

the way in; 

3. Check that the students have all inserted the USB dongle into the Pi properly 

for the mouse and keyboard or have correctly inserted an external USB 

keyboard and mouse; If there are problems with the wireless keyboard and 

mouse check the batteries, they might need changing or have been put in 

wrong; 

4. When the students are connecting the TFT screen to the Raspberry Pi GPIO 

pins they need to do it carefully, so none of the pins get bent, making sure 

the HDMI ports are aligned on the side. If there are problems with this check 

the pins are all straight and the students are inserting them in the correct way. 

If the pins are bent straighten them back up, you can use something small to 

carefully straighten the pins. Make sure the HMDI is fully inserted into the 

TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 

the Pi. If the students are using a monitor then connect it to that instead, you 

will then not need the TFT screen; 

5. Powering on the Raspberry Pi needs to be done last. Make sure the students 

have plugged the power supply into the walls power outlet and have turned 

on the switch. Then they need to connect the mini USB cable to the power 

socket on the Raspberry Pi, which is located on the bottom left of the Pi. 

When this is all done a red light should appear and a green/ amber light 

flashing as the Pi starts booting up. If this doesn’t appear take out the power 

supply and make sure all the wires and everything else is in the correct place 
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and is fully inserted. Then retry it by inserting the power supply into the Pi 

again; 

6. Make sure the students let the Pi boot up fully and they don’t touch anything. 

You don’t need to worry about logging in it will automatically do that for you 

with the username: pi and password: raspberry. They are the default login 

details and need to be kept the same and not be changed; 

7. You will need WiFi so make sure there is a connection available, and if you 

are using ethernet cables make sure they all work and are giving you a 

connection beforehand. You can test it on your laptop, just plug it into your 

laptop and see if you get a connection. Then connect it to the Raspberry Pi. 

The ethernet port is located next to the USB ports on the right side of the Pi. 

Code 

 

8. When the students click on the terminal tab, they only need to press it once 

and let it load, otherwise if you spam click it, it will load up multiple windows. 

The tab is located at the top left of the screen; 

9. Ifconfig allows the students to check the IP address of the Raspberry Pi and 

which interfaces are currently active; 

10. Each Raspberry Pi has a different IP address allocated to them when they 

are connected to the network, make sure the students note down their IP 

address accurately; 

11. The students need to enter the Tor config files to allow their external devices 

to connect to the Raspberry Pi and the Tor network; 

12. The ## means that the command that is directly after it is commented out, by 

removing them the command will be interpreted and executed, port 9050 is 

the default listening port for tor;  

13. Make sure the students save the changes they have made to this file, or it 

will disrupt the rest of the project; 

14. Once the changes have been applied to the config file the students need to 

restart the tor service to apply the changes;  

15. Now the students need to connect to a different device, preferably a Windows 

PC with Firefox working (Firefox is the easiest to change the proxy settings 

which will allow the students to configure); 

16. Settings and options can be found in the top right of the browser, if there are 

any issues use Google to quickly search for the proper options; 
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17. We need to change the network proxy settings, these are how the browser 

connects to the internet and how it can be modified by changing a device that 

it is connecting through, in this case the Raspberry Pi; 

18. Make sure the students type in the correct IP address they have recorded 

from earlier in the project and make sure the port they are connecting to is 

the 9050 on the SOCKS Host; 

19. There are a few websites like www.ipchicken.com and 

www.checkmyip.com that can show the students their IP address is being 

rerouted through the Tor network, once this has been done they can navigate 

to a website like duckduckgo.onion to start using tor sites. 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of this 

project.  

(Possible questions include) 

• Why was TOR created? 

• Why do people use TOR? Explore legitimate and other reasons 

• How does it make your traffic more secure? 

Conclude the project using the material highlighted within the conclusion section 

online to summarise its importance. 

Additional Notes  

Ideally, this project is combined with the Raspberry Pi to make it a wireless access 

point, then adding this information to that access point to anonymise any .onion 

traffic and then sending it straight through the TOR network. Instruct confident 

students to research how to turn the Raspberry Pi into a wireless access point and 

develop this project even further.  

Conclusion 

This project is designed to introduce the students to TOR and the applications this 

technology has in IT and security. There are a wide range of applications for systems 

like TOR that are focused on security. Instruct the students to research potential 

applications of TOR for organisations and individuals. Make sure they are cautious 

when exploring TOR and stick to legitimate websites and do not reveal any personal 

information. This is the exact same practice they should be doing already with the 

common internet. Make sure the students focus on the legitimate applications of this 

technology and its ability to allow security. Focus on how this can be a benefit in 

many situations and how this technology can be adapted and developed for a wide 

range of projects.  
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