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IRC Pi – Student Worksheet 

Learning Outcomes 

• Understand Internet Relay Chat (IRC); 

• Understand how different networking protocols allow for different types of communication; 

• Configure the Raspberry Pi to be an IRC server and connect your friends to it. 

Background 

IRC is a protocol that allows for instant messaging over the internet by using a set of rules and 

conventions. By configuring the Raspberry Pi to be an IRC server we can leave the Raspberry Pi running 

and use other devices to use the IRC server to communicate with each other. IRC only allows text 

communication in the chat service. In the 1990’s and 2000’s, this was used to create and share ASCII 

art, and by combining Direct Client-to-Client (DCC) allowed for file transfers. IRC establishes a channel 

for a user to connect to and communicate using a nickname; hence, it is possible to create your own 

channels as they are hosted on the Raspberry Pi. Once a user knows the details of the IRC they are 

trying to connect with they can add the IRC description, IP address and enter a unique nickname then 

they are able to connect. There are many applications of IRC, including configuring an IRC server to 

use TOR and anonymise the traffic between users of the IRC server. There are 2 types of clients that 

can connect to the IRC server: normal clients have limited ability to modify anything in the channel, 

and “Channel Operators” that act as admins and can kick users, ban users and change settings on the 

server and the chat.  

The popularity of IRC has decreased as other messaging services have become more popular such as 

Facebook Messenger, Steam Messenger and other instant messaging services that were integrated 

into larger services that users were supporting. Another reason why IRC has decreased in popularity 

has been its own cyber security vulnerabilities, where it is very susceptible to Denial of Service (DoS) 

and Distributed Denial of Service (DDoS) attacks, preventing legitimate users from being able to access 

their IRC channels. If a DoS attack was launched at the Raspberry Pi, it would prevent legitimate traffic 

communicating with it very quickly because the processing power and memory of the Raspberry Pi is 

limited. Conduct your own free-time research on how DoS attacks are performed and how it is possible 

to protect against it.  

Another issue with IRC was the ability to capture its communications traffic (sniffing) and harvest 

passwords and IP addresses as these would not be encrypted. This was rectified by adopting Secure 

Sockets Layer (SSL) and Transport Layer Security (TLS) which encrypts the traffic between the server 

and clients, so sniffing is not possible, but this was not deployed early enough in IRC development. 

This is a prime example of when security is not developed into the initial project and has been added 

afterwards. When starting a new project it is vital to consider security and how it can be integrated 

into the development of the project and not added on afterwards. 
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Raspbian SD Card 

(Level 1) 3 Slot 11  HDMI 

(Level 1) 3 Slot 11  Wireless Keyboard 

(Level 1) 5 Slot 11  Wireless Mouse 

(Base) 9 Slot 2  5 Inch LCD Screen 

(Level 1) 1 Slot 13 Power Supply 

IRC Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli of Box case; 

Step 2: Insert the Raspbian SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the Keyboard and Mouse (or connect an external USB 

Keyboard and Mouse); 

Step 4: Connect the TFT screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports 

align on the side. Connect the HDMI to the HDMI “U” shaped connector between the 

Raspberry and the TFT Screen. (If using an external monitor connect the HDMI cable 

directly to the external monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into 

your wall power outlet and connect the mini USB cable to the power socket on the 

Raspberry Pi. You should get a red light appear and green/amber light flashing as the 

Raspberry Pi starts to boot up; 

Step 6: Once the Raspbian OS has booted up it will auto log in using the username: pi and 

password: raspberry; 

Step 7: 
Open a terminal window by clicking the icon on the top menu bar; 

Step 8: Once the terminal has opened type /usr/bin/mkpasswd <your own password> (this 

can be a random word, like “sausage”, anything will work) make sure you record the 

result of this command, you will need it later; 
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Step 9: In the terminal type sudo nano /etc/ircd-hybrid/ircd.conf and hit enter; 

Step 10: Once you are in Nano you can use Ctrl+W to search for specific words or phrases; 

Step 11: Within Nano use Ctrl+W to search for serverinfo { and you will then be taken to that 

area of the code; 

Step 12: Find name = “hyrid8.debian.local”; and change to name = “<your IRC server 

name>.irc”; (Make sure you record these details); 

 

Step 13: Find description = “ircd-hybrid8.1-debian”; and change to description = “<your own 

description>”; (Make sure you record these details); 
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Step 14: Find network_name = “debian”; and change to network_name = “<your unique 

network name>”; (Make sure you record these details); 

Step 15: Find network_desc = “This is My Network”; and change to network_desc = “<your 

unique network description>”; (make sure you record these details); 

 

Step 16: Find default_max_clients = 512 and change to default_max_clients = 128; 

Step 17: Use the Ctrl+W to search for auth { and you will be taken to that area of the code 

Step 18: Find user = “*127.0.0.1” and change it to user = “*@*” 

Step 19: User the Ctrl+W to search for operator { and you will be taken to that area of the code 

Step 20: Find user = “*192.0.2.240/28 and remove the # at the beginning of the line and change 

to user = “*@*”; 

Step 21: Find password = “xxxxxxxxxxxxxxxxxxxx” and change it to password = “<your 

password hash>”; 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

 

Page 5 of 8 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

 

Step 22: Make sure you save the changes you have made by pressing Ctrl+x, then pressing y 

and finally hitting enter; 

Step 23: Once you have left Nano and are back in the terminal window type sudo 

/etc/init.d/ircd-hybrid restart which restarts the IRC service with all the changes we 

have just made; 

Step 24: On a different computer install an IRC client such as mIRC (make sure you download 

this application directly from the source website); 

Step 25: When it has opened you will be prompted to connect to an IRC server or you will need 

to click on File at the top left of the window; 

Step 26: On the drop down menu there is an option called Connect that needs to be clicked; 

Step 27: A new window will appear that requires some details of the IRC server that need to be 

entered into it; 

Step 28: In the Nickname field create a unique nickname that is unique to you, any nicknames 

that match will prevent you connecting to the server; 
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Step 29: On the left of the window click the Servers category and click the Add button that 

appears; 

Step 30: In the Description form enter the IRC server description you wish to connect to (See 

Step 15); 

Step 31: In the Address form enter the IP address of the Raspberry Pi you wish to connect to (If 

you don’t know the IP address for your Raspberry Pi, return to the terminal on the 

Raspberry Pi and type ifconfig, you will then be presented with the different interfaces 

on the Raspberry Pi and the IP address of the Pi usually starts 192.168 for most 

networks); 

Step 32: Finally click Add and this window will close; 
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Step 33: You will be returned to mIRC Options, you need to look through this list of IRC servers 

to find the IRC server name you have just added, highlight it and then click the Select 

button on the right of the window; 

Step 34: Make sure the New Window check is filled and then click the Connect button. If this 

has been done right this window will then close and the main window will start to scroll 

different instructions; 

Step 35: A new window will appear called mIRC Favorites, this is where you can connect to a 

preinstalled channel or create a new one; 

Step 36: Click Add to create a new Channel, you need to make a name for it and you can 

password protect it if you really wish. Once you have done this click the OK button and 

you can then find it with a # before its name; 

 

 

Step 37: If this has been done correctly you will enter the IRC chat window and if there are any 

others that are in the chat already their Nicknames will appear on the right of the 

window and you will be able to message them through the IRC chat; 

Step 38: This is the end of this project and you can now shutdown and pack away your 

hardware. 

Conclusion 

There are many reasons why IRC isn't used as much as it used to be. The rise of Facebook and other 

messaging services now nominated the market.  At its height the most popular IRC channels served 

more than ½ million users and 1000’s of channels has been created for likeminded individuals to 

communicate and connect. Most issues with network protocols arise since security is not a focus from 
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the start of development. This creates major bugs that can be missed for months and even years after 

release. If encryption and easy adoption into other platforms were adopted earlier in IRC 

development, it might have used used more widely. Research how DoS and DDoS attacks are 

performed with applications like Low Orbit Ion Cannon (LOIC) and the High Orbit Ion Cannon (HOIC) 

and how different technologies are used to mitigate these specific attacks.  

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought 

against the persons in question. Cyber Security Associates will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.  
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