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Wireshark Pi – Student Worksheet 
Learning Outcomes 

• Understand the basic principles of Wireshark;
• Learn about the benefits of using Wireshark;
• Run Wireshark on Kali Linux on the Raspberry Pi and use it to capture, filter and analyse data.

Background 
Kali Linux (Kali) is a Debian-based Linux distribution used for advanced Penetration Testing and Security 
Auditing. Kali contains several hundred tools which are used for various information security tasks, such 
as Penetration Testing, Security research, Computer Forensics and Reverse Engineering. 

In the late 1990s, Gerald Combs, a computer science graduate of the University of Missouri–Kansas City, 
was working for a small Internet service provider where the commercial protocol analysis products at the 
time were priced around $1500 and did not run on the company's primary platforms (Solaris and Linux). 
Gerald began writing Ethereal and released the first version around 1998, with the trademark owned by 
Network Integration Services. In May 2006, Combs accepted a job with CACE Technologies but still held 
copyright on most of Ethereal's source code (and the rest was re-distributable under the GNU GPL), so he 
used the contents of the Ethereal Subversion repository as the basis for the Wireshark repository. 
However, he did not own the Ethereal trademark, so he changed the name to Wireshark. In 2010 Riverbed 
Technology purchased CACE and took over as the primary sponsor of Wireshark. Ethereal development 
ceased, and an Ethereal security advisory recommended switching to Wireshark. 

Wireshark is a network or protocol analyser (also known as a network sniffer) available for free through 
the Wireshark website. It is used to analyse the structure of different network protocols and has the ability 
to demonstrate encapsulation. The analyser operates on Unix, Linux and Microsoft Windows operating 
systems, and employs the GTK+ widget toolkit and pcap for packet capturing. Wireshark and other 
terminal-based free software versions like Tshark are released under the GNU General Public License. 
Wireshark shares many characteristics with tcpdump. The difference is that it supports a graphical user 
interface (GUI) and has information filtering features. In addition, Wireshark permits the user to see all 
the traffic being passed over the network. 

In this project we are going to use Wireshark to capture, filter and analyse data. Moreover, you could use 
Wireshark placed between a router and other network devices to inspect all of the traffic passing in and 
out of the network. Also, you could use the Alpha Card in the kit to analyse other people’s data traffic on 
a different wireless network. 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


Page 2 of 9 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Kali Linux SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Wireshark Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 
mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 
the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 
TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 
monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 
power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 
should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to 
boot up; 

Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 
toor; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet 
using an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 

Step 8: Locate Wireshark and open it up. Then double-click the name of a network interface under 
Capture to start capturing packets on that interface. For example, if you want to capture traffic 
on your wireless network, click your wireless interface. 
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Step 9: As soon as you click the interface’s name, you’ll see the packets start to appear in real time. 
Wireshark captures each packet sent to or from your system. Click the red Stop button near 
the top left corner of the window when you want to stop capturing traffic. 

 

Step 10: The most basic way to apply a filter is by typing it into the filter box at the top of the window 
and clicking Apply (or pressing Enter). When you start typing, Wireshark will help you 
autocomplete your filter. 
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Step 11: You can also click Analyze > Display Filters to choose a filter from among the default filters 
included in Wireshark. From here, you can add your own custom filters and save them to 
easily access them in the future. 

 

Step 12: Another interesting thing you can do is right-click a packet and select Follow > TCP Stream. 
You’ll see the full TCP conversation between the client and the server.  
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You can also click other protocols in the Follow menu to see the full conversations for other 
protocols, if applicable. 

Step 13: Close the window and you’ll find a filter has been applied automatically. Wireshark is 
showing you the packets that make up the conversation. 
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Step 14: Click a packet to select it and you can dig down to view its details. 

 

Step 15: You can also create filters from here — just right-click one of the details and use the Apply as 
Filter submenu to create a filter based on it. 
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Step A different way of using Wireshark is that you can capture plain text passwords. For this all 
you need to do is have Wireshark running. Then open up your browser and go to 
http://aavtrain.com/. This is a vulnerable website where plaintext passwords can be taken. 
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Type in a password and user name, make sure it isn’t one you already use or doesn’t have 
any personal details in it anyone will be able to easily access it. 

Step Then go back to Wireshark and press the red stop button so it stops running. Then go to Edit 
and Find Packet 

 

Step An option menu like bellow will come up on the screen then just select the options I have 
done, packet bytes, String and then type password into the search bar that is highlighted 
green. Then press find.  
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Step When you have done that, the packet that is holding the plaintext password will pop up and 
you will be able to see all you inputed into the website. This shows how easy it is for people 
to access you information when a website is in HTTP and is vulnerable. 

 

Step 16: This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion 
This project is designed to introduce the students to Wireshark and the applications this technology has 
in IT. You will have used Wireshark on the Raspberry Pi to detect incoming traffic then have captured the 
data; then taken that data and filtered it for further inspection. Wireshark is an extremely powerful tool, 
and this project is just scratching the surface of what you can achieve with it. IT Professionals use 
Wireshark to debug network protocol implementations, examine security problems and inspect network 
protocol internals. Also, keep in mind that the Raspberry Pi is limited in processing power and is unable 
to handle large volumes of traffic accurately. As such, it should not be used in production environments. 
I hope you found this tutorial helpful and discovered a new use for your Raspberry Pi. 

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.   
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