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Vulnerability Scanner Pi – Student 
Worksheet 

Learning Outcomes 
• Understand the basic principles of OpenVAS; 
• Learn about the benefits of using OpenVAS; 
• Run OpenVAS on Kali Linux on the Raspberry Pi and use it to scan the network for 

vulnerabilities. 
 

Background 
Kali Linux (Kali) is a Debian-based Linux distribution system used for advanced Penetration Testing and 
Security Auditing. Kali contains several hundred tools used for various information security tasks, such as 
Penetration Testing, Security research, Computer Forensics and Reverse Engineering. 

A vulnerability scanner is a computer program designed to assess computers, computer systems, 
networks or applications for known weaknesses. In plain words, these scanners are used to discover the 
weak points or poorly constructed network. It is utilised for the identification and detection of 
vulnerabilities relating to mis-configured assets or flawed software that resides on a network-based asset 
such as a firewall, router, web server, application server, etc. Modern vulnerability scanners will allow for 
both authenticated and unauthenticated scans to occur. Modern scanners are typically available as SaaS 
(Software as a Service) by providers over the Internet as a web application and the amount of host 
information is vast. The modern vulnerability scanner has the capabilities to customise vulnerability 
reports, installed software, open ports, certificates and much other host information that can be queried 
by users to increase network security. 

OpenVAS (Open Vulnerability Assessment System, originally known as GNessUs) is a software framework 
of several services and tools offering vulnerability scanning and vulnerability management. OpenVAS 
began under the name of GNessUs, as a fork of the previously open source Nessus scanning tool, after its 
developers Tenable Network Security changed it to a proprietary (closed source) license in October 2005. 
OpenVAS was originally proposed by pentesters at SecuritySpace, discussed with pentesters at Portcullis 
Computer Security and then announced by Tim Brown on Slashdot. 

In this project, you will be scanning a network using OpenVAS to look for cyber vulnerabilities. In addition, 
you will examine how they are displayed in OpenVAS; reviewing in more detail specific vulnerabilities 
discovered on your machine. You can also conduct further research on each of the vulnerabilities you find 
to discover how they originated. 
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1  Raspberry Pi + Case 

(Base) 5 Slot 11 Kali Linux SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Vulnerability Scanner Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 
mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 
the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 
TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 
monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 
power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 
should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 
up; 

Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 
toor; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet using 
an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 
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Step 8: Type in openvas-start and let it set itself up; 
 

Step 9: One it has loaded it will create a login key for you and you will be taken to a website that asks 
for a login and password;  
 

 

Step 10: The username is admin and for the password go back to the terminal and copy the password it 
has generated for you, it should be a long string of letters and numbers. If there is no generated 
password type in openvasmd - - user=admin - - new=password=”thepasswordyouwant” and 
this will generate you a new password; 

 

 

Step 11: Once you have logged in you will be taken to the dashboard; 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


Page 4 of 9 
www.cyberpiprojects.com | info@cyberpiprojects.com 

 

 

 
 

 

 

Step 12: To perform a scan, hover over the Scans drop down menu and select Tasks; 
 

 
Step 13: You should then have a pop up appear explaining to you how to perform a scan; 
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Step 14: Once that has disappeared left-click on the wizard icon; 
 

 

Step 15: A screen should pop up telling you to input an IP address or hostname. Do as I have done and 
type in 127.0.0.1 this is the loop back IP adress for you machine. Then click on Start Scan; 
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Step 16: When the scan has started click on the Dashboard option and you should able to see a graph 
and a pie chart, showing you information from what the scan is collecting. 

 

 

Step 17: You can see all the different severities that the scan has picked up. You can view them closer by 
clicking on the part of the pie chart that you want to view, so I chose high severity. 

Step 18: Here you can now see all the results the scan has collected that are high severity, it also says 
when they were created and goes back as far as 2006. It groups them into different families as 
well depending on where they have been found from and at the bottom it tells you what the 
vulnerabilities are. 
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Step 19: To investigate one of the vulnerabilities further just click on the name of one and you will get 
an overview of the vulnerability. You can see a summary of why it is a vulnerability, the affected 
software and more important information allow you to mitigate the risk. 

 

 
 

Step 20: If you want more information into the vulnerabilities, you can research online, and you’ll find 
lots more information. 

Step 21: This is the end of this project and you can now shutdown and pack away your hardware. 
 
 

Conclusion 
This project introduces the capabilities of OpenVAS and the applications this technology has within IT. You 
will have used OpenVAS on the Raspberry Pi to scan your machine for vulnerabilities. In addition, you will 
have looked into the different results discovered and then taken that data and filtered it to then be further 
researched. OpenVAS is an extremely capable tool, and this project provides a good introduction on how 
useful it can be. There is so much more you can do with the software, so conduct your own research if 
you want to explore this further. But keep in mind that the Raspberry Pi is limited in processing power 
and will not be able to handle large volumes of packet data. 
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Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law. 
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