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WiFi Cracking – Student Worksheet 
Learning Outcomes 

• Understand how to crack WPA2 WiFi;
• Configure a wireless interface to run in monitor mode;
• Attempt to crack a target WiFi Access Point (AP).

Background 
The ‘aircrack-ng suite’ is a collection of tools that allows you to assess the strength of your WiFi 
security. There are different tools included in this collection that focus on different aspects of WiFi 
security and different protocols. In this project we are going to use airmon-ng, airodump-ng and 
aircrack-ng to crack the password of a network we have permission to attack. We are also going to 
use a wordlist called ‘rockyou.txt’ which is pre-installed within Kali and is a very extensive wordlist 
that can be used in brute force password attacks. There are alternative tools that automate this 
process, but it is important that you understand how this attack works step by step.  

For wireless attacks there are different types of network cards that can be used in “ethical” hacking. 
Most WiFi cards are configured to only use “managed” mode, where any packets that aren’t intended 
for that device are dropped. The WiFi cards that are used by cyber security professionals can also go 
into “monitor” mode which allows for packet injection and sniffing packets that aren’t intended for 
that device. 

In this project we are going to be listening for specific events and packets that are generated when a 
device connects to an Access Point (AP). When a device connects with an AP there is a 4-way 
handshake that shares information between the AP and the device that is trying to connect to it. Once 
airodump-ng is configured to listen to the target network it then waits for this 4-way handshake and 
will notify you once it has been detected. In this process the password for the AP is included and we 
need to crack this information to find the password in plaintext. To do this rockyou.txt is going to be 
used, this is an extensive wordlist that has over 14 million word/phrase combinations to use in an 
attack. Remember that on a Raspberry Pi, any kind of brute force password attack will take time 
because the computational power of the Raspberry Pi is small compared to a PC with 8GB of RAM and 
even an Intel i3 processor. We have the information stored locally in this attack, meaning we aren’t 
generating huge amounts of traffic by performing a live WiFi attack. Aircrack-ng will run against the 
information we have collected in the 4-way handshake to then present us with the password if it is in 
the word list.  

Once we have this information we can connect to the AP with the password and it will allow us to 
access as though we had permission to use this AP and had obtained the password legitimately.  
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 & 5 Slot 11 Raspberry Pi + Case 

(Level 1) 6 Slot 12 Alfa Card 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Kali SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

WiFi Cracking Setup 
Step 1: Ensure that all the hardware required is taken out of the Peli case; 

Step 2: Insert the Kali SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the wireless keyboard and mouse (or connect an 
external USB keyboard and mouse); 

Step 4: Insert the USB cable (mini-USB end) into the Alfa Card and connect the USB cable 
to the Raspberry Pi; 

Step 5: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI 
ports align on the side. Connect the HDMI to HDMI “U” shaped connector 
between the Raspberry Pi and the TFT Screen. (If using an external monitor 
connect the HDMI cable directly to the external monitor and you do not need to 
use the TFT Screen); 

Step 6: You are now ready to power on the Raspberry Pi. Plug in the power supply unit 
into your wall power outlet and connect the mini USB cable to the power socket 
on the Raspberry Pi. You should get a red light appear and a green/amber light 
flashing as the Raspberry Pi starts to boot up; 

Step 7: Once the Kali OS has booted up it will auto login using the username: root and 
password: toor; 
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Step 8: 
Open a terminal window by clicking on the icon on the top left bar; 

Step 9: Type ifconfig, you should see a eth0, lo and wlan0 interface; 

Step 10: Type airmon-ng start wlan0 and hit Enter; 

Step 11: Type ifconfig again and you should now see another interface called wlan0mon 
added to the list; 

Step 12: Type airodump-ng wlan0mon to scan the wireless Access Point (AP) in your local 
vicinity;  

Step 13: Once airodump-ng has been scanning for a few minutes press Ctrl+C to close the 
application and look for the target Extended Basic Service Set ID (ESSID) and make 
a note of the BSSID (which is the MAC address) of the target network and the 
channel it is currently working on;  

Step 14: Type airodump-ng wlan0mon -–channel <the channel of your target network> - 
- bssid <BSSID of your target network>  -w cap1 and hit Enter (*the – before 
channel and bssid is 2 times – with no space between them*); 

Step 15: Connect your device to the AP; 

Step 16: Once a client has connected to the network the page will show [ WPA handshake: 
<BSSID>, this is when you know the handshake data has been collected; 

Step 17: To finish the scan press Ctrl+C and you will be returned to the terminal CLI; 

Step 18: We now need to open an extensive dictionary list, type cd 
/SecLists/Passwords/Leaked-Databases; 

Step 19: Type ls to see the other files and directories in this position, you will see a file 
called rockyou.txt.gz;  

Step 20: Type gzip -d rockyou.txt.gz and hit Enter; 

Step 21: This is a very extensive dictionary list that can be used in bruteforcing passwords 
and gain access to the AP; 

Step 22: Type ls again and you should see a new file in this directory called rockyou.txt; 

Step 23: Type cd to return to the /root directory; 

Step 24: If all the previous steps have been done properly we are ready to bruteforce the 
password;  

Step 25: Type aircrack-ng cap1-01.cap -w /SecLists/Passwords/Leaked-
Databases/rockyou.txt and hit Enter; 

Step 26: This step could take a while but if the password you are trying to crack is in the 
rockyou.txt wordlist it will eventually return with a KEY FOUND! Result and the 
password presented to you on your screen;  

Step 27: You can now log into that AP using the password and you will have access to the 
target WiFi;  
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Step 28: This is the end of this project and you can now shutdown and pack away your 
hardware. 

 

Conclusion 
In this project we have gone through the steps to crack WiFi passwords. There are a range of ways and 
tools created to break the WiFi WPA2 protocol and then gain access to the network. During a 
penetration test this would be completed to gain access to the network that the AP is connected to 
and exploited to allow persistent connections. If this AP was connected to a network with a file server 
or a web server it would be a way to access these servers and exploit them for further information. By 
performing this attack on a Raspberry Pi means this is very mobile and could be hidden at a target 
location for an extended amount of time, allowing the Raspberry Pi to brute force more complicated 
passwords as long as it had a power source and could then be a connected attack platform for more 
attacks.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.  
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