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Teaching Guide – CyberPiProjects 
WPA2 Cracking Pi 
Teacher Overview 
This project aims to provide an introduction into how Kali Linux can be used by “Ethical 
Hackers” to simulate a malicious WiFi attack and test the security of a wireless network. 

Within Kali there is a tool called ‘aircrack-ng’ that is a collection of tools that are 
designed to test the security of a wireless network. There are many different 
applications of the tools within this collection including WEP cracking, deauthentication 
and configuration tools to allow the bypassing of proxy settings. These tools can be 
used to test the security of a system by “Ethical Hackers”, searching for insecure 
passwords or misconfigurations. For example, Wired Equivalent Protocol (WEP) has 
been vulnerable for over 10 years but is still used by some networks and still installed 
on routers. There are many tools available that can automate the cracking of WEP 
networks and then allow unauthorised access to the network.  

Currently WPA2 is the most up to date protocol to use with WiFi networks and provides 
more security than WPA and WEP. This is still a vulnerable protocol as different 
attacks have been developed to break WPA2, like the process the students will go 
through in this project. This attack exploits the 4-way handshake between a connecting 
device and the Access Point (AP). The tool is trying to capture the PMKID which is a 
derivative of the AP MAC address, the client AP address and PMK (Pairwise Master 
Key) and PMK name. As long as this information is captured it is possible to brute 
force and extract the password for that specific WPA2 AP. 

Suggested Year Group 
This project is designed to be completed by students over the age of 17. It will also 
support the A Level Computer Science qualification as it considers wireless protocols, 
ethical hacking and how encryption and strong passwords are related. 

Learning Outcomes 
• Stress the explicit nature of the disclaimer on the student worksheet;
• Instruct the students about Kali;
• Introduce how different tools within ‘aircrack-ng’ are used in this process;
• Provide the students time to practice with the tools explained in this project.

Equipment Specification 

Component Number 
(Peli Case) 

Component Number 
(Box Case) Component 

(Base) 4 & 5 Slot  1 Raspberry Pi + Case 
(Level 1) 6 Slot 12 Alfa Card 
(Level 1) 3 Slot 11 USB Cable 
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Component Number 
(Peli Case) 

Component Number 
(Box Case) Component 

(Base) 5 Slot 11 Kali SD Card 
(Base) 9 Slot 2 TFT Screen 
(Level 1) 3 Slot 11 HDMI Cable 
(Level 1) 3 Slot 11 Keyboard 
(Level 1) 5 Slot 12 Mouse 
(Level 1) 1 Slot 13 Power Supply Unit 

Disclaimer 
Any actions and or activities related to the material contained within this Website is 
solely your responsibility. The misuse of the information in this website can result in 
criminal charges brought against the persons in question. Cyber Security Associates 
Limited, will not be held responsible for any criminal charges brought against any 
individuals misusing the information in these projects to break the law. 

Lesson Plan Rogue Wi-Fi Access Point 
Preparation 

It is suggested that students work either independently or in pair on this project 
they will need access to a monitor, the full CyberPiProjects Drop Crate and a 
workspace to complete this project. Suggested completion time is an hour. 

Learning Objectives 
1. Understanding of the importance of ethical hacking;
2. Develop skills in using some of the tools in Linux;
3. Understand how these tools are trying to exploit the 4-way handshake in

WPA2.

Key Vocabulary 

Operating System (OS), Ethical Hacking, Linux, Kali, WiFi, 4-Way Handshake, 
Aircrack-ng, Brute Force, WPA2, Password; 

Structure 

Explain to the students that in this lesson they will develop the skills to configure 
the WiFi-Pumpkin and use it to harvest credentials. 
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Starter (suggested time 5 minutes) 

As a starter discuss with the students how previous versions of WiFi (WEP) are 
flawed by design and how quickly these protocols have been improved upon. 

(Possible key questions to ask and address) 

• What is WiFi? 
• What is the current WiFi standard commonly used? 
• Why are strong passwords important? 
• Do you think that WPA2 is secure? 

Introduce the terms WPA2, Kali Linux, WiFi Hacking 

Discuss how all systems are imperfect, allowing hackers to exploit them. 

Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation that there are multiple tools available to 
automate this process but understand how WPA2 cracking works is important. 

WPA2 was introduced in 2004 and replaced WEP which had major issues with the 
encryption process, resulting in very vulnerable AP that could be broken in 
minutes. WPA2 increased the security protocols that were included in the protocol 
and for a long time was considered a very strong protocol. In this project you are 
going to introduce a range of tools and processes that allow the students to 
capture important stages of the 4-way handshake that occurs when a device is 
connecting to the AP. During this process a key is generated that is derived from 
the AP MAC address, the client MAC address, another key generated from the AP 
password, and the AP name. By capturing this key it is possible to brute force the 
AP password and gain access to the AP without being told the password by 
someone authorised to share it.  
 

 
(Kali, (2018) https://www.kali.org/) 
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The success of this attack relies of individuals using weak passwords that could be 
found in popular word lists that are used in these types of attacks. There are a range 
of word lists available, one of the most extensive included with Kali is called rockyou, 
which has over 14 million entries. This attack is an “offline” attack because the key 
is saved locally so the biggest issue with these attacks is speed. The speed of 
cracking a key like this is down to the RAM and processing power available, which 
on a Raspberry Pi is low compared to a laptop or PC. (*make sure the AP you decide 
to use for this project has a weak password, ie “password123” etc*) 

Set up and Code Project (suggested time 40 minutes) 

Using the support notes online and the video as guidance the student needs to 
work independently to set up and crack a WPA2 AP. Teacher to support learning 
and offer discussion points with student. 

Assembly and Setup 

1. All the hardware the students need is contained within the Peli or Box case 
and should laid out on the work station to be ready to be used. You can use 
the component list of the project and cross reference it with the kit list to figure 
out where the required hardware is located. It is all labelled and numbered, 
and there is one for each case; 

2. Make sure the students have inserted the Kali SD card into the Raspberry Pi, 
and the SD cards have been put in the correct way up and have been inserted 
all the way in; 

3. Check that the students have all inserted the keyboard and mouse USB 
dongle into the Raspberry Pi properly or have correctly inserted an external 
USB keyboard and mouse; If there are problems with the wireless keyboard 
and mouse check the batteries, they might need changing or have been put 
in wrong way round; 

4. Ensure that the students have correctly inserted the right USB cable into the 
Alfa Card (mini-usb end), and they have added the antenna. You can use the 
kit list to find where antenna is located in the case if it can’t be found. Then 
make sure the students insert the other end of the wire into the USB port 
located on the Raspberry Pi. There are 4 ports on the Raspberry Pi all located 
on the right side; 

5. When the students are connecting the TFT screen to the Raspberry Pi GPIO 
pins they need to do it carefully, so none of the pins get bent, making sure 
the HDMI ports are aligned on the side. If there are problems with this check 
the pins are all straight and the students are inserting them in the correct way. 
If the pins are bent straighten them back up, you can use something small to 
carefully straighten the pins. Make sure the HMDI is fully inserted into the 
TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 
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the Raspberry Pi. If the students are using a monitor then connect it to that 
instead, you will then not need the TFT screen; 

6. Powering on the Raspberry Pi needs to be done last. Make sure the students 
have plugged the power supply into the walls power outlet and have turned 
on the switch. Then they need to connect the mini USB cable to the power 
socket on the Raspberry Pi, which is located on the bottom left of the 
Raspberry Pi. When this is all done a red light should appear and a green / 
amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 
appear take out the power supply and make sure all the wires and everything 
else is in the correct place and is fully inserted. Then retry it by inserting the 
power supply into the Raspberry Pi again; 

7. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 
anything. You don’t need to worry about logging in it will automatically do that 
for you with the username: root and password: toor. They are the default 
login details and need to be kept the same and not be changed; 

8. When the students click on the terminal tab, they only need to press it once 
and let it load, otherwise if you spam click it, it will load up multiple windows. 
The tab is located at the bottom middle of the screen of the screen; 

9. Ifconfig shows the interfaces that are currently connected to the Raspberry 
Pi and their configuration state. This shows which interfaces are active and 
will show the IP address that has been allocated to the interface. The 
students should see Eth0, lo and at least wlan0 and wlan1 if the Alfa card is 
connected; 

10. Make sure the students use airmon-ng with the Alfa card interface, by default 
with Kali it will be allocated the wlan0 interface ID; 

11. Once the wlan0 interface has been configured to be in monitor mode the 
name is changed for the sake of the user and will have mon at the end of the 
interface ID (wlan0mon);  

12. This command that’s the interface scanning the area for AP that can be used 
to target and shows the MAC address of the AP and the encryption standard 
that is applied to the AP;  

13. This scan doesn’t need to be executed for long, there are a finite number of 
AP that are within range for this project, to extend the range of this aerial 
would require a more powerful aerial and more power;  

14. Once the target AP has been identified from the list that is presented then 
record the ESSID, BSSID and the channel that is identified for broadcast, 
these details are going to be required in the next step; 

15. The previous step configures the tool to scan the target AP and is waiting for 
a device to connect so it can capture a 4-way handshake when a device 
connects to the AP, this can be done by waiting for a device to connect to the 
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network or use a deauthentication attack to force everyone off and then wait 
for the reconnection; 

16. Once the 4-way handshake has been captured the students will have a new 
message appear in the top right of the screen telling them the handshake 
has been captured from the BSSID target; 

17. Ctrl+C kills the process, the students might try to use Ctrl+X and this puts 
the process in the background instead of killing it; 

18. There is a word list that is included with aircrack-ng but this is only the most 
common passwords and is very short compared to the word list that is going 
to be used; 

19. Make sure the students write the file pathway after cd correctly or they won’t 
move to that position in the directory and be stuck for the next steps; 

20. Currently the rockyou.txt file is compressed, this can be decompressed with 
the gzip command and it will be decompressed to this place in the directory; 

21. If the students wish the can type cat rockyou.txt and after a minute the 
wordlist will be presented to the screen, the delay is because there are so 
many entries in this file and the processor of the Raspberry Pi;  

22. Ls shows all the files and directories that are accessible at the current 
position in the directory; 

23. Cd on its own will return the user to the highest point in the directory they can 
go;  

24. If the students have captured a 4-way handshake they are now ready to 
attempt to bruteforce it, make sure the target AP is set up with a password 
that is in the rockyou.txt list;  

25. This command will point the rockyou.txt word list at the .cap file that has the 
4-way handshake details within it, as long as the password is in the word list 
then once it has been found the page will return the password, this could take 
a while because the processing power of the Raspberry Pi is limited, which 
is also why it is advised to set up the target AP with a password found from 
the rockyou.txt wordlist; 

26. Once the password has been found the students will be presented with a new 
screen with the password presented to them; 

27. The students can now use these credentials on any of their devices to 
connect to the AP; 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of 
this project.  

(Possible questions include) 
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• What kind of scenarios can you think of where this project could be applied? 
• What else could you do with this project? 
• Why is it important to know about the Computer Misuse Act? 
• Why is it important to have strong passwords? 

Conclude the project using the material highlighted within the conclusion section 
online to summarise its importance. 

Additional Notes / Extension  

For those students that are able to complete the project in the given timeframe, as 
an extension encourage students to do some extended reading or an area of further 
research around the topics discussed.   

Instruct the students to think about other cyber-attacks and how they technically are 
executed. WPA2 is considered by most of the public to be very strong, but this attack 
can be done on a Raspberry Pi and could be automated to collect as many 4-way 
handshakes as possible to enable ‘bruteforcing’ passwords.   

Conclusion 

Stress to the students that this project is for educational purposes only, and that this 
information should not be used outside the classroom and should NEVER be used 
for malicious purposes. There are strict consequences for misuse of computers and 
can have long term effects. It is important that as many students understand how 
important using strong passwords is for protecting their networks and personal 
accounts. It is much harder to try and brute force a password that isn’t on a word list 
than waiting for the correct result from an extensive list like rockyou.txt. 
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