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Nmap Pi – Student Worksheet 
Learning Outcomes 

• Understand how to best use Nmap; 
• Understand the principles of network and port scanning; 
• Understand how this intelligence is the foundation for “Ethical” Hacking. 

Background 
Nmap is a vital tool in the “Ethical” hacker’s arsenal, that provides a range of information regarding a 
target machine and can show information about the target network if used properly. There are 5 
stages of “Ethical” hacking, Nmap is primarily used in Phase 2 of the process once we have collected 
as much open source information about the target. Once we have an IP address or a list of IP addresses 
to be targeted the next step is to discover what is being run on these machines. Are they user PC’s, or 
do they have a server available and what Operating System (OS) are they using? Most companies are 
using either Windows or iOS, so if other OS appear then it would suggest other servers are being used.  

Nmap has a lot of configuration flags that can help you and these flags need to be understood to then 
inform the “Ethical” Hacker how to proceed and how to remain as “quiet” on the network as possible. 
There are a range of technologies available that will recognize scanning and alert the network admin 
team or security analyst team and they can then blacklist your IP address and prevent that IP from 
being able to create any connection to the network.  

5 Phases of “Ethical Hacking 
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Here is a list of basic Nmap flags that can be combined to make your scans “quieter” than a default 
Nmap scan. This doesn’t make you invisible on the network, but it makes the scans harder to detect 
and then you have a higher chance at being able to attack a vulnerable service and potentially not be 
detected at all.  

Nmap flag Explanation 
-sS This flag prevents a full TCP connection from being established, this will 

request information from your target but not share all your information with 
the target as a result 

-Pn This flag prevents host discovery on the target IP or network, normally host 
discovery generates a lot of network traffic, this prevents that traffic being 
generated 

-A  This flag detects the OS of the target, this scan also detects the versions of 
the OS and services that are available on the target, providing a lot of 
information for further targeting 

-p- By default Nmap will scan the 1000 most popular ports (Note this isn’t the 1st 
1000 ports) but there are 65535 ports in total that could be used, this flag 
scans all 65536 ports 

-p <target port> This flag will isolate the Nmap scan to a single port, if you anticipate a lot of 
traffic over this port (eg, port 80 HTTP) then your scan could possibly be lost 
in the network traffic and avoid detection 

-sU The default port scan is a TCP scan, but some very vulnerable services run on 
UDP. This scan will take much longer than a TCP scan but can yield a lot of 
data 

-sC This is a script scan, this generates more network traffic but will run through 
a series of scripts that are built into Nmap like a vulnerability scan that can 
detect if any of the services on a target are vulnerable or outdated 

--script=banner Every service has a “banner” that exposes details about the service like 
version and status, this script grabs those banners and presents them with 
the associated service 

 

An example of a Nmap scan; 

Nmap -sS -Pn -A -sC <target IP address> 

There are alternatives to Nmap, but for anyone interested in cyber security you need to learn how to 
use Nmap properly. There is a GUI version called ‘Zenmap’ that can be easier to use for some but 
using Nmap in the CLI allows you to learn more about the tool you are using. There are also 
automated scanners that combine other tools e.g. Sparta, but this tool generates a lot of network 
traffic and would not be appropriate for a penetration test. Nmap is widely considered to be one of 
the best tools for security professionals. There are other flags that can be combined into a Nmap 
command, some work together but others will not, usually Nmap will stop working and state that 
specific commands cannot be used together.  
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Kali SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Nmap Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli case; 

Step 2: Insert the Kali SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the wireless keyboard and mouse (or connect an external 
USB keyboard and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports 
align on the side. Connect the HDMI to HDMI “U” shaped connector between the 
Raspberry Pi and the TFT Screen. (If using an external monitor connect the HDMI 
cable directly to the external monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into 
your wall power outlet and connect the mini USB cable to the power socket on the 
Raspberry Pi. You should get a red light appear and a green/amber light flashing as 
the Raspberry Pi starts to boot up; 

Step 6: Once the Kali OS has booted up it will auto login using the username: root and 
password: toor; 

Step 7: 
Open a terminal window by clicking on the icon on the bottom middle of the 
screen; 

Step 8: In the terminal type ifconfig and make a note of your IP address; 
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Step 9: You can do a scan of the subnet that you are connected to by typing nmap -sS -Pn 
<your subnet usually this will be 192.168.1.0/24 but make sure you check>; 

 

Step 10: Let the scan complete (this might take a few minutes) and you should have a list of 
other devices on your network; 

Step 11: You can then make a targeted scan against a target, type nmap -sS -Pn -A -sC 
<target IP address> and wait for the scan to complete; 

 

Step 12: Once the scan has completed you should have a list of ports, services, versions and 
OS that the target machine is running;  

 

Step 13: Using a different PC or the browser in Kali it is important now to find out if any of 
the version that are run are vulnerable; 
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Step 14: Go to www.google.com and search for one of the services that is open followed by 
CVE at the end of the search (eg, “ssh CVE”) (CVE stands for Common Vulnerability  
and Exposures) and the best websites to discover more would be 
https://cve.mitre.org/ and https://www.cvedetails.com/; 

 

Step 15: Once you have obtained more information about the vulnerable service you are 
then ready to attempt an attack on it;  

Step 16: This is the end of this project and you can now shutdown and pack away your 
hardware. 

 

Conclusion 
The Common Vulnerabilities and Exposures (CVE) database is a great place to find specific 
vulnerabilities for protocols that will aid in the next phases of “Ethical” hacking, and Nmap provides a 
great foundation for information that is required for the “Ethical” Hack. Without this information there 
is no target for attack, nearly all of the tools used for penetration testing need an IP address to target 
and without this, the process quickly becomes very difficult. Nmap has many flags that can be used, 
including those that allow an attacker to avoid firewalls and Intrusion Detection Systems (IDS. Building 
up experience by scanning other devices on your network and understanding how to interpret the 
data you collect is vitally important. It is possible to create a script that will access Nmap every day 
and send daily reports and alerts if anything was to change. 

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.  
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