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Teaching Guide – CyberPiProjects 
Nmap Pi 
Teacher Overview 
This project aims to provide an insight into Nmap and how it provides valuable 
information on a target network and specific target machines. This tool is typically used 
in Phase 2 of the 5 Phases of “Ethical” Hacking. 

Nmap is a powerful and versatile tool used in penetration testing, which when 
configured properly can provide a range of information about a target network and 
target machine. It is possible to use Nmap to target a network or subnet of a network 
depending on the target and where in the network the device that is scanning is 
positioned. Moreover, Nmap can be used to map a network by measuring the number 
of jumps between the scanning machine and its neighbours, providing valuable 
intelligence on the structure of a network for an attacker. Nmap can also provide 
intelligence about the ports that are open on a target machine and the service, its 
version and a lot of more information when used properly.  

By default, a normal Nmap scan without any flags uses TCP and will scan the top 1000 
most popular ports (stress to the students that there are 65535 including port 0, and 
each can be used for a different service or reconfigured to run a different service than 
usual). This kind of scan creates a lot of network traffic and if the target is running a 
more advanced firewall or an Intrusion Detection System (IDS) and/or an Intrusion 
Prevention System (IPS) they will be caught early and blacklisted from the network. It 
is possible to renew an IP address (restart the router) but it is disruptive, and the best 
practice is to use Nmap carefully, so it doesn’t generate a lot of traffic.  

Transfer Control Protocol (TCP) is a standard that defines how 2 machines will talk to 
each other. This process starts with a 3-way handshake between the machines which 
then passes packets between the machines in a controlled order, which is why it 
creates increased network traffic. This connection also exchanges significant 
information between the 2 devices such as IP addresses, MAC addresses and data 
requirements. By adjusting how Nmap works it is possible to stop the connection and 
reveal limited information about the attacker’s machine and thus generate less network 
traffic.   
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TCP 3-Way Handshake 

Make sure the students understand the flags that are outlined in the student 
worksheet, these flags introduce the total number of flags available in Nmap: 

• -sS is the flag to prevent the complete TCP 3-way handshake completing.
• -Pn stops host discovery which reveals the IP addresses of the attacker’s

device and every other IP address on the network.
• -sC runs a series of scripts against the target machine and will return a lot of

information about the services available.

Stress to the students that there are “easier” tools to use but allow less scope for the 
students to learn how the tools work. Alongside the understanding of Nmap, the 
understanding of how network protocols work is also important, this helps anyone 
interested in IT and cyber security to really understand a target and how to get to it.  

Suggested Year Group 
This project is designed to be completed by students over the age of 16. There are a 
range of subjects the students need at least an initial exposure to, including networking 
protocols, Kali Linux and the 5 stages of “Ethical” Hacking.  

Learning Outcomes 
• Stress the explicit nature of the disclaimer on the student worksheet;
• Instruct the students about Nmap;
• Introduce how Nmap can be used to discover other devices on a network and

how to do a port scan on a specific machine;
• Provide the students time to practice with the tools they are learning about in

this project.
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Equipment Specification 

Component Number 
(Peli Case) 

Component Number 
(Box Case) Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 
(Level 1) 3 Slot 11 USB Cable 
(Base) 5 Slot 11 Kali SD Card 
(Base) 9 Slot 2 TFT Screen 
(Level 1) 3 Slot 11 HDMI Cable 
(Level 1) 3 (Slot 11 Keyboard 
(Level 1) 5 Slot 12 Mouse 
(Level 1) 1 Slot 13 Power Supply Unit 

Disclaimer 
Any actions and or activities related to the material contained within this Website is 
solely your responsibility. The misuse of the information in this website can result in 
criminal charges brought against the persons in question. Cyber Security Associates 
Limited, will not be held responsible for any criminal charges brought against any 
individuals misusing the information in these projects to break the law. 
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Lesson Plan Nmap Pi 
Preparation 

It is suggested that students work either independently or in pair on this project 
they will need access to a monitor, the full CyberPiProjects Drop Crate and a 
workspace to complete this project. Suggested completion time is an hour. 

Learning Objectives 
• Understand how to use Nmap; 
• Understand the principles of network and port scanning; 
• Understand how this intelligence is the foundation for “Ethical” Hacking. 

Key Vocabulary  
Nmap, Network, Protocols, TCP, Flags, IP Address, Stealth, CLI, Hacking, 5 
Stages of “Ethical Hacking”   

Structure 

Explain to the students that in this lesson they will develop the skills to understand 
how Nmap works and run scans against other machines on the subnet. 

Starter (suggested time 5 minutes) 

As a starter discuss with the students how Nmap works and how scanning a target 
provides greater detail for further attack. 

(Possible key questions to ask and address) 

• What is Nmap? 
• What does Nmap do and how? 
• Why is it important to be “stealthy” when attacking a target? 
• What kind of information can Nmap provide an attacker with? 

Introduce the terms Nmap, Scanning, Ports and Services 

Discuss how all understanding a machines services is the first step in being able to 
compromise it. 

Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation that Nmap is a powerful tool for “Ethical” 
Hackers and it can provide a lot of information about a target that is difficult to find 
using other tools.  

There are many protocols that are active in the background on a network, even 
when as little as 2 devices are connected there are 100’s of processes that occur 
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and can indicate what the target machine is and what its running. In order to attack 
a machine we need to be able to discover the IP address that has been allocated 
to it. In the first phase of “Ethical” Hacking we can discover IP addresses allocated 
to different servers and these can be scanned by Nmap to discover if they are 
outdated or vulnerable. There are a lot of flags that can be added to a Nmap 
command to make it more effective, these can also make the scan more “stealthy” 
and harder to detect by technologies like firewalls and Intrusion Detection Systems 
(IDS) Go over the flags that are laid out in the Student Worksheet to make sure the 
students understand how they work and how they provide a layer of “stealth” and 
generate less network traffic.  

Have the students create a simple network diagram, possibly mimicking the subnet 
that they are currently on and how different subnets are separated in departments. 
If there is time let the students research how school networks work and how they 
are typically laid out. This will provide them with an understanding why they could 
scan other machines inside their subnet but not outside because the packets they 
are sending are not configured to leave their specific area.  

Set up and Code Project (suggested time 40 minutes) 

Using the support notes online and the video as guidance the student needs to 
work independently to set up and use Nmap. Teacher to support learning and offer 
discussion points with student. 

Assembly and Setup 

1. All the hardware the students need is contained within the Peli or Box case 
and should laid out on the work station to be ready to be used. You can use 
the component list of the project and cross reference it with the kit list to figure 
out where the required hardware is located. It is all labelled and numbered, 
and there is one for each case; 

2. Make sure the students have inserted the Kali SD card into the Raspberry Pi, 
and the SD cards have been put in the correct way up and have been inserted 
all the way in; 

3. Check that the students have all inserted the keyboard and mouse USB 
dongle into the Raspberry Pi properly or have correctly inserted an external 
USB keyboard and mouse; If there are problems with the wireless keyboard 
and mouse check the batteries, they might need changing or have been put 
in wrong way round; 

4. When the students are connecting the TFT screen to the Raspberry Pi GPIO 
pins they need to do it carefully, so none of the pins get bent, making sure 
the HDMI ports are aligned on the side. If there are problems with this check 
the pins are all straight and the students are inserting them in the correct way. 
If the pins are bent straighten them back up, you can use something small to 
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carefully straighten the pins. Make sure the HMDI is fully inserted into the 
TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 
the Raspberry Pi. If the students are using a monitor then connect it to that 
instead, you will then not need the TFT screen; 

5. Powering on the Raspberry Pi needs to be done last. Make sure the students 
have plugged the power supply into the walls power outlet and have turned 
on the switch. Then they need to connect the mini USB cable to the power 
socket on the Raspberry Pi, which is located on the bottom left of the 
Raspberry Pi. When this is all done a red light should appear and a green / 
amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 
appear take out the power supply and make sure all the wires and everything 
else is in the correct place and is fully inserted. Then retry it by inserting the 
power supply into the Raspberry Pi again; 

6. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 
anything. You don’t need to worry about logging in it will automatically do that 
for you with the username: root and password: toor. They are the default 
login details and need to be kept the same and not be changed; 

7. When the students click on the terminal tab, they only need to press it once 
and let it load, otherwise if you spam click it, it will load up multiple windows. 
The tab is located at the bottom middle of the screen of the screen; 

8. Ifconfig shows the interfaces that are currently connected to the Raspberry 
Pi and their configuration state. This shows which interfaces are active and 
will show the IP address that has been allocated to the interface. The students 
should see their IP address and know they are connected to the network; 

9. The -sS is a SYN scan, preventing a full 3-way TCP handshake completing, 
-Pn prevents host discovery which shares a lot of information and acts like a 
beacon to the rest of the network (think of it as the machine shouting to see 
who is around and waiting for a response from the rest of the network); 

10. These scans can take up to a minute to complete because the size of the 
network can vary and the processing power of the Raspberry Pi is limited; 

11. This scan is going to extract as much information as possible out of the target 
machine. If any students haven’t been able to discover any other devices 
from step 9 then get them to use the IP address of a different Raspberry Pi 
for this step; 

12. Let the students take some time to look at the ports that are active and the 
services running on them. Have the students research different services and 
the security issues associated with them; 

13. If the students have access to a PC, laptop or smart phone let them research 
the services that are open and understand how they work; 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

Page 7 of 7 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

14. The Common Vulnerabilities and Exposures database is constantly updated 
with new vulnerabilities and exposures to make sure it is as accurate as 
possible. There are different websites that present this information, some are 
easier to interpret than others; 

15. Allow the students to research the common vulnerabilities associated with 
services they have found (within the time constraints of the lesson);  

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of 
this project.  

(Possible questions include) 

• Why is the information you gathered using Nmap important for attacking a 
device? 

• What else could you use Nmap for? 
• Why is it important to get as much information as possible? 
• Why is it important to be “stealthy” when attacking a network? 

Conclude the project using the material highlighted within the conclusion section 
online to summarise its importance. 

Additional Notes / Extension  

For those students that are able to complete the project in the given timeframe, as 
an extension encourage students to do some extended reading or an area of 
further research around the topics discussed.   

Instruct the students to think about this information feeds into the rest of an attack 
and is the foundation for the other stages. Make sure the students understand the 
5 stages of “Ethical” Hacking and how each phase links into each other   

Conclusion 

Stress to the students that this project is for educational purposes only, and that 
this information should not be used outside the classroom and should NEVER be 
used for malicious purposes. There are 1,000,000’s of automated scanners on the 
internet that scan devices every day, collecting information for governments, 
organisations (both legal and illegal) for vulnerable devices. Only scan the devices 
within your own network but understanding how different devices work is important 
to then know how to strengthen you network and reduce the risk of an attack.  
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