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Meta Pi – Student Worksheet 
Learning Outcomes 

• Understand metadata; 
• Learn how to extract EXIF data using exiftools; 
• Understand why this information is important to “ethical” hackers. 

Background 
Data is the information (at its lowest level in binary form) that has been translated into a version that 
is efficient for movement and/or processing. Depending on the type of data, this information will have 
certain structures and rules associated with it. There is also another level of data called metadata, 
which is defined as data that provides basic information about its data that makes tracking and 
categorizing data easier. One type of metadata is called Exchangeable Image File (EXIF) which is used 
for images and sounds. The EXIF data is created by cameras, scanners and devices that handle image 
and sound files and is embedded into the file unless explicitly prevented from being created or 
manually removed. The EXIF data contains information about the image and the device that has 
created the image. EXIF data also applies to files like PDF and can be used to extract metadata about 
these files without having to open them up.   

There is a significant amount of information that can be used by “ethical” hackers to gather more 
information about on a potential target in the first phase of “ethical” hacking. This phase focuses on 
the reconnaissance of the target, prior to exploiting any vulnerabilities discovered. If it is possible to 
extract GPS coordinates from a photo of an employee to see where they live, what they might be 
interested in and possible work locations. In 2007, 4 Apache helicopters were destroyed in Iraq and it 
is believed that insurgents were able to get the exact GPS locations of the helicopters from the EXIF 
data of American soldiers that had taken pictures that included the helicopters. It is also possible to 
get information about the device that the image was taken on, if it is a professional grade camera, 
which indicates that a target might possess more high value items. It can show the brand of device, if 
it is Apple, Nikon, Cannon etc, indicating what a target has on them and how they use their devices.  

There are tools online that can be used to extract EXIF data, and there is a tool in Kali that will also 
extract the information. Exiftool extracts metadata from the file presented; in PDF files it will extract 
the page count of PDF, the author, subject, keywords, file size, creation date etc. With images in .png 
and jpeg format, it will extract resolution data, device manufacturer, creation date, possible GPS 
information (if it hasn’t already been blocked), Image size etc. All this information can provide valuable 
intelligence about a target that is very difficult to find elsewhere. It is also important for more people 
to understand what information they are releasing to the public when they put images out on social 
media platforms and the impact it can have.  
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Kali SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Meta Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli case; 

Step 2: Insert the Kali SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the wireless keyboard and mouse (or connect an external USB 
keyboard and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 
on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry 
Pi and the TFT Screen. (If using an external monitor connect the HDMI cable directly to 
the external monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 
wall power outlet and connect the mini USB cable to the power socket on the Raspberry 
Pi. You should get a red light appear and a green/amber light flashing as the Raspberry 
Pi starts to boot up; 

Step 6: Once the Kali OS has booted up it will auto login using the username: root and password: 
toor; 

Step 7: 
Open a terminal window by clicking on the icon on the bottom middle of the 
screen; 

Step 8: Type ls and you should see a directory called exif-samples (if not, type git clone 
https://github.com/ianare/exif-samples.git and download the repository from online); 
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Step 9: There are 9 images within the gps subdirectory that can be analysed, (DSCN0010.jpg, 
DSCN0012.jpg, DSCN0021.jpg, DSCN0025.jpg, DSCN0027.jpg, DSCN0029.jpg, 
DSCN0038.jpg, DSCN0040.jpg and DSCN0042.jpg);  

Step 10: Type exiftool /root/exif-samples/jpg/gps/<file name> and hit Enter;  

 

Step 11: The EXIF data will be presented to you in the terminal, you can analyse this information 
and look for data about the device that you took the image on, the date it was created, 
the possible GPS location data; 
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Step 12: IF you have GPS data, return to the browser window and open www.google.com/maps;  

Step 13: You need to put the latitude and longitude information into Google Maps in a way it can 
understand, at the beginning of the search you need to add a “+” and instead of the word 
“deg” you need to replace with the degree symbol “°” (eg, +43° 28’ 2.81”, 11° 53’6.46”); 

 

Step 14: Run the exiftool against the other gps .jpg files and discover the locations where these 
images were taken; 

Step 15: Find a pdf file online, search for a popular topic in www.google.com and add “pdf” to 
the end of the search (eg, hacking tools pdf), click on one of the links and save the pdf 
to the Raspberry Pi 

Step 16: Return to the terminal window and type exiftool <file pathway to your pdf> (usually this 
will be /root/Downloads/<file name>); 

Step 17: The EXIF data will be presented to you in the terminal, you can analyse this information 
and look for data about the pdf file, the creation date, author, file size, key words; 
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Step 18: Continue to search for a mix of pdf’s and images to continue to analyse with the 
remaining time, if the file pathway is correct then exiftool will be able to read the EXIF 
data; 

Step 19: This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion 
Metadata doesn’t just apply to images, PDF’s or MP3 content, it applies to a wide range of files. It can 
even be used for online activity to allow individuals and organisations to discover more about how 
information is used for cyber attacks. There is a lot of data, e.g GPS information, that we don’t realise 
that can be extracted very easily and used against us. Not all devices attach EXIF data to the images 
that they create, for example a lot of modern smart phones don’t attach the GPS data to images; 
however, many still do. This project has focused on gathering information for the first phase of 
“ethical” hacking, where as much public information is gathered to create a detailed picture of the 
target organisation or individual for further social engineering and targeting.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.  
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