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Teaching Guide - CyberPiProjects 
Meta Pi 
Teacher Overview 
This project aims to provide an insight as to how metadata is connected to different 
file types and how it can be extracted and analysed.  

The term metadata and “big” data has become a popular buzzword in the last 5 years, 
this is the data that is connected and describes other types of data. The reason this 
information is created and collected is because it usually is much smaller than saving 
a larger file and more information can be stored and processed as a result. Usually, 
metadata contains the most vital information about a file which can include the file 
type, the original file size, the creation device, creation date and potentially GPS data. 
It is not just large organisations that collect metadata, it can be used in the 
reconnaissance phase of “ethical” hacking to discover more personal details about a 
target and provide an insight as to how they use their technology and information. 

Exchangeable Image File (EXIF) format provides information about different types of 
files; specifically, image files, sound files and other standard file types like pdf. The 
information that is contained in this type of metadata indicates the file type, creation 
date, device manufacturer, device model, details about the image and possibly the 
GPS location the image was taken at. If it is possible to extract GPS locations from a 
picture it is possible to tag specific targets together with events and locations. This is 
very valuable information for potential social engineering attacks, focused on specific 
activities for individual targets. For example, if a target is interested in a specific hobby, 
e.g attending a gym and they take photographs at the gym, an attacker could create 
a specific email for that individual focused on discount gym products and even craft 
the email as though it was coming from their gym – all from aligning the GPS of the 
photographs to the target. Hence, information that is posted onto social media seems 
quite innocent, but it can be used against any of us in the right context. The 2007 story 
of the Apache helicopters being destroyed following the identification of their location 
through tagging of photographs was a much more severe lesson that has resulted in 
the American military services banning all mobile devices in an active warzone (luckily 
the British forces already had this protocol in place).  

The EXIF data is saved in a standard format so any EXIF extractor can remove the 
information. The tool used in this project presents all the data that is possible to extract 
in the Command Line Interface (CLI). Exiftool will also extract metadata from different 
file types (eg PDF files) as there is metadata created and attached to these types of 
files. The information that is connected to to these file types include: creation date, the 
file author, page count and a selection of keywords. This allows databases to 
categorise images, sounds and files by matching the information that is found in the 
metadata and then is able to create links to these files instead of having to scan 
through the entire file (which is very processor heavy) and “try” to categorise it on its 
own.  
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Suggested Year Group 
This project is designed to be completed by students over the age of 13. A basic 
understanding of how computers store data and what metadata is would be ideal 
before attempting this project.  

 Learning Outcomes 
• Stress the explicit nature of the disclaimer on the student worksheet;
• Instruct the to what data is and its connection to metadata;
• Introduce what EXIF data is and what kinds of files it is typically related to;
• Provide the students time to practice with exiftools and extract EXIF data from

the sample files.

Equipment Specification 

Component Number 

(Peli Case) 

Component Number 

(Box Case) 
Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Kali SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Disclaimer 
Any actions and or activities related to the material contained within this Website is 
solely your responsibility. The misuse of the information in this website can result in 
criminal charges brought against the persons in question. Cyber Security Associates 
Limited, will not be held responsible for any criminal charges brought against any 
individuals misusing the information in these projects to break the law. 
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Lesson Plan Meta Pi 
Preparation 

It is suggested that students work either independently or in pair on this project 
they will need access to a monitor, the full CyberPiProjects Drop Crate and a 
workspace to complete this project. Suggested completion time is an hour. 

Learning Objectives 
• Instruct the to what data is and its connection to metadata; 
• Introduce what EXIF data is and what kinds of files it is typically related to; 
• Provide the students time to practice with exiftools and extract EXIF data from 

the sample files. 

Key Vocabulary  
Data, Metadata, EXIF, exiftool, Kali, CLI, GPS, Information, Intelligence, 
Reconnaissance, Social Engineering 

Structure 

Explain to the students that in this lesson they will develop the skills to understand 
what metadata data is and how it relates to EXIF data. 

Starter (suggested time 5 minutes) 
As a starter discuss with the student’s what metadata is and what information is 
stored in EXIF data. 

(Possible key questions to ask and address) 

• What is data? 
• What is metadata? 
• What is EXIF data? 
• Why would an “ethical” hacker use personal information about a target? 
• What kind of information can EXIF data provide us with? 

Introduce the terms metadata, EXIF and exiftools.  

Discuss how data can be used against us in a social engineering attack.  

Project Overview (suggested time 10 minutes) 
Introduce this project with an explanation data is very important to an “ethical” 
hacker, there are different types of data that can be collected. Some types of data 
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relate to a network and how to attack it and other types of data provide information 
about people and an insight how to create a specific social engineering attack.  

In this project the students will have access to a set of different files that the EXIF 
data needs to be extracted from. They need to discover the different devices that 
were used to take some of the images and the GPS locations of the images. This 
information is always in plaintext if it is provided and is standardised so an online 
EXIF extractor and the tool exiftool are both able to extract this information.  

Have the students discuss how information extracted from their pictures they put on 
social media could be used to discover information about them (5 mins).  

Most modern smart phones and some cameras automatically disable the GPS data 
on the images that are created on the device. This wasn’t always the way, and back 
in 2007 a few American soldiers took some pictures with a number of Apache 
helicopters in the background, when these images were uploaded insurgents within 
Iraq extracted the EXIF data and were able to discover the exact geographical 
location of these helicopters. Once this information was relayed to other insurgents 
a mortar attack was conducted and destroyed 4 of the approx. £35million helicopters 
in that attack. This is quite an extreme event as a result of EXIF data getting into the 
wrong hands, but it is important to note how our data can inadvertently be used 
against us. Social engineering attacks become increasingly more successful when 
they are tailored to an individual and can yield very lucrative results when in the 
wrong hands.  

Set up and Code Project (suggested time 40 minutes) 
Using the support notes online and the video as guidance the student needs to work 
independently to set up and use exiftools. Teacher to support learning and offer 
discussion points with student. 

Assembly and Setup 
1. All the hardware the students need is contained within the Peli or Box case 

and should laid out on the work station to be ready to be used. You can use 
the component list of the project and cross reference it with the kit list to figure 
out where the required hardware is located. It is all labelled and numbered, 
and there is one for each case; 

2. Make sure the students have inserted the Kali SD card into the Raspberry Pi, 
and the SD cards have been put in the correct way up and have been inserted 
all the way in; 

3. Check that the students have all inserted the keyboard and mouse USB 
dongle into the Raspberry Pi properly or have correctly inserted an external 
USB keyboard and mouse; If there are problems with the wireless keyboard 
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and mouse check the batteries, they might need changing or have been put 
in wrong way round; 

4. When the students are connecting the TFT screen to the Raspberry Pi GPIO 
pins they need to do it carefully, so none of the pins get bent, making sure 
the HDMI ports are aligned on the side. If there are problems with this check 
the pins are all straight and the students are inserting them in the correct way. 
If the pins are bent straighten them back up, you can use something small to 
carefully straighten the pins. Make sure the HMDI is fully inserted into the 
TFT screen and the Raspberry Pi. The HDMI port is located at the bottom of 
the Raspberry Pi. If the students are using a monitor then connect it to that 
instead, you will then not need the TFT screen; 

5. Powering on the Raspberry Pi needs to be done last. Make sure the students 
have plugged the power supply into the walls power outlet and have turned 
on the switch. Then they need to connect the mini USB cable to the power 
socket on the Raspberry Pi, which is located on the bottom left of the 
Raspberry Pi. When this is all done a red light should appear and a green / 
amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 
appear take out the power supply and make sure all the wires and everything 
else is in the correct place and is fully inserted. Then retry it by inserting the 
power supply into the Raspberry Pi again; 

6. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 
anything. You don’t need to worry about logging in it will automatically do that 
for you with the username: root and password: toor. They are the default 
login details and need to be kept the same and not be changed; 

7. When the students click on the terminal tab, they only need to press it once 
and let it load, otherwise if you spam click it, it will load up multiple windows. 
The tab is located at the bottom middle of the screen of the screen; 

8.  As long as the version of Kali is the one found on the cyberpiprojects website 
the prerequisites will be installed but if not then have the students download 
the example files from https://github.com/ianare/exif-samples.git; 

9. Within the /root/exif-samples/jpg/gps/ subdirectory there are 9 images that 
the GPS data can be extracted with exiftool, allow the students the 
opportunity throughout this project to get through as many of these images 
as possible; 

10. Make sure the students have typed the file pathway correctly, including any 
capital letters that are required or else this command will not work, typically 
the file pathway will be /root/exif-samples/jpg/gps/<target file>; 

11. Allow the students a few minutes to analyse the data they have extracted, 
they should quickly be able to identify the device and model the image was 
taken with and then have them explore the rest of the EXIF data; 
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12. If the students have access to laptops, smart phones or PC’s this step will be 
quicker, the processing power on the Raspberry Pi is limited; 

13. At the beginning of the latitude and longitude search make sure the students 
have put a “+” character, “deg” needs to be replaces with the degrees symbol 
“°” and make sure the students use the correct ‘ and “ when needed. If they 
do not put the coordinates in correctly then Google Maps will not return a 
valid place on the map; 

14. Let the students find the locations of some of the other images that are in the 
same directory, within the constrains of the project time; 

15. It is very easy to find a pdf file online, make sure the students use an 
appropriate search followed by “pdf”, get them to search a subject related to 
cyber security (eg, “hacking pdf”, “kali pdf”, “digital forensics pdf”); 

16. Make sure the file pathway is correct, typically the file pathway for downloads 
will be /root/Downloads/<target file>; 

17. If there is any remaining time allow the students to explore some of the other 
images and file types in the exif-sample directory; 

Plenary (suggested time 5 minutes) 
Conclude with a few questions for the students to understand the applications of this 
project.  

(Possible questions include) 

• Why do we look for EXIF data? 
• What is metadata? 
• How can it be used by “ethical” hackers? 

Conclude the project using the material highlighted within the conclusion section 
online to summarise its importance. 

 

Additional Notes / Extension  

For those students that are able to complete the project in the given timeframe, as 
an extension encourage students to do some extended reading or an area of further 
research around the topics discussed.   

Instruct the students to think about how this information feeds into the rest of an 
attack and is the foundation for the other stages. Make sure the students understand 
the 5 stages of “Ethical” Hacking and how each phase links into each other.  
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Conclusion 

Stress to the students that this project is for educational purposes only, and that this 
information should not be used outside the classroom and should NEVER be used 
for malicious purposes. There is metadata connected to nearly every piece of data 
out there in some form, this is how “big” data has become more popular and is able 
to collect more information about how data is used and how the users are using that 
data. In “ethical” hacking this information provides valuable insight to a target and 
can provide details that are very difficult to find in any other format.   
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