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 Recon-ng Pi – Student Worksheet 
Learning Outcomes 

• Understand how websites have sub domains that help to separate different pages; 
• Understand how knowing the sub domains of a website is helpful in “ethical” hacking; 
• Use recon-ng to map websites. 

Background 
When a website is created it requires a domain (a website name) e.g www.google.com which can be 
broken down into subdomains that separate different web pages and potentially different services e.g 
www.bbc.co.uk is the domain and www.bbc.co.uk/news is a subdomain. This is a method of making a 
website more efficient, instead of having all the pages in a single place. Most schools, colleges and 
universities will have access to the Intranet where student work files and presentations are stored on 
subdomains of the school’s domain. Depending on the size of an organisation or the design of the 
website there can be a mix of domains usage. Some subdomains provide an insight to the background 
services that has created the website,e.g WordPress, Wix or SquareSpace, and there are specific 
vulnerabilities associated with different versions of these services. Some of the older versions of 
WordPress are very vulnerable and if a WordPress subdomain was discovered then it would be 
interesting to also discover which version of WordPress was installed.  

Understanding the structure of a website/domain is important for “ethical” hackers. It provides 
valuable information about the target, such as providing an insight into how the website was created. 
As mentioned above, if a service like WordPress has been used and its outdated then there are usually 
different vulnerabilities that can be used to exploit this and gain high privilege access to the website. 
Many websites have access for administrator users to add more content, remove content, configure 
the server it is hosted on and if a hacker gets access to this account then they are able to use it in 
many ways. There are many accounts of hackers getting access to these kinds of accounts to deface 
websites, but it is also possible to use this position to try and see if the website has access to other 
servers in a network and be used to “pivot” from to get access to other machines.  

The tool that you are going to be used for this project is called ‘recon-ng’. This has many modules and 
works in a similar way to Metasploit. Moreover, it acts more like a framework that has individual 
components that can be connected once you know how to use them. In this project we are going to 
focus on recon-ng’s ability to map a domain quickly. It works by accessing another tool that is built for 
this process and presenting the information to your screen as quickly as possible. HackerTarget and 
the Application Programming Interface (API) are called straight into recon-ng; thus, allowing the tool 
to work very quickly. There are alternative ways of mapping a domain; Dirbuster is another tool that 
will map out a domain but requires more manual configuration and a wordlist which means the 
process of mapping can take a long time compared to using recon-ng.  
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 & 5 Slot 1 Raspberry Pi + Case 

(Level 1) 3 Slot 11 USB Cable 

(Base) 5 Slot 11 Kali SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI Cable 

(Level 1) 3 Slot 11 Keyboard 

(Level 1) 5 Slot 12 Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Recon-ng Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli case; 

Step 2: Insert the Kali SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the wireless keyboard and mouse (or connect an external 
USB keyboard and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports 
align on the side. Connect the HDMI to HDMI “U” shaped connector between the 
Raspberry Pi and the TFT Screen. (If using an external monitor connect the HDMI cable 
directly to the external monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into 
your wall power outlet and connect the mini USB cable to the power socket on the 
Raspberry Pi. You should get a red light appear and a green/amber light flashing as the 
Raspberry Pi starts to boot up; 

Step 6: Once the Kali OS has booted up it will auto login using the username: root and 
password: toor; 

Step 7: 
Open a terminal window by clicking on the icon on the bottom middle of the 
screen; 

Step 8: Type recon-ng and hit Enter; 
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Step 9: After a minute or so you will be presented with a new terminal starter bellow an ASCII 
mountain (like the banner art that is presented when you boot up Metasploit); 

 

Step 10: You will have a new terminal starter [recon-ng][default] > this is normal, type use 
hackertarget and hit Enter; 

 

Step 11: The terminal starter should now be [recon-ng][default][hackertarget] > if it is type 
show options and hit Enter; 
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Step 12: This tool only has 1 option, which is called SOURCE. This is where you target the scan 
on a specific domain; 

Step 13: Type set SOURCE <target domain> (eg, set SOURCE sans.org) and hit Enter; 

Step 14: Type run to start the scan; 

Step 15: After a few seconds you should start to see results and a list of the subdomains that 
belong to the sans.org domain; 

 

Step 16: If you want to change the domain you are scanning type set SOURCE <target domain> 
and hit Enter; 

 

Step 17: *REMEMBER to only scan domains that you have explicit permission to scan, this can 
come in the form of formal permission or when you are accessing a website that is 
intentionally vulnerable for security researchers to have a go at. 
https://www.checkmarx.com/2015/04/16/15-vulnerable-sites-to-legally-practice-
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your-hacking-skills/ is a great place to start looking at intentionally vulnerable sites. 
Make you are careful*; 

Step 18: Choose different domains to scan, remember that large organisations could have 
1000’s of subdomains registered to their domain and the scan will take a long time to 
return all of these subdomains, press Ctrl+C to cancel a scan if it is going for more than 
30s; 

Step 19: Take some time to analyse the data that is returned, what kind of subdomains are 
connected to the domain you have scanned? What does this mean?; 

Step 20: To exit recon-ng type exit and hit Enter and the terminal window will close;  

Step 21: This is the end of this project and you can now shutdown and pack away your 
hardware. 

Conclusion 
Within the penetration testing industry there are multiple companies dedicated to web application 
hacking. Its popularity has increased as more industries are connecting a range of services to their 
websites and creating subdomains which can access sensitive information if you can get inside 
(legitimately or illegally). Multiple resources are dedicated to protect these portals and this is why it 
is important to understand how both the internet works and how websites/domains work and their 
relationship to subdomains. Knowing how a domain is laid out is like having a map, instead of 
stumbling in the dark, hoping you might accidentally come across a vulnerable subdomain you can see 
exactly where it is and not waste time getting to it.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.  
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