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Hash Cracker Pi – Student Worksheet 
Learning Outcomes 

• Understand how simple encryption and hashing works; 
• Understand how different encryption and hashing standards work better than others; 
• Create a password hash for your friends to break. 

Background 
Encryption is the process of changing a message or information so only the intended recipient can 
understand it. This practice can be traced as far back as 50 B.C, where Julius Caesar was known to have 
used a cipher that would encrypt his messages to his generals. The Caesar cipher took a message and 
each letter of the alphabet was moved a specific number of letters along, creating a different message 
of confusing letters and the decryption was only known to the recipient that knew by how many letters 
the message had been shifted. This is known as a substitution cipher.  

a b c d e f g h i j k l m n o p q r s t u v w x y z 
d e f g h i j k l m n o p q r s t u v w x y z a b c 

A Caesar cipher with a left shift = 3 (e.g. a becomes d, n becomes q) 

Hello, I’m a secret = khoor, l'p d vhfuhw 
Example of a Caesar cipher (left shift = 3) 

Over the past 2000 years these ciphers have become more advanced and within cyber security 
encryption is a key part of the security of a system. This changes the information stored on your device, 
so it can’t be read in plain text without your password or some other “key” to unlock it. There are 
many different standards available, some are more secure than others and some are not secure at all. 
In computers the encryption processes are incredibly complex, and some require a lot of processing 
power to generate the required components of the encryption process.  

There are 2 different ways of encrypting information and it depends on what you are trying to do with 
that information. Symmetric encryption is applied to information that is stored and isn’t being 
transferred. These symmetric encryption standards are applied when you encrypt a hard drive for 
example, without the passphrase or “key” the information cannot be viewed in plaintext. Asymmetric 
encryption is applied to information that is being transferred, the easiest example is how information 
is encrypted is when using HTTPS websites. Your data is encrypted and decrypted by your device and 
the server you are communicating with. This prevents any man-in-the-middle attacks from seeing your 
traffic in plaintext as though you were using HTTP.  

While encryption allows for a 2-way process of encryption and decryption to occur another process 
called hashing only allows a 1-way process to occur. Hashing has become more and more important 
in the recent years as we sign up for more and more online accounts and some of those accounts are 
hacked and our passwords could be stolen. Hashing was introduced to create a unique string that was 
the result of the password and the hashing algorithm.  
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Your Password + Hash Algorithm = Unique Hash 
Hashing processes 

It has become an industry standard for organisations to store the hashes to a password instead of the 
plain text password because attacks against databases are always well publicized and the personal 
data that can be revealed from these attacks can be devastating for the victims. One of the older 
hashing algorithms is called MD5, this process creates a 128-bit hash value and is meant to be unique. 
Unfortunately, this standard has been broken and it is possible to reverse the hash with a brute force 
attack because the MD5 algorithm has been broken since 1996 but is still in wide use today because 
it is an easy method to create a hash. The processing power required to make an MD5 hash is 
incredibly small and provides a way to quickly create a hash for a value. There are other hashing 
algorithms available that are more secure like SHA-1, but even these algorithms have issues that can 
be exploited. In this project we are going to create a series of MD5 hashes and attempt to crack them 
using a tool called John the Ripper which is a brute force tool that can be used for a range of encryption 
standards.  

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 & 5  (Base) 9  Raspberry Pi + Case  

(Level 1) 3  (Level 1) 1 Bag 11  USB Cable  

(Base) 5  (Base) 10 Bag 16  Kali SD Card  

(Base) 9  (Base) 8  TFT Screen  

(Level 1) 3  (Level 1) 1  HDMI Cable  

(Level 1) 3  (Level 1) 1  Keyboard  

(Level 1) 5  (Level 1) 5  Mouse  

(Level 1) 1  (Level 1) 4  Power Supply Unit  

Hash Cracker Pi Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli case; 

Step 2: Insert the Kali SD Card into the SD card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the wireless keyboard and mouse (or connect an external USB 
keyboard and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 
on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry 
Pi and the TFT Screen. (If using an external monitor connect the HDMI cable directly to 
the external monitor and you do not need to use the TFT Screen); 
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Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 
wall power outlet and connect the mini USB cable to the power socket on the Raspberry 
Pi. You should get a red light appear and a green/amber light flashing as the Raspberry 
Pi starts to boot up; 

Step 6: Once the Kali OS has booted up it will auto login using the username: root and password: 
toor; 

Step 7: 
Open a terminal window by clicking on the icon on the bottom middle of the 
screen; 

Step 8: To create an MD5 hash and save it to a file type echo -n “password” | md5hash | tr -d 
“ –“ >> hashes and hit Enter; 

 

Step 9: This will have created a new file called hashes and there should be 1 MD5 hash in this 
file, type cat hashes and the result to the screen will be the MD5 hash of the word 
“password” that you just input; 

 

Step 10: You can continue to add more MD5 hashes to the list, to start off with think of common 
passwords (check https://www.passwordrandom.com/most-popular-passwords for a 
good list of the most common passwords); 
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Step 11: Type echo -n “<target word>” | md5hash | tr -d “ –“ >> hashes to add more MD5 hashes 
to the hashes file list; 

Step 12: Repeat this process up to 10 times; 

 

Step 13: Type cat hashes and you should have a lot of lines filled with an MD5 hash on each line; 

 

Step 14: Type john –format=raw-md5 hashes to allow the John The Ripper tool to start cracking 
the MD5 hashes; 
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Step 15: The 1st few passwords will probably return to the screen quickly and then the tool will 
slow down depending on the complexity of the passwords that you have used;

 

Step 16: Allow John to continue attempting to crack the hashes for as long as you can; 

Step 17: You can cancel John at any time by pressing Ctrl+C and this will return you back to the 
CLI; 

Step 18: If there is any time create some new MD5 hashes (DO NOT USE ANY PASSWORDS THAT 
YOU CURRENTLY USE OR HAVE USED IN THE PAST) and save them to a USB drive; 

Step 19: Share this file with your friends and try and crack their MD5 hashes; 

Step 20: While you are waiting for John to finish cracking the hashes research the Caesar cipher; 

Step 21: Create a short message using the Caesar cipher and share this with your friends, you can 
be mean and not tell them the shift number and they then must guess it; 
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Step 22: This is the end of this project and you can now shutdown and pack away your hardware.  

Conclusion 
You have probably found that some MD5 hashes will not be broken, why is that? When you use a 
brute force attack you are using a predefined word-list that has a finite number of results. If your 
password isn’t in one of these lists, then it can’t be broken. There are different ways to attack hashes, 
one way is called a rainbow table attack, where instead of attempting to decrypt the hash a list of hash 
values is compared to the target hash and then it is matched with its associated plaintext password. 
These kinds of attacks are usually reserved for newer hashing algorithms. The more complicated the 
password results in a more unique hash value and this will make decrypting these values a lot harder 
and require a lot of processing power and time to be able to attempt. This is why it is always 
encouraged to create strong passwords and you can do more research to see the advice about doing 
this.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.  
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