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Teaching Guide - CyberPiProjects 
By Guy Morley 

Hash Cracker Pi 

Teacher Overview 
The act of changing information from one state to another to prevent unintentional 
interception has been happening for over 2000 years. The earliest know cipher is the Caesar 
cipher which falls into the category of a substitution-cipher. There are many other cipher 
categorise such as transposition ciphers, polyalphabetic and symmetric and asymmetric 
encryption. The simplest to understand is the Caesar cipher because this is just a simple 
alphabetic shift to the left or the right. The only thing that the recipient needs to know 
beforehand is how many letters the cipher has shifted and in what direction. The Vigenere 
cipher is an evolution of the Caesar cipher and uses a keyword to then create the ciphertext. 
The main purpose of encryption is to create a result (ciphertext) that can also be reversed (2 
way mathematical function) or else the data is lost and cannot be returned.  
 

Plaintext + Encryption Algorithm (+ A 
Possible Keyphrase) 

= Ciphertext 

The encryption process 

Over the years encryption standards have increased in complexity and started to introduce 
mechanical elements to creating the keyphrase and thus were needed in the decryption 
process as well. The German Enigma machine was used extensively during WWII and was 
very successful in creating a cipher that couldn’t be broken. The principle of the Enigma 
machine was how specific cogs were positioned and when each letter was typed out the 
cogs rotated and created a new cipher for the next letter. Without a copy of the Enigma 
machine and the cog layout for that day it was impossible to decrypt any of the messages. It 
was only until a team (Including Peter Twinn, Alan Turning and Gordon Welchman, all 
incredibly proficient mathematicians) working at Bletchley Park (the origin of GCHQ) that 
the Enigma machine was broken on a wide scale. This event was one of the 1st times that a 
machine was created to break another machine, Colossus vs Engima, and they were both 
“programmed” in a fashion. This then lead to other technological advancements like the 
computer and encryption was integrated into these devices from an early stage.  

There are 100’s of encryption standards used for different protocols and different 
requirements. The main 2 encryption categories in use today are symmetric and asymmetric 
encryption. Symmetric encryption applies to data that is stored, usually on a server, or a PC 
hard drive and it isn’t being transferred. The algorithms change the data that is stored on 
the hard drive into ciphertext that if that hard drive was scanned then the information 
would look like garbage. Asymmetric encryption is applied to data that is being transferred, 
such as when you connect to HTTPS websites, or use a VPN etc and the data is moving 
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between 2 points. Asymmetric encryption works a private and public key relationship to 
encrypt the information being transferred so only devices that hold specific information can 
decrypt the data. This prevents man-in-the-middle attacks from seeing the data that is being 
transferred between 2 devices.  

Hashing is related to encryption but only goes ½ way. Instead of being a 2 way cryptographic 
function the hashing algorithm is meant to be 1 way. Creating a hash value that is unique 
and should not be related to plaintext password/phrase that was put into it. Hashing was 
created to not store plaintext passwords in a database and increase the security of the data 
that is stored there. A lot of attacks happen against databases and if the details are left in 
plaintext then they can be extracted quickly and released to the public. There are different 
hashing algorithms, some are less secure than others. MD5 is a very old hashing standard, 
and while it has been broken for over 20 years is still in use. This is because it creates a hash 
quickly and requires very little processing power, but it shouldn’t be used for any 
information other than referencing to quickly see if a file has been changed or not for 
example. Tools like John the Ripper use extensive word lists to reference against the hash 
and once a match has been found it records it and presents it to the screen.  

Suggested Year Group 
The suggested age group is 14+, this project introduces concepts that can link into 
other subjects like mathematics and is a good age to introduce the importance of 
strong passwords and security to.  

Learning Outcomes 

• Instruct the students about encryption – introduce the Caesar cipher
• Introduce how hashing is different to encryption
• Show the students how to create a list of MD5 hashes for cracking

Equipment Specification 
Component Number (Peli 
Case)  

Component Number 
(Box Case) 

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 
(Base) 5 Slot 11 Raspbian SD Card 
(Base) 6 Slot 11 External Hard Drive 
(Base) 6 Slot 2 USB lead 
(Level 1) 3 Slot 11 HDMI 
(Level 1) 3 Slot 11 Wireless Keyboard 
(Level 1) 5 Slot 12 Wireless Mouse 
(Level 1) 1 Slot 13 Power Supply 
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Disclaimer 
Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 

 

Lesson Plan Hash Cracker 
Preparation 

It is suggested that students work either independently or in pair on this project they will need 
access to a monitor, the full CyberPiProjects Drop Crate and a workspace to complete this 
project. Suggested time is an hour. 

Learning Objectives 

• Instruct the students about encryption – introduce the Caesar cipher 
• Introduce how hashing is different to encryption 
• Show the students how to create a list of MD5 hashes for cracking 

Key Vocabulary  

Raspberry Pi, Kali Linux, Encryption, Hashing, MD5, John the Ripper, Algorithm, Caesar 
Cipher, CLI, Cracking 

Structure 

Explain to the students that in this lesson they will develop the skills required to configure a 
cloud storage device and understand its underlying principles. 

Starter (suggested time 5 minutes) 

As a starter discuss with the student's what encryption and hashing are.  

(Possible key questions to ask and address) 

• What is encryption? 
• How does it work? 
• What is a hash? 
• Why do we use them? 
• How does encryption and hashing protect our data? 
• Why do our passwords matter? 

Highlight to students that the skills learnt today can be applied for projects at school and at 
home. There are many applications of encryption on a day to day basis, a lot of smart phones 
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enable disk encryption so only the password will let them in. Apple Iphone’s for example encrypt 
the whole memory when you lock the phone, resulting in any kind of digital forensic investigation 
from happening unless they have the password.  

Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation of how encryption and ciphers work, starting with the 
Caesar cipher (allow a few minutes for the students to understand the Caesar cipher and have 
an opportunity to make a small message with the Caesar cipher (5 mins)).  

Plaintext + Encryption Algorithm = ciphertext 

Encryption process (2-way)  

Plaintext + Hashing Algorithm = Hash Value 

Hashing process (1-way) 

Introduce how encryption works on information and is designed to be a 2-way or else you cant 
recover the original plaintext. Explain how where symmetric and asymmetric encryption is 
applied and how is protects data. Hashing works specifically as a 1-way function, which is 
meant to create a hash value that is completely unique and unrelated to the original plaintext. 
This is how a lot of organisations store passwords and personal data in their databases to 
protect their users. 

John the Ripper is a tool that can brute force different hashing processes by comparing the 
hash value to a word-list that are converted into hashes as the tool is working, comparing these 
hashes with the ones we are trying to crack. Once a positive result has been found it is printed 
to the screen. This is how brute force attacks work. There are 2 types, offline brute forcing relies 
on you capturing hashes and saving them locally. You are then able to start a tool like John the 
Ripper and let it work and if the password is in your word list then eventually it will find it. The 
major requirements for offline brute forcing is how detailed your word-list is and how much 
processing power you have. A Raspberry Pi has a small amount of processing power compared 
to a laptop or PC and will take longer to crack the hashes because it isn’t as fast. The other 
type of brute forcing is an online attack where the login details of a website is attacked and the 
word lists are trying to find the correct login details. This kind of attack works much better when 
you have a username for example and you are only trying to find the password. The problem 
with this kind of attack is it generates a lot of network traffic and there are safety precautions in 
place that should stop this happening. 

 

Set up and Code Project  (suggested time 40 minutes) 
Using the support notes online and the video as guidance students need to work 
independently to set up a cloud storage device. Teacher to support learning and offer 
discussion points with student. 
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Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case and laid out 
on the work station to be ready to be used. You can use the component list of the project 
and cross reference it with the kit list to figure out what and where everything is. It is all 
labelled and numbered, and there is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the Raspberry Pi, and 
the SD cards have been put in the correct way up and have been inserted all the way in; 

3. Check that the students have all inserted the USB dongle into the Raspberry Pi properly 
for the mouse and keyboard or have correctly inserted an external USB keyboard and 
mouse; If there are problems with the wireless keyboard and mouse check the batteries, 
they might need changing or have been put in wrong; 

4. When the students are connecting the TFT screen to the Raspberry Pi GPIO pins they 
need to do it carefully, so none of the pins get bent, making sure the HDMI ports are 
aligned on the side. If there are problems with this check the pins are all straight and the 
students are inserting them in the correct way. If the pins are bent straighten them back 
up, you can use something small to carefully straighten the pins. Make sure the HMDI is 
fully inserted into the TFT screen and the Raspberry Pi. The HDMI port is located at the 
bottom of the Raspberry Pi. If the students are using a monitor then connect it to that 
instead, you will then not need the TFT screen; 

5. Powering on the Raspberry Pi needs to be done last. Make sure the students have 
plugged the power supply into the walls power outlet and have turned on the switch. 
Then they need to connect the mini USB cable to the power socket on the Raspberry Pi, 
which is located on the bottom left of the Raspberry Pi. When this is all done a red light 
should appear and a green/ amber light flashing as the Raspberry Pi starts booting up. 
If this doesn’t appear take out the power supply and make sure all the wires and 
everything else is in the correct place and is fully inserted. Then retry it by inserting the 
power supply into the Raspberry Pi again; 

6. Make sure the students let the Raspberry Pi boot up fully and they don’t touch anything. 
You don’t need to worry about logging in it will automatically do that for you with the 
username: root and password: toor; 

Code Support 

7. The terminal is the best place for students to understand how and Operating System 
(OS) and computers work; 

8. Make sure the students include the “ at the correct places in this command, if a “ is 
missed it will open a different terminal window that pressing Ctrl+C will allow them to 
escape. Also be aware that sometimes the Kali keyboard layout is set to the American 
layout, the “ is where the @ symbol is; 

9. All of the hashes that are created are saved to the hashes file using this command, the 
cat command lets the students know they are saving their MD5 hashes to the right place; 
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10. Make sure the students start off using simple passwords, this will help the Raspberry Pi 
find as many of them in the time allocated and they can develop into more complex 
passwords later in the project; 

11. The MD5 process doesn’t just create a hash based on a single word, phrases and entire 
files can be applied to the MD5 process and a unique hash will be created, in digital 
forensic investigations the 1st thing that happens is a hash is created of a device that is 
being investigated. This hash can be compared later in the forensic process and in court 
to confirm that nothing has been changed on the original device, preserving the integrity 
of the investigation; 

12. 10 times is the suggested number for hashes, in a period of 30 mins most of these 
hashes should be broken (if the passwords are simple); 

13. Make sure the students repeat the cat hashes command, to confirm they are saving the 
MD5 hashes to their hashes file; 

14. The John the Ripper tool needs to know what algorithm has been used to create the 
hashes, there are a few hashing algorithms that create an output that look very similar 
but are created differently; 

15. Usually a few of the easiest passwords will appear almost immediately when the brute 
force attack starts, it will then slow down quickly, let the attack run; 

16. The longer this attack has to run the better the chance the students will see more of their 
MD5 hashes being cracked, allow as much time as possible to the attack, even flipping 
the lesson plan to start with the MD5 creation and then lesson explanation once the 
attack has started; 

17. If the attack needs to be stopped use the Ctrl+C command and not just shut down the 
window; 

18. If the students have any time or wish to take this further have them create more creative 
passwords and run them through the MD5sum and then through John (most of these 
passwords will take longer than the project time and would be better suited for a PC; 

19. Allow the students to create their own Caesar ciphers and share them randomly around 
the class, make sure they include the shift value (e.g. shift left 5), it is advised that the 
students write down the alphabet then the shifted alphabet to help them decrypt the 
messages; 

20. The Vegenere cipher was an evolution of the Caesar cipher, if there is time have the 
students investigate how this cipher was a more complex version; 

21. Share the messages around the classroom or have the students exchange their 
messages in pairs; 

Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of this project.  
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(Possible questions include) 

• Why do we use encryption? 
• Why should our passwords be strong? 
• What is a hash? 
• Why do we hash passwords? 

Conclude the project using the material highlighted within the conclusion section online to 
summarise its importance. 

Additional Notes  

This project can be moved onto PC’s running Kali Linux for more advanced lessons and the 
speed of cracking rapidly increases. The students can start to investigate other hashing 
algorithms and how they can be cracked by John the Ripper. The rockyou.txt file in 
/usr/share/wordlists is over 14 million different word combinations that can be used, have the 
students research where the rockyou.txt came from and why it is such a popular word list.   

Conclusion 

This project is intended to introduce how encryption and hashing is applied. There are many 
methods of encrypting information and this process can be dated back over 2000 years, there 
has always been a reason to keep information secret. While encryption and hashing is a very 
good practice it also needs to apply strong encryption and hashing algorithms or the information 
that you are trying to protect will easily be cracked. The issue with stronger encryption and 
hashing algorithms is the processing power and slower speed that they create their results in. 
There is a balance that must be found when looking at encryption. High encryption can make 
a computer work very slowly because it is too busy working on the encryption process and less 
time on what you are trying to do.  
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