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Firewall Pi – Student Worksheet 
Learning Outcomes 

• Understand what a firewall is; 
• Configure the UFW and understand the “rules”; 
• Understand the difference between a host-based firewall and a network-based firewall. 

Background 
There are many different technologies that have been developed to protect a network, each of these 
technologies were individual devices/software but now many of these devices are combined. Devices 
include: Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS) and firewalls, each of 
these systems have different abilities and responsibilities. Firewalls are devices/software that 
monitors, and controls incoming and outgoing network traffic based upon predetermined “rules”. The 
main difference between a firewall and an IPS is how static a firewall is set up. The “rules” that 
determine if traffic is let in or let out is very static, while an IPS has a database that it references to 
detect if any malicious activity is discovered within a network.  

There are 2 types of firewall: Host-based firewalls are installed on an end-point device (PC or laptop) 
that monitor traffic going in and out of that device; Network-based firewalls are usually installed on a 
device like a router or its own dedicated item of hardware where all the network traffic passes through 
this firewall before reaching the internal devices. Your home router will usually have a firewall 
installed, and you should have a firewall installed on your PC (Windows Firewall is installed on all 
Windows machines) and this is a good example of how combining firewalls at different points in your 
network works well. If your firewalls are configured properly, they provide a good layer of security for 
your networks.  A good example on how firewalls are deployed is shown below: 
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Firewalls are defined by writing “rules”, these rules define what kind of network traffic is allowed in 
and out of the network. For example, a rule might exclude all incoming SSH traffic on port 22 from 
specific IP addresses. Any port and known protocol are automatically recognised by firewalls and can 
be configured, allowing a degree of flexibility because some network admins change the default 
protocol ports. UFW popular syntax commands and examples are shown below: 

Commands Example 
Allow Ufw allow ssh 
deny Ufw deny http port 80 
Reject Ufw reject 192.168.100.1 
Limit Ufw limit ssh/tcp 
Status *shows status of the firewall*
Show Raw report (shows the complete firewall and all rules) 
Reset *resets the firewall to installation defaults*
Reload *reloads the firewall and rules*
Delete Ufw delete <rule you are deleting> 
Disable *disables the firewall*
Enable Enables the firewall and its rules 

In this project we are going to use Uncomplicated Firewall (UFW) which has a command line interface 
and teaches you how to use a firewall correctly. There are GUI versions of UFW, but it is important to 
understand how the underlying tool works before adding GUI’s. The table above shows some of the 
more popular commands in UFW, it is very easy to create a simple rule. To begin with we will start 
with simple rules and you can develop your rule building as you understand the protocols you are 
trying to control. Sometimes you will need access to port 22, which is the default SSH connection port, 
we are able to stop certain IP’s from connecting to the device and choose the port they can use.  

Simple rule Ufw allow 22 
Full rule (source, destination, port and 
protocol) 

Ufw allow from 192.168.2.100/8 to 192.168.2.101 port 
25 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Kali SD Card 

(Base) 6 Slot 2 External Hard Drive 

(Base) 6 Slot 11 USB lead 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 
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Component Number (Peli Case) Component Number (Box Case) Component 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply 

Firewall Pi Setup 

Ste
p 1: 

Ensure that all the hardware required is taken out of the Peli case; 

Ste
p 2: 

Insert the Kali SD Card into the SD card slot on the Raspberry Pi; 

Ste
p 3: 

Insert the USB dongle for the wireless keyboard and mouse (or connect an external USB 
keyboard and mouse); 

Ste
p 4: 

Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 
on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry Pi 
and the TFT Screen. (If using an external monitor connect the HDMI cable directly to the 
external monitor and you do not need to use the TFT Screen); 

Ste
p 5: 

You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 
wall power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. 
You should get a red light appear and a green/amber light flashing as the Raspberry Pi 
starts to boot up; 

Ste
p 6: 

Once the Kali OS has booted up it will auto login using the username: root and 
password: toor; 

Ste
p 7: Open a terminal window by clicking on the icon on the bottom middle of the screen; 

Ste
p 8: 

Now let’s enable SSH to start with to show that we can block it with a rule; 

Ste
p 9: 

Type sudo service ssh start, an SSH server is already installed in Kali; 

Ste
p 
10: 

Type sudo service ssh status to confirm that the SSH service has started; 
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Ste
p 
11: 

Type ifconfig to discover your IP address; 

Ste
p 
12: 

Ask a friend to try and connect to your Raspberry Pi via an SSH connection; 

Ste
p 
13: 

*SSH connection, type ssh root@<IP address of your Raspberry Pi>, type yes to accept the 
public key and the password is toor; 

Ste
p 
14: 

Type ifconfig and the IP address that appears should be the IP address of your Raspberry Pi 
and not your friends IP address; 

Ste
p 
15: 

Type exit to close the SSH connection; 

Ste
p 
16: 

Now let’s create our first rule, type ufw deny ssh/tcp to prevent any ssh connections 
coming into the Raspberry Pi;  

Ste
p 
17: 

Type sudo ufw enable to start the firewall; 
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Ste
p 
18: 

Ask your friend to attempt to connect via SSH again – they should encounter an error 
message; 

Ste
p 
19: 

Type sudo ufw delete deny ssh/tcp to delete the rule we have created to prevent SSH 
connections; 

 

Ste
p 
20: 

Ask your friend for their IP address; 

Ste
p 
21: 

Type sudo ufw deny from <friends IP address> port 22; 

 

Ste
p 
22: 

Type sudo ufw reload to update the rule that we have just created; 
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Ste
p 
23: 

Ask your friend to attempt to connect via SSH again, they will be unsuccessful in their 
connection; 

Ste
p 
24: 

Ask a different friend (their Raspberry Pi will have a different IP address) to connect via SSH 
and they should be successful in their attempt;  

Ste
p 
25: 

We don’t have an FTP server running on our Raspberry Pi now, to prevent anyone trying to 
bind with the default FTP port (21) we can create a rule to stop any connections to this 
port, type sudo ufw deny ftp/tcp to create a new rule; 

 

Ste
p 
26: 

Type sudo ufw reload to update the rule we have just created;  

Ste
p 
27: 

As long as we are careful we can start to add new rules for the Raspberry Pi firewall, this 
should be done very carefully; 

Ste
p 
28: 

Type sudo ufw status to see the rules that have been created for the Raspberry Pi and their 
status (enabled or disabled); 

 

Ste
p 
29: 

Type sudo ufw reset to reset the rules to how they were before any rules were added; 

Ste
p 30 

Type y and hit Enter to accept that the rules you have created will be deleted; 

 

Ste
p 
31: 

Make sure you type sudo ufw disable at the end of your project or else ufw will remain 
active after resetting your Raspberry Pi and you might forget that this application is active 
and wonder why some further projects don’t work; 
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Ste
p 
32: 

This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion 
Firewalls are a key technology in securing a network. They can be deployed on both a network and 
host level to protect the complete network traffic as well as individual devices. Ideally Firewalls should 
be combined with other security technologies e.g. IDS and IPS working at both network and host levels 
to provide holistic network protection. These technologies can also impose a significant drain on 
processing power and network speeds as all the traffic has to be routed through them to get into the 
network; hence, cost is also a factor that has to be taken into consideration. Faster physical network 
firewalls can be expensive and are more suited to large corporate networks. The individual who is 
manually configuring the firewall also has to be aware of the ports that are being used on that network 
and its vital services so they don’t accidentally prevent access to a vital service or part of the network.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought 
against the persons in question. Cyber Security Associates will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.  
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