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Teaching Guide - CyberPiProjects 
Firewall Pi 
Teacher Overview 
Firewalls are a layer of technology that can be used to protect a network and individual 
devices. There are a range of related technologies that are available, including 
Firewalls themselves, Intrusion Detection Systems (IDS) and Intrusion Prevention 
Systems (IPS). Each of these technologies fulfil a separate requirement and it is 
possible to buy physical devices that combine all 3 of these technologies. Firewalls 
concentrate of monitoring network traffic and will allow or deny access based on 
established rules that can be customised depending on the needs of the network. It is 
important to remember that the deployment of these technologies is based on the 
requirements of a network. Not all these technologies will be cost efficient, easy to 
deploy or easy to configure, and will depend on the network size, expertise of the staff 
configuring them and needs of the network. A small, home network is very different to 
a large corporate network and will require less complex technology as a result.  

Many home routers that are provided by an Internet Service Provider (ISP) have built 
in firewalls that have simple configurations and rules that are intended for home use. 
Dedicated firewalls for use in large networks require dedicated specialists to make 
sure they are configured and maintain correctly. When considering any technology to 
be deployed it is important to focus on the network needs and requirements, a small, 
home network shouldn’t need an industrial strength firewall because the activity on the 
home network will be very different, and the cost is very different. Whereas a large 
organisation, like a school, that is handling a lot of personal information (staff and 
students) should have better protection, including a good firewall.    
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Firewalls can be installed on either an end-point device like a laptop (host-based 
firewall) or a separate device like a router or dedicated firewall (network-based firewall) 
to provide a level of security. There are different benefits and constraints of both 
versions, which need to be evaluated in context of the total network. Host-based 
firewalls can slow down the end-point device as all the traffic coming in and out of that 
device must be analysed. A network-based firewall might work best for a small 
network, or a home network because it won’t interfere with the end-point devices 
processing ability. Firewalls control the traffic passing in and out of the network by 
having static rules created for different ports, services and IP addresses that either 
allow specific traffic in and out of the network or block them entirely. Configuring 
firewalls has to be done carefully because the wrong rule could prevent a vital service 
from being connected to. For example, SSH by default works on port 22, SSH allows 
secure connections between devices within a network, if this port is blocked then the 
devices that need to connect will be shut off from each other and vital operations of an 
organisation could be halted.  

Suggested Year Group 
The suggested age group is 15+, this project introduces concepts in networking and 
network architecture that support the associated subject and introduce industry 
concepts ready for development.  

Learning Outcomes 
• Instruct the students about the role of firewalls in network security;
• Explain how firewall rules work to the students;
• Show the students how to configure the Uncomplicated Firewall (ufw) and

create their own firewall rules.

Equipment Specification 
Component Number 
(Peli Case)  

Component Number 
(Box Case) 

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 
(Base) 5 Slot 11 Kali SD Card 
(Base) 6 Slot 2 External Hard Drive 
(Base) 6 Slot 11 USB lead 
(Level 1) 3 Slot 11 HDMI 
(Level 1) 3 Slot 11 Wireless Keyboard 
(Level 1) 5 Slot 12 Wireless Mouse 
(Level 1) 1 Slot 13 Power Supply 

Disclaimer 
Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 
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Lesson Plan Firewall Pi 
Preparation 

It is suggested that students work either independently or in pair on this project. They 
will need access to a monitor, the full CyberPiProjects Drop Crate and a workspace 
to complete this project. Suggested completion time is an hour. 

Learning Objectives 
1. Instruct the students about the role of firewalls in network security; 
2. Explain how firewall rules work to the students; 
3. Show the students how to configure the ufw and create their own firewall 

rules. 

Key Vocabulary  

Raspberry Pi, Kali Linux, Firewall, Networks, Security, Rules, Protocols, Ports, Allow, 
Deny 

Structure 

Explain to the students that in this lesson they will develop the skills required to 
configure the ufw and understand how to create firewall rules. 

Starter (suggested time 5 minutes) 
As a starter discuss with the student's what firewalls are and how they protect a 
network.  

(Possible key questions to ask and address) 

• What is a firewall? 
• How does it work? 
• What is a rule? 
• Why do rules work? 
• What types of firewalls are there? 
• When would we use them? 

Explain to the students that the skills they have acquired can be used at home and 
in professional environments. There are many jobs in the cyber security industry that 
focus on how security technologies are deployed and their ongoing operation. This 
project is intended to make the students more aware of the ways that networks can 
be protected from attack and while the ufw is a very simple firewall it can be 
configured to be very robust.  
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Project Overview (suggested time 10 minutes) 
There are 2 types of firewalls: a host-based firewall is installed on an end device like 
a PC, laptop or tablet and monitors the traffic that comes in and out of that device, 
and a network-based firewall is positioned where the internet enters the network and 
monitors the traffic going in and out of the whole network. Each of these types of 
firewalls have different pro’s and con’s, it depends on the needs of the network and 
the amount of money that is available to spend on the software and hardware to 
deploy these technologies. Windows has a firewall built into the Operating System 
(OS) which is an example of a host-based firewall because it only protects that 
machine.  

Introduce how a firewall works on static rules that can either be preconfigured into a 
device (like a router that is provided by an ISP) or manually configured depending 
on the needs of the network. Rules define what kind of traffic is allowed in and out of 
a network/device and is very strict in its delivery. If a rule defines that no HTTP traffic 
is allowed into a network then it will monitor for any HTTP traffic, even if it comes in 
from a different port than port 80. If a port or IP address is specified in a rule then no 
traffic from or to that port or IP address will be allowed to pass the firewall. This is 
distinctly different to an IPS or IDS which works either on a signature or behavioral 
basis and is looking for anomalies from the norm instead of being a wall that some 
traffic can or can’t get in or out of.  

Have the students create a simple network diagram of their home network to help 
them visualize how traffic gets in and out of their network (www.draw.io is a good 
website to help them create a network diagram, or use paper).  

Set up and Code Project  (suggested time 40 minutes) 
Using the support notes online and the video as guidance students need to work 
independently to set up a cloud storage device. Teacher to support learning and 
offer discussion points with student. 

Assembly and Setup 
1. All the hardware the students need, needs to be out of the Peli or Box case 

and laid out on the work station to be ready to be used. You can use the 
component list of the project and cross reference it with the kit list to figure out 
what and where everything is. It is all labelled and numbered, and there is one 
for each case; 

2. Make sure the students have inserted the Raspbian SD card into the 
Raspberry Pi, and the SD cards have been put in the correct way up and have 
been inserted all the way in; 

3. Check that the students have all inserted the USB dongle into the Raspberry 
Pi properly for the mouse and keyboard or have correctly inserted an external 
USB keyboard and mouse; If there are problems with the wireless keyboard 
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and mouse check the batteries, they might need changing or have been put 
in wrong; 

4. When the students are connecting the TFT screen to the Raspberry Pi GPIO 
pins they need to do it carefully, so none of the pins get bent, making sure the 
HDMI ports are aligned on the side. If there are problems with this check the 
pins are all straight and the students are inserting them in the correct way. If 
the pins are bent straighten them back up, you can use something small to 
carefully straighten the pins. Make sure the HMDI is fully inserted into the TFT 
screen and the Raspberry Pi. The HDMI port is located at the bottom of the 
Raspberry Pi. If the students are using a monitor then connect it to that 
instead, you will then not need the TFT screen; 

5. Powering on the Raspberry Pi needs to be done last. Make sure the students 
have plugged the power supply into the walls power outlet and have turned 
on the switch. Then they need to connect the mini USB cable to the power 
socket on the Raspberry Pi, which is located on the bottom left of the 
Raspberry Pi. When this is all done a red light should appear and a green/ 
amber light flashing as the Raspberry Pi starts booting up. If this doesn’t 
appear take out the power supply and make sure all the wires and everything 
else is in the correct place and is fully inserted. Then retry it by inserting the 
power supply into the Raspberry Pi again; 

6. Make sure the students let the Raspberry Pi boot up fully and they don’t touch 
anything. You don’t need to worry about logging in it will automatically do that 
for you with the username: root and password: toor; 

Code Support 
7. The terminal is the best place for students to understand how and Operating 

System (OS) and computers work; 

8. By default unless a new SSH specific password is specified the default Kali 
username:root and password:toor will be used to log into the SSH service; 

9. This command will start the SSH server and allow connections to be made to 
port 22; 

10. The students can check to make sure that their SSH service is working, if 
there are issues with getting the service to start make sure the Raspberry Pi 
is connected to the internet and type sudo apt-get update and sudo apt-get 
upgrade to make sure the OS is up to date; 

11. Ifconfig shows all the interfaces that the Raspberry Pi can use, the active 
interface will have an IP allocated for it, the others will have details about the 
interface but no IP address; 
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12. Get the students to work in groups so there are 3 Raspberry Pi’s per group 
(later on in this project different IP addresses are required to prevent 
connections to the Raspberry Pi); 

13. The SSH Command Line Interface (CLI) command is very simple, it starts with 
ssh (the protocol you are connecting with) <username>@<IP address> (eg 
ssh root@192.168.1.1) the password to connect over SSH is toor; 

14. Once the students have established an SSH connection to a different 
Raspberry Pi they can type ifconfig again and the Raspberry Pi of the device 
they have made the SSH connection to will be presented to the screen; 

15. To close the SSH connection make sure the students type exit and don’t just 
close the terminal window, this can cause issues connecting again in some 
cases; 

16. This rule will prevent any attempt at an SSH connection, if any attempt to 
connect to an SSH service on this Raspberry Pi using TCP (Transfer Control 
Protocol) is automatically denied; 

17. Now that we have created this rule, we need to enable the firewall, this 
command will start the ufw service; 

18. If the ufw service has started and the rule has been created correctly no SSH 
connections will be successful to the Raspberry Pi’s; 

19. We can delete the rule that the students have created using the delete 
command, this only deletes 1 rule at a time and it must be copied out exactly 
or else it will not be deleted; 

20. Use the 1st Raspberry Pi’s IP address that the students used to make a SSH 
connection to; 

21. This rule prevents a specific IP address from making a connection, changing 
an IP address isn’t very difficult but it can disrupt the process of an attack if it 
does, services like TOR change the users IP address on a regular basis to 
reduce the chance of tracking an IP address and ultimately the user; 

22. If the students don’t remember to reload then the rules they have deleted and 
created will not be updated and applied to the active ufw service; 

23. The friend that has a blacklisted IP address will not be able to connect to the 
Raspberry Pi because the firewall is actively blocking its traffic into the device; 

24. If a different IP address (from a different Raspberry Pi) attempts a connection 
they will be successful, as long as the IP address is typed in correctly then 
they will be successful; 

25. There are a range of services that have default services that can be closed 
down, it is useful for the students to start learning what services are 
associated with different ports; 
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26. Reload will update ufw to include the rules that are created, if a port is 
specified then only the port is either shut down or allowed access or a service 
like HTTP, SSH, FTP, POP3 etc then the service can be shut down; 

27. Make sure the students are aware that the misconfiguration of a firewall can 
prevent legitimate services working, if they shut down port 80 (HTTP) or 443 
(HTTPS) then they might be surprised why no internet access is possible; 

28. The status command shows all the rules that have been created and if they 
are active or inactive; 

29. Make sure the students reset ufw or else the rules that have been created 
during this project; 

30. It is best for continued used of the SD cards without have to do a fresh wipe; 

Plenary (suggested time 5 minutes) 
Conclude with a few questions for the students to understand the applications of this 
project.  

(Possible questions include) 

• Why do we use firewalls? 
• How many rules could you create? 
• Why do we control outgoing and incoming traffic? 

Conclude the project using the material highlighted within the conclusion section 
online to summarise its importance. 

Additional Notes  

Make sure the students understand that creating new rules on a home firewall can 
cause issues for their internal network. They must do this at their own risk and only 
if they have permission from their parents to attempt this. Understanding firewalls is 
incredibly valuable and is a good way to introduce IDS and IPS. It is very important 
that the students understand the differences between firewalls, IDS and IPS.  

Conclusion 

Firewalls work on the principle of static rules, either a protocol can be used, or it 
can’t, a port is allowed to be connected to or it isn’t. This makes it very rigid and can 
cause problems if it isn’t configured correctly. It is important that the students 
understand how to visualize a network and how these technologies are deployed 
and used within a network. There are many ways to create networks for different size 
organisations, there are similar style networks, but each network should be tailored 
to the needs of that organisation.  
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