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Honeypot Pi – Student Worksheet 
Learning Outcomes 

• Learn the basic principles of honeypot; 
• Learn how to configure a piece of software and make it into a honeypot; 
• Learn the different uses of a honeypot. 

Background 
Kali Linux is a Debian-based Linux distribution aimed at advanced Penetration Testing and Security 
Auditing. Kali contains several hundred tools which are geared towards various information security tasks, 
such as Penetration Testing, Security research, Computer Forensics and Reverse Engineering. 

A honeypot is an exposed device set up as a decoy to lure cyber attackers and to detect, deflect or study 
hacking attempts in order to gain unauthorised access to information systems. The function of a honeypot 
is to represent itself on the internet as a potential target for attackers, usually a server or other high-value 
target and to gather information and notify defenders of any attempts to access the honeypot by 
unauthorised users. Honeypot systems often use hardened operating systems and are usually configured 
so that they appear to offer attackers exploitable vulnerabilities. For example, a honeypot system might 
appear to respond to Server Message Block (SMB) protocol requests used by the WannaCry ransomware 
attack and may represent itself as an enterprise database server storing consumer information.  

Honeypots are most often used in companies involved in cybersecurity research, to identify and defend 
attacks from advanced persistent threat actors. Honeypots can be an important tool for large 
organisations to take an active defence stance against attackers, or for cybersecurity researchers who 
want to learn more about the tools and techniques that attackers use. The cost of maintaining a honeypot 
can be high, in part because of the specialised skills required to implement and administer a system that 
appears to expose the organisation's network resources while still preventing attackers from gaining 
access to any production systems. 

Generally, a honeypot operation consists of a computer, applications and data that simulate the behaviour 
of a real system and appears as part of a network; however, the honeypot is actually isolated and closely 
monitored. Because there is no reason for legitimate users to access a honeypot, any attempts to 
communicate with a honeypot should be considered hostile. Viewing and logging this activity can help 
improve security by providing insight into the level and types of threat a network infrastructure faces 
while distracting attackers away from assets of real value. Researchers suspect that some cybercriminals 
use honeypots themselves to gather intelligence about researchers, act as decoys and to spread 
misinformation. 

Virtual machines are often used to host honeypots, so if it is compromised by malware, for example, the 
honeypot can be quickly restored. Two or more honeypots on a network form a honeynet, while a 
honeyfarm is a centralised collection of honeypots and analysis tools. 
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Honeypots help researchers understand threats in network systems, but production honeypots should 
not be seen as a replacement for a standard IDS. If a honeypot is not configured correctly, it can be used 
to gain access to real production systems or be used as a launch pad for attacks against other target 
systems. 

In this project you will be learn all about a honeypot and how to configure it. 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Kali Linux SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Kali Linux SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 
mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 
the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 
TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 
monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 
power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 
should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 
up; 
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Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 
toor. Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet 
using an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 

Step 7: 
Open a terminal window by clicking on the icon on the bottom middle of the screen; 

Step 8: Type cd pentbox-1.8 to move into the pentbox directory; 

 

Step 9: Type ./pentbox.rb to start the application; 
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Step 10: Once pentbox has started you will have a list of options to choose from, type 2 and hit Enter; 

 

Step 11: Now we will be presented with 6 further options under the network options, type 3 and hit 
Enter to go into the honeypot configuration; 

Step 12: We now have 2 options, 1st we will go with the Fast Auto Configuration, type 1 and hit Enter; 

 

Step 13: The honey pot will autoconfigure a port 80 honey pot, using either a PC or another Raspberry 
Pi open a browser on the same network; 
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Step 14: In the browser URL bar put your Raspberry Pi IP address; 

Step 15: You will be redirected to a failed login page and on the Raspberry Pi you will have a warning 
appear on the screen of the IP address that has attempted access; 

 

Step 16: Press Ctrl+C to close the honey pot; 
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Step 17: Type ./pentbox.rb to restart the application; 

Step 18: Type 2 and hit Enter to go into the network options again; 

 

Step 19: Type 3 and hit Enter to go into the honey pot options; 

Step 20: Type 2 instead of 1 to go into the Manual Configuration for the honey pot; 

Step 21: We can now choose a port to open, lets open port 4444 (don’t use a port that is already in 
use); 

Step 22: You can insert a false message (“ah, ah, ah, you didn’t say the magic word!”); 

Step 23: We want to save the logs with intrusions, this will provide us with a list of IP addresses that 
have tried to connect; 

Step 24: Hit Enter to use the default log file that is saved in the pentbox directory; 

Step 25: We can also activate a beep sound if we wanted that is emitted by the Raspberry Pi, it is up to 
you if you would like it enabled or deactivated; 

Step 26: Again if you go to your PC or another Raspberry Pi on the same network and type into the URL 
bar <your IP address>:4444 and hit Enter; 
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Step 27: You will be presented with the False Message that you created during the configuration 
stages; 

Step 28: This is the end of this project and you can now shutdown and pack away your hardware. 
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Conclusion 
This project is designed to introduce you to the concept of a honeypot and its applications within IT and 
cyber security. You will have used software on the Raspberry Pi to configure it into a honeypot then have 
run it to have exposed ports. Once a connection is attempted it will then log the IP address and prevent 
access to a legitimate service. A honeypot is an extremely powerful tool, and this project is just the 
beginning on what you can do achieve with it. Keep in mind that the Raspberry is limited in processing 
power and will not be able to handle large volumes of traffic accurately. As such, this should obviously not 
be used in production environments.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.     
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