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Routersploit Pi – Student Worksheet 
Learning Outcomes 

• Learn the basic principles of Routersploit;
• Learn how to perform a scan on different devices to look for vulnerabilities and then exploit the

vulnerabilities;
• Learn the different uses of Routersploit.

Background 
Kali Linux is a Debian-based Linux distribution used for advanced Penetration Testing and Security 
Auditing. Kali contains several hundred tools used for various information security tasks, including: 
Penetration Testing, Security Research, Computer Forensics and Reverse Engineering. 

The RouterSploit exploitation framework is similar to Metasploit, as it uses the same options and 
commands. RouterSploit is an open-source framework, which allows an attacker to scan and use different 
exploits on a vulnerable target. When exploited, you can use different payloads to continue the 
exploitation to other machines on the same network via a vulnerable router. Routersploit is loaded with 
various modules that help the tool perform its functionality, which are divided into the following 
categories. 

• Scanner Modules: Scanner modules are responsible for finding the vulnerabilities in the routers
or embedded devices.

• Exploits Modules:  Exploits modules are used to make use of the vulnerabilities identified by the
scanners.

• Payloads Modules: Payloads modules are responsible for generating the payloads that can be
injected in routers and the devices that are connected with the seized router.

• Generic Modules: Generic modules are used for launching the generic attacks.

In this project you will learn the concepts of Routersploit and then use it to scan different devices for 
vulnerabilities. Once any vulnerabilities are discovered you will use the exploits on the software to run 
against these vulnerabilities. 

Hardware Required: 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Kali Linux SD Card 

(Base) 9 Slot 2 TFT Screen 
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Component Number (Peli Case) Component Number (Box Case) Component 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Kali Linux SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 
mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 
the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 
TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 
monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 
power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 
should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 
up; 

Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 
toor. Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet 
using an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 

Step 7: 
Open a terminal window by clicking on the icon on the bottom middle of the screen; 

Step 8: Type ls to see all the files and directories that are available at your current position; 

Step 9: Type routersploit and hit Enter; 
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Step 12: Once the tool has started you will see it has an interface similar to Metasploit, there are a lot 
of scanners and exploits that are focused on exploiting routers built into this tool; 

Step 13: Type use scanners/autopwn to run through over 140 common router exploits;  

 

Step 14: Type show options and hit Enter;  

 

Step 15: Most routers have the default address of 192.168.0.1 on small home networks, if you are 
trying to find a specific device then it might require an nmap scan of your network and 
checking each one individually; 

Step 16: Type set target <router IP address> and hit Enter; 
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Step 17: Most routers have port 80 open for the admin settings, the default port that is used for this 
scan in Routersploit is port 80, if you need to change this port type set port <target port>; 

Step 18: Once we have our target specified type run and hit Enter, this will start the automated scan; 

 

Step 19: As the scan moves through the exploits any successful exploits will have a green + on the left 
of the list; 

Step 20: IF there are no green + in the list then your router is not susceptible against these issues 
(THAT IS A GOOD THING!); 

 

Step 21: If your list has any green + then it will also have an exploit module next to it as well; 

Step 22: Type use exploit/<exploit name from the autopwn list>; 

Step 23: Type show options and hit Enter; 
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Step 24: Usually the exploits require a target IP, type set target <target IP address> and hit Enter; 

Step 25: If there are any other options that need to be filled make sure they are completed carefully; 

Step 26: Once all the options have been met type run and hit Enter; 

Step 27: As long as the all the conditions of the exploit have been met then there is a possibility that 
information will disclosed such as usernames and passwords, if the exploit is good enough 
then you could even get a shell on the router; 

Step 28: If you have a shell on the router then it is possible to search through the Operating System 
(OS) for the password file and then you can type cat <file pathway> and the contents of the 
password file are presented to the screen; 

Step 29: Once you know these details you could log into the admin portal and change the router 
settings; 

Step 30: This tool is also very good at targeting IoT devices and finding exploits for these devices; 

Step 31: MAKE SURE YOU ONLY TARGET ROUTERS/DEVICES YOU HAVE PERMISSION TO TARGET; 
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Step 32: This is the end of this project and you can now shutdown and pack away your hardware.  

Conclusion 
This project is designed to introduce you to Routersploit and the applications it has within cyber security. 
You have used the Raspberry Pi to run Routersploit, then used the capability to run a scan on a router to 
find and then exploit these vulnerabilities.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.      
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