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Crypto Vault Pi – Student Worksheet    

Learning Outcomes 

• Learn the basics Crypto Vaults 

• Understand how to create your own Crypto Vault 

• Learn how to use Crypto Vaults and encrypt your own files.  

Background 

Raspbian is a Debian-based computer operating system for the Raspberry Pi computer. There are several 

versions of Raspbian including: Raspbian Stretch and Raspbian Jessie. Raspbian was created by Mike 

Thompson and Peter Green as an independent project, with an initial build completed in June 2012. Since 

2015, Raspbian has been officially provided by the Raspberry Pi Foundation as its primary operating 

system for the family of Raspberry Pi single-board computers and is highly optimized for the Raspberry Pi 

line's low-performance ARM CPUs. 

LUKS is the standard for Linux hard disk encryption. By providing a standard on-disk-format, it does not 

only facilitate compatibility among distributions, but also provides secure management of multiple user 

passwords. In contrast to existing solution, LUKS stores all setup necessary setup information in the 

partition header, enabling the user to transport or migrate his data seamlessly. 

In this Project, we are going to create a file container, you can think of it as a vault, and we encrypt 

whatever is put inside. As long as the vault is unlocked, files can be added to or deleted from it just like 

any regular filesystem, but once we lock it, no one will be able to peek inside or guess what's in the vault. 

We'll be using a tool called cryptsetup that will help us create and manage the encrypted containers. 

Cryptsetup is the command line tool to interface with dm-crypt for creating, accessing and managing 

encrypted devices. The tool was later expanded to support different encryption types that rely on the 

Linux kernel device-mapper and the cryptographic modules. This technique will give you an encrypted 

vault mounted under a directory. You can then add files to it as you wish, and once locked, you can copy 

it and open it up on Windows. 

Hardware Required 

Component Number (Box Case) Component 

Slot 1 Raspberry Pi + Case 

Slot 10 Raspbian SD Card 

Slot 2 TFT Screen 

Slot 11 HDMI 
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Component Number (Box Case) Component 

Slot 11 Wireless Keyboard 

Slot 12 Wireless Mouse 

Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 

mouse) 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 

the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 

TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 

monitor and you do not need to use the TFT Screen) 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 

power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 

should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 

up 

Step 6: Once the Raspbian OS has booted up you will be sign in automatically. Make sure your 

Raspberry Pi is either connected to your WiFi or connected to the internet using an Ethernet 

cable and connecting it using the Ethernet port on the Raspberry Pi 

Step 7: Open up the terminal and In the terminal type ls, there will be a lot of different files and 

directories that appear for you, we need to move into the right folder to find the tool we are 

going to use for this project. Type cd 

Documents/CyberPiProjects/STEM/Project_001_Crypto_Vault/ 

Step 8: Type ls and you should see a help file, so to view the contents of the help file type cat 

Crypto_Vault_Help to bring up the help file for the project 

Step 9: First, we need to create an empty file to hold our vault. Here you'll have to decide how much 

storage space to allocate to your vault. Once created, you won't be able to increase the size, 

so think about what kind of files you plan to store and their average size. Use the following 

command 
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dd if=/dev/zero of=myvault.vol bs=1M count=50 

Step 10: Next, we'll create an encrypted filesystem inside the myvault.vol file compatible with a 

platform-independent standard called Linux Unified Key Setup (LUKS). We'll specify -t vfat 

to get a FAT32 filesystem that can be accessed under Windows. If you don't intend to move 

the container, you may prefer ext4. Type the following 

sudo luksformat -t vfat myvault.vol 

Since formatting something will overwrite whatever was there before, even though it's just a 

single file in this case, you'll be prompted with a warning and will have to type YES in all caps 

to initiate the process. Next, you'll be asked (three times) for a password that will be required 

to unlock your vault. You can safely ignore the warning from mkfs.vfat about drive 

geometry. 

Step 11: If you're curious about the encryption in use on your vault, you can type the following 

command to get a detailed report  

sudo cryptsetup luksDump myvault.vol  

You'll see that cryptsetup uses AES encryption by default and that the LUKS format actually 

allows multiple passwords to unlock your vault as displayed by the Key Slots. Type 

cryptsetup --help to get a list of possible actions that can be performed on your vault. 

Step 12: Now that the vault has been created, let's see how we would use it. First, we need to unlock it 

with the following command  

sudo cryptsetup luksOpen myvault.vol vault  

Once you've entered the correct password, your vault will be made available in 

/dev/mapper/ under the name we've specified at the end of the line, 

/dev/mapper/myvault in this case. You can type ls /dev/mapper to verify this.  

Step 13: Now we can mount the vault using the following command 

sudo mount -o uid=1000,gid=1000 /dev/mapper/vault ./vault  

The user ID/group ID arguments that we specify here are specifically for the FAT32 filesystem. 

It ensures that the pi user (which has an uid/gid of 1000) will be able to write to the 

/home/pi/vault directory. With an ext4 filesystem these extra flags are not necessary 

because the permissions of the directory itself determine access.  

Step 14: You will now need to move into the vault directory so type 

cd vault 

That's all there is to it. You can now start filling up the vault encrypted directory. Use df -h 

vault to keep an eye on the space available in the vault. 
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Step 15: To safely close the vault, you need to unmount it first with the following command  

sudo umount vault 

Step 16: Now type cd to go back into the /home/pi directory 

Step 17: Now most importantly, remember to lock your vault: 

sudo cryptsetup luksClose vault 

Step 18: You have now closed your encrypted vault, requiring you to remount it and enter your 

passphrase again to access it 

Step 19: Now, you have enough knowledge to configure the Raspberry Pi to be a Crypto Vault. There 

are many other projects that Crypto Vaults can be used in and this is only scraping the surface 

of what it can do. You can now pack away your hardware the project is complete.   

Conclusion 

This project has been designed to introduce you to the application and use of Crypto Vaults. You will have 

run multiple commands to configure the Raspberry Pi into a Crypto Vault. Crypto Vaults are extremely 

powerful tools and they are used for storing many different things. This project is just scratching the 

surface of what you can achieve with it, there are so many different projects you can build around this.  

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.     
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