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Teaching Guide - CyberPiProjects 
Door Alert 

Teacher Overview 

The main component of this project is the magnetic contact switch which consists of a 
reed switch and a magnet which when placed in contact with each other complete a 
circuit and then breaks when moved out of proximity of each other. The reed switch 
consists of a pair of magnetic contacts that are normally open, and close when in the 
presence of another magnet. By converting the signal created by the switch into binary 
it is possible for the Raspberry Pi to interpret the change and utilise this change within 
a program which will be demonstrated throughout this project. This project also uses 
the Raspberry Pi camera which is triggered by a change in the contact switch and 
creates a more complicated project that can be expanded on easily. This project could 
also be programmed to email any changes in the state of the switch and send the 
images and video as well. This doesn't require any more hardware but understanding 
about how to set up a simple email server is required.  

Bash is a very powerful scripting language that can interact directly with the CLI as 
though it was being typed in. Obviously, a computer can write thousand’s of times 
quicker than any human so any program is compiled and executed very quickly. Bash 
is also very helpful when different tools and file locations are required throughout the 
program and allows for each of these tools to be used in tandem. For example, within 
this project the sensor output must be detected, the Raspberry Pi camera must be 
engaged, and the files are being written to different areas. It is possible to do this using 
different programming languages like python or C++ but this would require a lot more 
lines of code and complicate the learning process as well. It is important to understand 
a couple of programming languages like C++ and Java because each language has 
an ideal application. Java is a programming language ideally suited for database 
applications but can also be applied to other projects as well.  

It is important that the students understand how the breadboard works, it is a prototype 
component that allows students and professionals to easily create electronic circuit 
prototypes without having to solder electronics into an integrated chipboard. The 
outside + and – run vertically down the edges of the board which conduct power. To 
complete any circuit it is important to integrate the power into the design or else the 
circuit will be incomplete. The inner connection inputs are then aligned into horizontal 
rows that when connected to the + power the entire row is part of the circuit. When the 
students understand this principle, it will be possible for them to then create their own 
circuits and then develop their own projects.  

Suggested Year Group  

The suggested age group is 15+, this project requires some coding experience and 
understanding of both hardware and software. 
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Learning Outcomes 

• Instruct the students how to assemble the project; 

• Provide understanding as to the mechanics of the breadboard and how it is 

used in electronic prototyping; 

• Instruct the students in coding the test and full script for the project. 

Equipment Specification 

Component Number 
(Peli Case)  

Component Number  
(Box Case) 

Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 
(Base) 5 Slot 9 Raspbian SD Card 
(Base) 12 Slot 11 PiCamera 
(Base) 10 Slot 9 Door Alert Breadboard 
(Base) 11 Slot 8 Door Alert Magnetic Sensor 
(Level 1) 3 Slot 11 Male Male wires 
(Level 1) 3 Slot 11 Male Female Wires 
(Level 1) 2 Slot 11 Flat Head Screw Driver 
(Level 1) 3 Slot 11 HDMI 
(Level 1) 3 Slot 11 Wireless Keyboard 
(Level 1) 5 Slot 12 Wireless Mouse 
(Level 1) 1 Slot 13 Power Supply 

 

Disclaimer 

Any actions and or activities related to the material contained within this project and 
website are solely your responsibility. The misuse of this project can result in criminal 
charges brought against the persons in question. Cyber Security Associates Limited, 
will not be held responsible for any criminal charges brought against any individuals 
misusing the information on the website and in these projects to break the law. 
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Lesson Plan Door Alert 

Preparation 

It is suggested that students work either independently or in pair on this project they 

will need access to a monitor, the full CyberPiProjects Drop Crate and a workspace 

to complete this project. Suggested time is an hour. 

Learning Objectives 

1. Configure the Raspberry Pi, pre-assembled breadboard, Pi Camera and door 

sensor  

2. Understand how the door sensor works  

3. Code a test script and a full script linking the sensor and the Pi Camera together 

 

Key Vocabulary  

Raspberry Pi, Pi Camera, Door Alarm, Electronics, Physical Computing, Security, 

Configuration, Test, Python, Command Line Interface 

Structure 

 

Starter (suggested time 5 minutes) 

As a starter, discuss with the students about different types of security and how 

technology can be used to secure sensitive areas.  

(Possible key questions to ask and address) 

• Why do we need security? 

• What kinds of technology are used in security? 

• Can security go too far? 

• What are the legalities of using recording technologies in security? 

Highlight to the students that the skills learnt today can be applied for projects at 

home and at school. There are many applications of these kinds of technologies 

including innocent wildlife recording to securing sensitive areas. It is important to 

stress the legal frameworks that outline monitoring and digital security.  

Project Overview (suggested time 10 minutes) 

Introduce this project with an explanation of how this project works. Linking the 

Raspberry Pi with the door sensor and the camera to activate when the sensor is 

tripped.  
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This project involves creating test code to make sure the door sensor is physically 

configured correctly, and the full code will build on the test. Stress how important it 

is to the students how continuous testing and development is a major part of 

software development. This skill is difficult to develop and will allow the students to 

break down a project to its core components and understand how to bring them all 

together.  

Set up and Code Project  (suggested time 40 minutes) 

Using the support notes online and the video as guidance students need to work 

independently to set up a door alert device. Teacher to support learning and offer 

discussion points with student. 

Assembly and Setup 

1. All the hardware the students need, needs to be out of the Peli or Box case 

and laid out on the work station to be ready to be used. You can use the 

component list of the project and cross reference it with the kit list to figure 

out what and where everything is. It is all labelled and numbered, and there 

is one for each case; 

2. Make sure the students have inserted the Raspbian SD card into the 

Raspberry Pi, and the SD cards have been put in the correct way up and 

have been inserted all the way in; 

3. Check that the students have all inserted the USB dongle into the 

Raspberry Pi properly for the mouse and keyboard or have correctly 

inserted an external USB keyboard and mouse; If there are problems with 

the wireless keyboard and mouse check the batteries, they might need 

changing or have been put in wrong; 

4. Locate the Magnetic Sensor, on the base of one of the sensors you will find 

2 large screws, unscrew the top screw till it is loose and place 1 end of a 

Male Male wire under it and gently secure the contact under the screw 

head till it can’t move. Get the students to compare each other’s work if they 

are having problems so they can see if they are doing it right and if not, they 

can try change it themselves, then assist them if they are still having 

difficulties. Make sure the students don’t pull the wires too hard as they will 

break; 

5. Repeat with the lower screw until the end of the Male Male wire is 

connected and secure. Get the students to compare each other’s work if 

they are having problems so they can see if they are doing it right and if not, 

they can try change it themselves, then assist them if they are still having 

difficulties. Make sure the students don’t pull the wires too hard as they will 

break; 

6. Find the other end of the top Male Male wire you secured, use the 

screwdriver to loosen one of the connector screws on the Door Alert 
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Breadboard and place this end of the wire in the into connector press. Use 

the screwdriver to secure this end of the wire to the connector. Get the 

students to compare each other’s work if they are having problems so they 

can see if they are doing it right and if not, they can try change it 

themselves, then assist them if they are still having difficulties. Make sure 

the students don’t pull the wires too hard as they will break; 

7. Repeat with the other Male Male wire you connected to the lower screw 

and connect this end to the other connector hole on the Door Alert 

Breadboard. Get the students to compare each other’s work if they are 

having problems so they can see if they are doing it right and if not, they 

can try change it themselves, then assist them if they are still having 

difficulties. Make sure the students don’t pull the wires too hard as they will 

break; 

8. Now the Magnetic Sensor is connected to the breadboard we now need to 

connect the breadboard to the Raspberry Pi, have the breadboard rotated 

so the blue connectors are at the bottom right of the breadboard. Make sure 

the students have the bread board is the correct way up otherwise it won’t 

work; 

9. Locate a Male Female wire, connect the male end into one of the holes 

that is horizontal to the blue connector at the bottom right of the 

breadboard. The Female end connects to the 6th GPIO pin on the 

Raspberry Pi (See GPIO image at the start of this project). Get the students 

to compare each other’s work if they are having problems so they can see if 

they are doing it right and if not, they can try change it themselves, then 

assist them if they are still having difficulties. Make sure the students don’t 

pull the wires too hard as they will break; 

10. Locate another Male Female wire, connect the male end to a pin horizonal 

to the small resistor. The Female end connects to the 1st GPIO pin on the 

Raspberry Pi. Get the students to compare each other’s work if they are 

having problems so they can see if they are doing it right and if not, they 

can try change it themselves, then assist them if they are still having 

difficulties. Make sure the students don’t pull the wires too hard as they will 

break; 

11. Find the last Male Female wire, connect the male end to a pin horizonal to 

the long resistor. The Female end connects to the 7th GPIO pin on the 

Raspberry Pi. Get the students to compare each other’s work if they are 

having problems so they can see if they are doing it right and if not, they 

can try change it themselves, then assist them if they are still having 

difficulties. Make sure the students don’t pull the wires too hard as they will 

break; 
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12. The next step for the students is that they need to insert the camera into the 

CSI camera port. This is to the right of the HDMI port on the Raspberry Pi 

and the connector will be either black or white. When doing this project, it 

will be easier to remove the casing of the Raspberry Pi and to just leave the 

base on, this will make it easier to get the camera into the connector; 

13. To insert the PiCamera ribbon all you need to do is gently raise the bar 

upwards a few millimetres and the ribbon should slide into the connector 

easily. Be careful when doing this as it is delicate; 

14. The students need to make sure that the blue side of the ribbon is facing 

the ethernet port. Then slide the ribbon in and once it is in place, gently 

push the connect back down and you should hear a click. It should then be 

secure and not be able to be pulled out. Make sure students don’t pull on 

the ribbon as it is delicate; 

15. When the students finish inserting the ribbon they need to take the cover off 

the end of the camera otherwise you won’t be able to capture any images, 

and again make sure to be careful because the camera is delicate; 

16. When the students are connecting the TFT screen to the Raspberry Pi 

GPIO pins they need to do it carefully, so none of the pins get bent, making 

sure the HDMI ports are aligned on the side. If there are problems with this 

check the pins are all straight and the students are inserting them in the 

correct way. If the pins are bent straighten them back up, you can use 

something small to carefully straighten the pins. Make sure the HMDI is fully 

inserted into the TFT screen and the Raspberry Pi. The HDMI port is 

located at the bottom of the Raspberry Pi. If the students are using a 

monitor then connect it to that instead, you will then not need the TFT 

screen; 

17. Powering on the Raspberry Pi needs to be done last. Make sure the 

students have plugged the power supply into the walls power outlet and 

have turned on the switch. Then they need to connect the mini USB cable 

to the power socket on the Raspberry Pi, which is located on the bottom left 

of the Raspberry Pi. When this is all done a red light should appear and a 

green/ amber light flashing as the Raspberry Pi starts booting up. If this 

doesn’t appear take out the power supply and make sure all the wires and 

everything else is in the correct place and is fully inserted. Then retry it by 

inserting the power supply into the Raspberry Pi again; 

18. Make sure the students let the Raspberry Pi boot up fully and they don’t 

touch anything. You don’t need to worry about logging in it will automatically 

do that for you with the username: pi and password: raspberry; 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

Page 7 of 8 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

19. When the students click on the terminal tab, they only need to press it once 

and let it load, otherwise if you spam click it, it will load up multiple windows. 

The tab is located at the top left of the screen; 

Code Support 

20. Working from the terminal allows the students to understand the inner 

workings of the OS and become accustomed to using CLI instead of relying 

on the GUI; 

21. Raspi-config allows the OS to interface with the Pi camera and recognize 

the data being collected from it; 

22. Test.sh confirms that the circuit is correct and there are no hardware issues 

that would then prevent the project working properly; 

23. Make sure the file is saved with a related file name; 

24. ls shows all the files located at the current directory, which should include the 

test.sh file, which will appear grey now; 

25. Chmod changes the permissions of the file, allowing for execution of the file; 

26. In many cases like the default user on the Raspberry Pi you need to type 

sudo before a command like execution because that user is not a root user; 

Magdoor Code 

27. Make sure the students understand the importance of the CLI; 

28. There is also Vi alongside Nano for text editors, but Nano is slightly easier to 

start learning than Vi; 

29. This command specifies pin 4 to be used by the OS; 

30. This command specifies pin 4 to be an input and receive data from; 

31. There still needs to be separation of different areas of code, this is mainly for 

ease of viewing instead of being necessary; 

32. while true; do must have a conditional statement that is set to true. While 

the input sensor is sending a signal of 0 then this section of the code repeats. 

Once the signal changes to a 1 then the next do statement is initiated, taking 

a picture and 10s video and saving the file with the time and date stamp. 

Once the signal then changes back to 0 then the Door Closed code is then 

executed and the code then returns to the while true; do section, waiting for 

a change; 

33. Make sure the students save the file with a memorable file name; 

34. Chmod changes the permissions of the file, allowing for execution of the file; 

35. In many cases like the default user on the Raspberry Pi you need to type 

sudo before a command like execution because that user is not a root user. 
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Plenary (suggested time 5 minutes) 

Conclude with a few questions for the students to understand the applications of 

this project.  

(Possible questions include) 

• How can this project be applied to a real-world situation? 

• What can be done to make the Raspberry Pi as secure physically and 

digitally as possible? 

• How can this project be developed further? 

Conclude the project using the material highlighted within the conclusion section 

online to summarise its importance. 

Additional Notes  

When coding it is important that the students understand the need for continuous 

testing, it is very easy to jump in and write the whole code, but this can cause issues 

at the end and trying to compile the code. By breaking the project down into its core 

components, you can plan the code properly and make sure it executes properly as 

you go along.  

This project can be developed to also provide email alerts and send the video and 

images through with that email. Instruct confident students to experiment with 

adding email notifications to the projects if they feel confident.  

Conclusion 

This project is more advanced than the previous projects and introduces a range of 

new components that can all be configured to work with the Raspberry Pi. The next 

development of this project would be to configure an email server. It is important to 

remember that simple email servers require the email address and password for the 

email for it to send, this information can easily be accessed in plain text by accessing 

the email config files and needs to be kept sensitive. Instruct the students to 

research how they would develop this project, what additional electronics could be 

attached to it and what code would be required to make it work. Another 

development could be to combine it with some kind of facial recognition software, 

so the alert would be sent if the face couldn’t be identified but allowed specific users 

to enter.  
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