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Fail2Ban Pi – Student Worksheet  

Learning Outcomes 

• Learn the basics of IoT; 

• Understand the concepts of Fail2Ban; 

• Learn how Fail2Ban can be used.  

Background 

Raspbian is a Debian-based computer operating system for the Raspberry Pi computer. There are several 

versions of Raspbian including: Raspbian Stretch and Raspbian Jessie. Raspbian was created by Mike 

Thompson and Peter Green as an independent project, with an initial build completed in June 2012. Since 

2015, Raspbian has been officially provided by the Raspberry Pi Foundation as its primary operating 

system for the family of Raspberry Pi single-board computers and is highly optimized for the Raspberry Pi 

line's low-performance ARM CPUs. 

The internet of things, or IoT, is a system of interrelated computing devices, mechanical and digital 

machines, objects, animals or people that are provided with unique identifiers (UIDs) and the ability to 

transfer data over a network without requiring human-to-human or human-to-computer interaction. 

IoT devices could be a person with a heart monitor implant, a farm animal with a biochip transponder, an 

automobile that has built-in sensors to alert the driver when tire pressure is low or any other natural or 

man-made object that can be assigned an IP address and is able to transfer data over a network. 

Increasingly, organisations in a variety of industries are using IoT to operate more efficiently, better 

understand customers to deliver enhanced customer service, improve decision-making and increase the 

value of the business. 

Fail2Ban is a ‘daemon’ (background process) that scans defined log files and bans IP Addresses that show 

the malicious signs. It protects your Raspberry Pi from too many password failures or hackers seeking for 

exploits. Moreover, it is a strong capability to protect your network from cyber attackers especially if you 

allow outside SSH traffic or any traffics from an outside network to your Raspberry Pi. Fail2Ban supports 

a loT of services (sshd, apache, qmail, proftpd, sasl, asterisk, etc) and can be integrated with your IPTables. 

Fail2Ban is very easy to install and setup and will drastically improve security on your Raspberry Pi. It is a 

great tool and a must have tool to protect you from brute-force attacks. Apache is one of the most widely 

used and popular web servers in the world, so it is important to protect your website and users from 

Brute-force attacks. Fail2ban is an open-source intrusion prevention software written in Python which 

continuously analyses various services’ log files (like Apache, ssh, postfix …), and if it detects malicious 

attacks, then it creates rules on the firewall to block hackers IP addresses for a specified amount of time. 

Fail2Ban also informs a system admin with an email of its activity. 

In this project you will learn how to install fail2ban and configure it to monitor your Apache logs for 

malicious authentication failure attempts. 
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

Slot 4 + 5 Slot 1 Raspberry Pi + Case 

Slot 5 Slot 10 Raspbian SD Card 

Slot 9 Slot 2 TFT Screen 

Slot 3 Slot 11 HDMI 

Slot 3 Slot 11 Wireless Keyboard 

Slot 5 Slot 12 Wireless Mouse 

Slot 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 

mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 

the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 

TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 

monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 

power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 

should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 

up; 

Step 6: Once the Raspbian OS has booted up you will be sign in automatically; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet using 

an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 
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Step 8: The initial settings for Fail2Ban are located at ‘/etc/fail2ban/jail.conf’. You can see all the 

default settings for many services that you are being protected against. However do not edit 

any of these settings in your ‘/etc/fail2ban/jail.conf’ file. You will want to edit the 

‘/etc/fail2ban/jail.local’ file and add your configurations there. Lets edit our SSH Fail2Ban 

configurations. Open up the ‘/etc/fail2ban/jail.local’ file with the following command: 

sudo nano /etc/fail2ban/jail.local 

Step 9: Your jail.local file should be empty. Let’s add the following settings: 

 [ssh] 

  

enabled = true 

port = ssh 

filter = sshd 

logpath = /var/log/auth.log 

bantime = 900 

banaction = iptables-allports 

findtime = 900 

maxretry = 3 

Step 10: After pasting the settings hit CTRL+X and then Y to save the configuration file. Below is what 

each line in the configuration means and what you can edit; 

enabled: Determines whether or not the filter is turned on. 

port: The port Fail2Ban should be referencing in regards to the service. If using the default 

port, then the service name can be placed here. If you changed your SSH port to something 

else you would need to write the new port number here. 

filter: The name of the file located in ‘/etc/fail2ban/filter.d’ that contains the failregex 

information used to parse log files appropriately. 

logpath: The path to your log file. 

bantime: The length of time in seconds that the IP Address will be banned for. In my example 

I used ‘900’ seconds which would be 15 minutes. If you want to ban an IP Address 

permanently then you will set the bantime to ‘-1’. 

banaction: The action to take when banning an IP Address. 
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findtime: The length of time between login attempts before a ban is set. For example, if 

Fail2Ban is set to ban an IP after three failed log-in attempts, those three attempts must occur 

within the set findtime limit. The findtime value should be a set number of seconds. 

maxretry: How many attempts can be made to access the server from a single IP before a ban 

is imposed. 

Step 11: Restart Fail2Ban with the following command to make your configuration settings live; 

sudo service fail2ban restart 

Step 12: At this point Fail2Ban is configured and your server will be protected from brute-force attacks 

however all bans will be cleared upon restarting Fail2Ban or rebooting the server. If you 

manage to ban yourself, you can simply restart your Raspberry Pi. You can check your 

IPTables list with the following command to see all your banned IP Addresses; 

sudo iptables -L -n --line 

Step 13: If you need to unban an IP Address use this command. Change the number to the line you 

want to remove; 

sudo iptables -D fail2ban-ssh 1 

Step 14: Now we are going to move on from SSH protection and learn about HTTP DOS protection. For 

this you will need to create a new file. To create new jail.local file, run; 

sudo nano /etc/fail2ban/jail.local 

Step 15: Add the following content; 

[apache] 

enabled  = true 

port     = http,https 

filter   = apache-auth 

logpath  = /var/log/apache2/*error.log 

maxretry = 3 

findtime = 600 

ignoreip = (your IP address) 

  

[apache-noscript] 

enabled  = true 

port     = http,https 

filter   = apache-noscript 
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logpath  = /var/log/apache2/*error.log 

maxretry = 3 

findtime = 600 

ignoreip = (your IP address) 

  

[apache-overflows] 

enabled  = true 

port     = http,https 

filter   = apache-overflows 

logpath  = /var/log/apache2/*error.log 

maxretry = 2 

findtime = 600 

ignoreip = (your IP address) 

  

[apache-badbots] 

enabled  = true 

port     = http,https 

filter   = apache-badbots 

logpath  = /var/log/apache2/*error.log 

maxretry = 2 

findtime = 600 

ignoreip = (your IP address) 

Step 16: Save and close the file by holding down Ctrl and x together, then press y and enter. You will 

need to start the apache server so type sudo service apache2 start. 

Once you have started the apache server you will need to restart fail2ban for the changes to 

take effect; 

sudo /etc/init.d/fail2ban restart 

Step 17: You can verify the rules that were added by Fail2Ban in iptables using the following command; 

sudo iptables -L 

Step 18: You can find the details of each jail described below; 
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[apache] : this jail is used to block failed login attempts. 

[apache-noscript] : this jail is used to block remote clients who are searching for scripts on the 

website to execute. 

[apache-overflows] : this jail is used to block clients who are attempting to request suspicious 

URLs. 

[apache-noscript] : this jail is used to block remote clients who are searching for scripts on 

website to execute. 

[apache-badbots] : this jail is used to block malicious bot requests. 

Step 19: You can find the details of each rule described below; 

enabled : this option means Apache protection is on. 

port : this option specifies the services that fail2ban monitors. 

filter : this option refers the config file located in the /etc/fail2ban/filter.d/ directory. 

logpath : this option specifies the location of log file. 

bantime : this option specifies the number of seconds that a remote host will be blocked from 

the server. 

maxretry : this option specifies the number of failed login attempts before a remote host is 

blocked for the length of the ban time. 

ignoreip : this option allows you to whitelist certain IP addresses from blocking. 

Step 20: Check Fail2ban Banning Status. Once jails are activated, you can check fail2ban using the 

fail2ban-client command; 

sudo fail2ban-client status 

Step 21: You can see a list of all of the jails you enabled; 

sudo fail2ban-client status apache 

Step 22: You can also manually set ban or unban IP addresses. For example, to ban an IP address 

(192.168.0.148) with an apache jail type: 

sudo fail2ban-client set apache banip 192.168.0.148 

To unban an IP address (192.168.0.148) with an apache jail type: 

sudo fail2ban-client set apache unbanip 192.168.0.148 

Step 23: Testing Fail2Ban. It is important to test your fail2ban whether it is working as expected or not. 

Now on a remote machine, open your web browser and type in your IP address. When the 

Apache page loads this means that the server is up and running, now if you were to run a DOS 

attack against it, Fail2Ban would recognize this and once you have reached the limit number 

of requests your IP would be blocked and unable to access the site. 
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Step 24: For this project you will be banning your IP address from the apache server so you will need to 

type the following command as like the previous step; 

sudo fail2ban-client set apache banip (your IP address) 

Now try reloading the apache server page, it should not reload and should come up with a 

page like in the image below. 

 

Step 25: Check the status with the fail2ban-client command; 

Sudo fail2ban-client status apache 

You will see your IP address being blocked from the site. 

Step 26: Now, you have enough knowledge to configure fail2ban. Using fail2ban is a good and easy 

way to stop flooding (Brute-force attacks). It is also a good way to limit the number of bad 

requests you receive on your Apache web server. There are many other projects that Fail2Ban 

can be used in and this is only scraping the surface of what it can do. You can now pack away 

your hardware the project is complete. 

Conclusion 

This project has been designed to introduce you to Fail2Ban and the applications it has within IoT. You will 

have run multiple commands and written a small python script that will configure the raspberry pi to be 

able to run as an IPS. Fail2ban is a good and easy way to stop flooding (Brute-force attacks) and is also a 

good way to limit the number of bad requests you receive on your Apache web server.  
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Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.    
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