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How to find the IP address of a VM 
Introduction 
The servers that have been provided by Cyber Security Associates (CSA) are an ideal platform for 
students to develop and test their skills with Kali Linux in a safe environment with a target machine 
that is intentionally vulnerable. Metasploitable2 was created by Rapid7 who also created the tool 
Metasploit to allow anybody to learn how to use famous exploits and how to use Metasploit. There 
are many ways to discover the IP addresses once the server has booted up, including using tools like 
netdiscover and nmap but this method allows you (the teacher) to easily allocate target machines IP 
addresses without the hassle of a network scan.  

This walkthrough shows you how to connect the server and then access the VMware management 
system (ESXi) and connect to the target machines within this system so you have quickly allocate IP 
addresses and provide more time for the students to develop their skills. It is advised that only 2 
attackers computers are allocated to a target at any point in time, some of these vulnerabilities only 
allow 1 connection at a time and can be frustrating to the students and also possibly crash the target 
machines.  

Walkthrough 
Step 1: Connect one end of the Ethernet lead to Eth1 on the server; 
Step 2: Connect the other end to port 1 on the router; 
Step 3: Connect one end of the DVI lead to a DVI port on a screen; 
Step 4: Connect the other end of the DVI lead to the DVI port on the server; 
Step 5: Make sure the power lead is connected to the server and has power; 
Step 6: Press the power button on the server; 
Step 7: Allow the server to boot up, this can take up to 5 minutes; 
Step 8: Once the server has booted completely you will find an IP address in the 

bottom ½ of the screen; 
Step 9: Make sure a PC or laptop is connected to the network provided by the router 

(Look on the base of the router for the BSSID and password); 
Step 10: Open a browser; 
Step 11: In the URL bar type in the IP address that is presented on the screen attached 

to the server; 
Step 12: You will be directed to the ESXi admin page; 
Step 13: The username and password are stuck to the top of the server 

(root:Pa$$w0rd1234); 
Step 14: Once you have logged into the ESXi admin page you will be presented with the 

management page; 
Step 15: On the left hand side of the page is a menu list, one of these options will be 

“Virtual Machines”, click on this option; 
Step 16: You will be presented with a list of the VM’s that are installed and activated on 

the server (Student01, Student02, etc); 
Step 17: Click on one of the VM’s, this will take you to a new page with multiple options 

for this VM; 
Step 18: There will be an image of the screen that shows the screen of the VM, click on 

it and a new window will open; 
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Step 19: After a few seconds the window will finish loading and you will be asked for 
login credentials for Metasploitable2, username:msfadmin 
password:msfadmin; 

Step 20: Once you have logged into the VM you will have a command line interface, type 
ifconfig and hit Enter; 

Step 21: You will be able to identify the IP address of that VM from the information that 
is presented to you; 

Step 22: Once you have found the correct IP address let the students that are going to 
attack that particular VM know their target; 

Step 23: Type logout to exit the VM and you can press the close icon in the top right of 
the window; 

Step 24: Click the “Virtual Machines” option again and repeat for as many VM’s that 
are required; 

Step 25: This is the end of the walkthrough. 
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