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Mini HP Range Worksheet 
Background 
Cyber Security Associates have provided you with a HP MicroServer Gen8 which is capable of running 
a number of Virtual Machines. 

The server has been pre-configured to have 12 vulnerable virtual machines running. This will allow 
students to connect to the segregated (no internet) network and test their skills at exploiting and 
hacking the vulnerable machines. 

If the virtual machine is destroyed or broken during the exploitation and hacking then a USB stick is 
provided to create a new virtual machine. 

Equipment 
In the Peli case you will find the following: 

HP MicroServer Gen8 1 x Server Power Lead 1 x VGA to VGA Cable 
1 x USB Keyboard 1 x USB Mouse 1 x TP Link Wireless Router 
1 x Router Power Supply 1 x Cat5 Network Cable  

Set-up of the Range 

Step 1: Ensure you have an external monitor that has a VGA port or use a VGA to HDMI 
adapter; 

Step 2: Remove the HP MicroServer and Server Power lead from the Peli case and plug in 
the power lead to the MicroServer; 

Step 3: Remove the USB Keyboard and Mouse from the Peli case and connect to the 
MicroServer; 

Step 4: Connect the VGA cable to the back of the MicroServer and connect the other end 
to the monitor; 

Step 5: Remove the Wireless Router, Power Supply and Cat5 Cable from the Peli Case; 

Step 6: Connect the Power supply to the wireless router and connect the Cat5 cable to 
port 1 on the back of the router with the yellow ports; 

Step 7: Connect the other end of the Cat5 Cable to the back of the MicroServer into 
Network port 1; 

Step 8: Now power on the MicroServer and Wireless Router; 

Step 9: Once the MicroServer has booted up you will see the ESXi Main Screen; 
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Step 10: The IP Address for the ESXi Virtual Server is shown at the bottom and will be 
something like http://192.168.0.112 ; 

Step 11: Using your laptop you will need to connect to the wireless router, the Access Point 
name and password is written on the bottom of the router; 

Step 12: Once the laptop is connected to the router you will be able to open a browser and 
connect to the above IP Address; 

Step 13: You will get a warning message that the connection is not secure, this is due to the 
server using a self-signed certificate. Click continue and you will get the ESXi web 
portal login page; 
 

 
 

Step 14: Log in using the username and password provided; 

Step 15: Once logged in you will get the main management portal for the ESXi Server; 
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Step 16: All the Student virtual machines are set to auto start on power up; 

Step 17: If you need to install a new virtual machine then plug in the USB stick with the 
Virtual Machine image; 

Step 18: Click on Create/Register VM; 

Step 19: Click on Deploy a virtual machine from an OVF or OVA file; 
 

 
 

Step 20: Enter the name of the VM (student**) and then click the Click to select files or 
drag and drop; 

 
 

Step 21: Select the 3 files on the USB stick and click finish, this will upload the files and 
create your new vulnerable student machine; 

Disclaimer 
Any actions and or activities related to the material contained within this document is solely your 
responsibility. The misuse of the information in this document can result in criminal charges brought 
against the persons in question. Cyber Security Associates Limited will not be held responsible for any 
criminal charges brought against any individuals misusing the information in these projects to break 
the law.  
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