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Probequest Pi – Student Worksheet  
 

Designed by Taylor Watson and Ross Williams 

Learning Outcomes 
• Configure a wireless interface to run in monitor mode; 
• Sniff for probes being sent out by nearby devices; 
• Identify the MAC addresses of devices. 

Background 
Kali Linux is a Debian-based Linux distribution aimed at advanced Penetration Testing and Security 
Auditing. Kali contains several hundred tools which are geared towards various information security tasks, 
such as Penetration Testing, Security Research, Computer Forensics and Reverse Engineering 

Wi-Fi devices are continually emitting probe frames, calling out for nearby Wi-Fi networks to connect to. 
Beyond being a privacy risk, probe frames can also be used to track or take over the data connection of 
nearby devices. We'll explain how to see nearby devices emitting probe frames using Probequest and 
what can be done with this information. In order to function, Wi-Fi devices are always doing one of two 
things to try to discover available networks; they either send out beacon frames or probe frames. 

This toolkit allows you to sniff and display the Wi-Fi probe requests passing near your wireless interface. 
Probe requests are sent by a station to elicit information about access points, in particular to determine 
if an access point is present or not in the nearby environment. Some devices (mostly smartphones and 
tablets) use these requests to determine if one of the networks they have previously been connected to 
is in range, leaking personal information. 

Wi-Fi access points (APs) emit packets called beacon frames which contain information about the access 
point they are advertising. This information allows nearby devices to be aware that the access point 
exists and to decide whether or not the network has been connected to before. If the network is 
recognized by a device, the device will attempt to connect to the network. 

Probe frames function in almost the opposite way of beacon frames. The client device will send out 
packets searching for Wi-Fi networks to which it has recently been connected. This allows you to quickly 
and seamlessly reconnect to networks like your home or work network if you are disconnected or 
momentarily wander out of the coverage of the network. 

This practice has attracted attention from security researchers like Mathy Vanhoef, who showed that 
probe frames can be used to track users with a high degree of precision and that even attempts to 
prevent this (like randomizing the MAC address used in probe frames sent by client devices) is not very 
useful in preventing tracking. Mathy's work has uncovered many ways of reading into the information 
contained in probe frames, including multiple ways of revealing a nearby device's real MAC address. 
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MAC address randomization is often done in ways that are not consistent or genuinely random enough 
to be effective, including sending the device's real MAC address in response to any beacon frame the 
device recognized, including ESSID's like "Google Starbucks." This means most people walking by a 
coffee shop with free Wi-Fi they've used before are momentarily de-cloaked while they are within 
range. 

Aside from bad MAC address randomization, the information elements contained in probe frames 
include information that is often enough to create a fingerprint for tracking a device. This is because 
many devices do not follow the Wi-Fi standard exactly and arrange their elements slightly differently. 
The elements can be in different order or may contain some vendor-specific information. 

Because the data in the information elements contained in the probe frame, as well as the incremental 
sequence number of the packets being sent, can be used to zero in on specific devices, probe frames 
provide arguably the cheapest way to automatically spy on targets both from a distance and up close. By 
using tools like Wigle Wi-Fi, we can also look for the physical address a target device has been to 
recently by inputting the ESSID we see in probe frames into the search to see if we can find a matching 
access point in our area. 

Using probe frames and the ability to decloak or track users, we can learn a lot of information. Besides 
being able to detect intruders in areas they're not supposed to be, we're also able to monitor human 
activity and keep track of when people come and go. We can see what networks people have permission 
to connect to, and with multiple Wi-Fi sensors, we can track their movement in real time. Major retailers 
use this practice to monitor customer traffic flow through stores, using it to sell the retail space 
customers spend the most time to manufacturers at a premium. 

Because probe frames are essentially a device sending an identifiable ping at regular intervals, you can 
track devices with a directional antenna with high precision. Because Wi-Fi has a line of sight range, a 
directional antenna can observe activity in a location a mile away to determine who is home and what 
devices are present without being anywhere near the area. Combined with a system like a license plate 
or facial recognition scanner, probe frames could allow a hacker to tie your cell phone to your face or 
vehicle just by setting up a camera and a directional antenna. 

The ability to track a target via their smartphone or laptop allows for hackers to design attacks that act 
intelligently, reacting to the presence of a target's devices by performing a malicious action like jamming 
one person's machine from being able to join nearby networks. Also, an attacker can use the 
information contained in probe frames to construct an attack to take over the data connection on a 
target's device. 

By listening in on probe frames, an attacker can attempt to take over the data connection of the target 
device by taking advantage of the information contained in probe frames. While many devices will no 
longer put the ESSID of the network they're looking for into their probe frames, there is a sizable 
percentage that either still does all the time or will under certain circumstances. 
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

(Base) 4 + 5 Slot 1 Raspberry Pi + Case 

(Base) 5 Slot 11 Kali Linux SD Card 

(Base) 9 Slot 2 TFT Screen 

(Level 1) 3 Slot 11 HDMI 

(Level 1) 3 Slot 11 Wireless Keyboard 

(Level 1) 5 Slot 12 Wireless Mouse 

(Level 1) 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Kali SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 
mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 
the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 
TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 
monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 
power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 
should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 
up; 

Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 
toor; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet using 
an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 
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Step 8: Installation of Probequest is very straightforward. In a new terminal window, type the following 
to install Probequest. If you get an error saying you don't have pip3, you can install it by typing 
apt install python3-pip into the terminal window, then try the command below again. 

Step 9: Now type sudo pip3 install --upgrade probequest 

Step 10: Next, we'll need to locate and put our wireless adapter into monitor mode. To do this, we'll 
open a terminal window and use ifconfig to give you the name of the network adapters that 
are connected. In Kali Linux, yours should be something like wlan0; 

Step 11: With the adapter name known, we can then use Airmon-ng, making the final command to type 
airmon-ng start wlan0 to start the adapter in monitor mode. This will also change the name of 
the adapter, so run ifconfig again to check the new name. It should be something like 
wlan0mon in Kali; 

Step 12: Once Probequest is installed and our card is in monitor mode, we can type probequest in a 
terminal window to see the primary commands; 

Step 13: The most basic command we can pass to Probequest to start seeing probe frames is as 
follows; 

probequest -i wlan0mon 

Step 14: With this simple command, Probequest will start listening in on the current channel. As you'll 
notice in the output, the information is also checked against a definition list to determine the 
manufacturer of the devices transmitting nearby. 

Based on the information we see, the identity of systems operating nearby should become 
clear. Expect to see brands that are printers, cell phones, IoT devices like Sonos and Nest 
Cams, and other nearby devices. 

If we want to be more specific, we can also use Probequest's -e and -s flags to exclude or only 
include devices calling for a particular network, respectively; 

Step 15: There are also many other different ways you can take this project and there is so much more 
you can do. But this is the end of this project and you can now shutdown and pack away your 
hardware. 

Conclusion 
This project is designed to introduce you to sniffing MAC addresses from nearby devices. You will have 
learnt how to use basic Linux terminal commands and will now have a better idea of the OS kali, as well 
as done some networking with the ALPHA card by putting it into monitor mode to let it scan. Probequest 
is an extremely powerful tools, and this tutorial is just scratching the surface of what you can achieve with 
it. Keep in mind that the Raspberry is limited in processing power and will not be able to handle large 
volumes of traffic accurately. As such, this should obviously not be used in production environments.  
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Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.    
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