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System Admin Interface Pi – Student 
Worksheet  

Learning Outcomes 

• Learn the basics of IoT; 

• Understand the concepts of a System Admin Interface; 

• Learn how a System Admin Interface can be used. 

Background 

Raspbian is a Debian-based computer operating system for the Raspberry Pi computer. There are several 

versions of Raspbian including: Raspbian Stretch and Raspbian Jessie. Raspbian was created by Mike 

Thompson and Peter Green as an independent project, with an initial build completed in June 2012. Since 

2015, Raspbian has been officially provided by the Raspberry Pi Foundation as its primary operating 

system for the family of Raspberry Pi single-board computers and is highly optimized for the Raspberry Pi 

line's low-performance ARM CPUs. 

The internet of things, or IoT, is a system of interrelated computing devices, mechanical and digital 

machines, objects, animals or people that are provided with unique identifiers (UIDs) and the ability to 

transfer data over a network without requiring human-to-human or human-to-computer interaction. 

IoT devices could be a person with a heart monitor implant, a farm animal with a biochip transponder, an 

automobile that has built-in sensors to alert the driver when tire pressure is low or any other natural or 

man-made object that can be assigned an IP address and is able to transfer data over a network. 

Increasingly, organisations in a variety of industries are using IoT to operate more efficiently, better 

understand customers to deliver enhanced customer service, improve decision-making and increase the 

value of the business. 

In this project you will go through all the steps to set up the Webmin software package for the Raspbian 

operating system. Webmin is an excellent capability if you wish to have a web-based interface for system 

administration. It removes the need to manually edit configuration files and makes administration 

significantly easier. You can easily setup, modify and control applications such as an Apache HTTP server, 

SQL, Postfix, DHCP, PHP and many other software packages. These require a bit of setting up so check out 

the Webmin wiki page once you have it installed. There are modules that you can use to extend the 

functionality of Webmin. For example, Virtualmin is a module that manages multiple virtual hosts through 

a single interface.  

This project will allow you to configure Webmin to send emails from an email account to another from 

the interface without having to go to the account to login. This can be used to send emails automatically 

by Webmin to alert you to when there is a scheduled backup or when background monitoring is 

performed. 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

Page 2 of 7 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

 

Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

Slot 4 + 5 Slot 1 Raspberry Pi + Case 

Slot 5 Slot 10 Raspbian SD Card 

Slot 9 Slot 2 TFT Screen 

Slot 3 Slot 11 HDMI 

Slot 3 Slot 11 Wireless Keyboard 

Slot 5 Slot 12 Wireless Mouse 

Slot 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 

mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 

the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 

TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 

monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 

power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 

should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 

up; 

Step 6: Once the Raspbian OS has booted up you will be sign in automatically; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet using 

an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 
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Step 8: Open up the terminal, and type the following command sudo dpkg  --install 

webmin_1.890_all.deb; 

Step 9: You should now be able to access Webmin by going to the Pi’s IP address followed by the port 

10000; 

Step 10: Find out the Raspberry Pi’s IP address by using ifconfig; 

 

Step 11: Below is an example of my address to access Webmin; 

https://192.168.0.142:10000 

 

Step 12: You will receive a warning because the SSL will be invalid. It is safe to ignore this as we can’t 

receive a valid SSL certificate on an IP address. Enter your username and password. If you 

haven’t changed it then the username will be pi and the password will be raspberry; 

 

Step 13: Once the interface has loaded up go to the drop-down menu at the top left and select 

Webmin then select Webmin configuration; 
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Step 14: You are now ready to move onto configuring any options that you wish to alter; 

Step 15: There are a ton of options that you can configure in Webmin. These options include changing 

your SSL encryption, adding modules, logging, managing users, managing software packages 

and so much more. We will be picking the sending emails option so click on the button; 

Step 16: Now you will need to make a new Gmail account. You can quickly make one by going to 

google and signing up. Don’t use an existing one as you will have to input your password in 

clear text, so just create a new one. You will now need to make sure you have on Less secure 

app access this is so that Webmin can login to your account and send emails from it. So, to 

enable this you will need to go to your google account settings and into security and then 

down too Less secure app access. It will recommend you to not have the option enabled but 

just ignore this; 

Step 17: Once you have made your account and changed the settings go back to your Raspberry Pi. 

You are now ready to start configuring the mail sending options.  
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So firstly, out of the three options on the first line under local mail server you will need to 

select Via SMTP to remote mail server. Then under this you will need to set the SMTP server, 

so type smtp.gmail.com into the empty box; 

 

Step 18: The next step is to enable Use SSL encryption? so make sure the box is ticked. Then you will 

now want to enable Use port number and then in the box next to it type 465 as this is the 

port that email server uses to send emails; 

 

Step 19: You will need to set the SMTP sever authentication. So, you will need to enable Login as and 

then type <your google username> in my case it is johnsmithgoat12345. Then you need to 

type your password in the box under; 

 

Step 20: The next step is to set the SMTP authentication method to Login; 

  

Step 21: Now you want to select Address next to the heading From address for email from Webmin, 

and type in your Gmail account you want to the email from. Then Press save; 

 

Step 22: You might be taken back to the menu once you press save if so, just go back into the sending 

emails option; 
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Step 23: Now you are ready to test to see if you can send an email from your account. So, type the 

email address you want to send the email too. Make sure you can access the email account on 

the Raspberry Pi or laptop or phone. If you don’t have an existing email account or can’t 

access it, create a new one quickly like you did before; 

 

Step 24: You can change the message subject and message contents to what ever you want, I just kept 

it the same for now; 

 

Step 25: Now click the send email button and check your emails you should have an email in your 

inbox sent from the email you specified saying what you typed into the message contents; 

 

Step 26: There are also many other different ways you can take this project and there is so much more 

you can do with the system admin interface. But this is the end of this project and you can 

now shutdown and pack away your hardware. 

Conclusion 

This project is designed to introduce you to a system admin interface and the applications it has within 

IoT. You will have run multiple commands that will configure the Raspberry Pi to be able to set up a local 

host browser on port 10000 which will have a system admin interface running on it. Next you configured 

Webmin to send an email from your email account to another remotely. Webmin is an extremely powerful 

application and has many different tools, and this project is just scratching the surface of what you can 

achieve with it, there are so many different projects you can build around this.  
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Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.    
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