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Telegram CLI Pi – Student Worksheet  
Learning Outcomes 

• Learn the basics of IoT 

• Understand the concepts of the Telegram chat application 

• Learn how Telegram can be used with a Raspberry Pi. 

Background 

Raspbian is a Debian-based computer operating system for the Raspberry Pi computer. There are several 

versions of Raspbian including: Raspbian Stretch and Raspbian Jessie. Raspbian was created by Mike 

Thompson and Peter Green as an independent project, with an initial build completed in June 2012. Since 

2015, Raspbian has been officially provided by the Raspberry Pi Foundation as its primary operating 

system for the family of Raspberry Pi single-board computers and is highly optimized for the Raspberry Pi 

line's low-performance ARM CPUs. 

The internet of things, or IoT, is a system of interrelated computing devices, mechanical and digital 

machines, objects, animals or people that are provided with unique identifiers (UIDs) and the ability to 

transfer data over a network without requiring human-to-human or human-to-computer interaction. 

IoT devices could be a person with a heart monitor implant, a farm animal with a biochip transponder, an 

automobile that has built-in sensors to alert the driver when tire pressure is low or any other natural or 

man-made object that can be assigned an IP address and is able to transfer data over a network. 

Increasingly, organisations in a variety of industries are using IoT to operate more efficiently, better 

understand customers to deliver enhanced customer service, improve decision-making and increase the 

value of the business. 

Raspberry Pi has always been fun and easy to build projects. In this project you will learn another 

interesting way to share data (files/photos/videos/audios/text) between the Raspberry Pi and your 

Mobile phone through a popular chat application called Telegram. 

For those who are new to Telegram, it is a chat-based application available in play store for Android (also 

available for iPhone and windows) that is very similar to WhatsApp. One special features of this 

application is that it can support ‘bots’, which allows the application to be used by both ourselves and 

machines. In this project the machine will be Raspberry Pi, and once you have trained Raspberry Pi on 

how to act as a bot, anyone (if you make it public) can chat with your Raspberry Pi. This will be like chatting 

to any normal person and will allow you to share Photos Pictures Documents and Audio files. 
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Hardware Required 

Component Number (Box Case) Component 

Slot 1 Raspberry Pi + Case 

Slot 10 Raspbian SD Card 

Slot 2 TFT Screen 

Slot 11 HDMI 

Slot 11 Wireless Keyboard 

Slot 12 Wireless Mouse 

Slot 13 Power Supply Unit 

Slot 10 Assorted Electronics 

Slot 5 Breadboard 

Slot 11 Male to Female wires 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 

mouse) 

Step 4: Now, we will proceed to next step by learning How we can control the GPIO pins on Raspberry 

Pins using Telegram, so that we provide some hardware support for our bot. In this tutorial we 

will Connect four LEDs to Raspberry Pi GPIO pins and toggle them using natural language 

(chatting like) from Telegram 

Step 5: To set up this you will need to use the diagram bellow and put the LEDs and Male to Female wires 

in the correct positions. The following table will help you determine the pin number and GPIO 

number for the connection of four LEDs 
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Below is the diagram in which four LEDs are connected according to the Table given above 

 

LED Terminal Pin Number GPIO Number 

Green Anode Pin 31 GPIO 6 

Red Anode Pin 33 GPIO 13 

Yellow Anode Pin 35 GPIO 19 

Blue Anode Pin 37 GPIO 26 

Cathode of all four Pin 39 Ground 

Step 6: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on the 

side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the TFT 

Screen. (If using an external monitor connect the HDMI cable directly to the external monitor 

and you do not need to use the TFT Screen) 

NOTE: The lights are required to have the metal pin that is slightly longer in the upper hole of 

the board.  

Step 7: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 

power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You should 

get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot up 
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Step 8: Once the Raspbian OS has booted up you will be sign in automatically. Make sure your Raspberry 

Pi is either connected to your WiFi or connected to the internet using an Ethernet cable and 

connecting it using the Ethernet port on the Raspberry Pi 

Step 9: Open the terminal and type ls, there will be a lot of different files and directories that appear 

for you, we need to move into the right folder to find the tool we are going to use for this project. 

Type cd Documents/CyberPiProjects/IOT/Project_007_Telegram/ 

Type ls and you should see a help file, so to view the contents of the help file type cat 

Telegram_Help to bring up the help file for the project 

Step 10: Go to App Store (iPhone) or Play Store (Android), download and install Telegram on your phone 

or you can go on the web browser version. Now, you can use Telegram. Not yet for the 

Raspberry Pi. Telegram reserves a special kind of accounts for machines, called bot accounts. As 

the owner of your own Pi, you have to obtain a bot account for it. Aside from being a 

smartphone app, Telegram may also be used on a web browser. On your PC, open a browser, 

go to Telegram's Web Version (https://web.telegram.org). It will ask for your phone number, 

then send you an SMS message containing a code. Enter the code, and you will be led to an 

interface very similar to your Telegram app. 

Open Telegram on your phone or browser, search for a user called BotFather (left click menu 

then contacts). As the name implies, he is the Father of All Bots

 

He is a machine. He accepts special commands programmed into him. To obtain a bot account, 

text him /newbot. (you need the slash '/' in front) He will then ask a couple of 

questions on what you want it to be called and so on 
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Step 11: I called my bot CyberPi, but you can give it any name you want. It will then ask for a username 

that must end in _bot, for example CyberPi_bot. At the end of process, you will be given a 

token, something like 123456789:ABCdefGhIJKlmNoPQRsTUVwxyZ. This token represents the 

bot account. You are going to put this token on the Pi 
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Step 13: On the terminal, type python to enter the Python interpreter 

 

In the Python interpreter, enter these three lines 
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import telepot 

bot = telepot.Bot('*** copy bot token from browser ***') 

bot.getMe() 

I have blurred out my bot's token and id. You should keep yours secret too. Having the token 

means having access to the bot account. If the last command, getMe(), returns a dictionary 

describing the bot account, all is good 

Type exit() to leave the Python interpreter. If not, you have copied the wrong token. Type 

exit() to leave the Python interpreter. Then type python to come in again and repeat those 

three lines of code 

 

Step 14: The bot that we just created on Telegram is just like a baby, it cannot do anything on its own 

unless we teach it what and how to do things. This teaching can be done through Raspberry Pi 

and Python script. In this tutorial I have programmed the bot to perform some basic actions like 

sending a message, Photo, and to be able to turn on and off LEDs. So, when you say a particular 

command it will respond with a particular action the command and action 

Type  nano CyberPi 

 

Step 15: The first step is to import all the libraries, we make use of the time, timedate 

library to read the current time for Raspberry pi. As well as the random and sys libraries 

import random 

import sys 

import time 

import datetime 
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Step 16: For this program to work, we need the telepot downloaded and imported in our Raspberry Pi, 

along with the GPIO library as shown below 

import RPi.GPIO as GPIO 

import telepot 

from telepot.loop import MessageLoop 

 

Step 17: We will be controlling for LED lights using this program and the colour of the LEDs will be Blue, 

Yellow, Red and Green. They are connected to the pins shown in circuit diagram let us define the 

pin names for these LEDs based on their colour so that it is use them in the program 

blue = 26 

yellow = 19 

red = 13 

green = 6 

 

Step 18: Then we create an object now in which the value for which the datetime is stored and you need 

to setup the GPIO with the following code 

now = datetime.datetime.now() 

GPIO.setmode(GPIO.BCM) 

GPIO.setwarnings(False) 

 

Step 19: The next step would be to define all these LED pins as output pins and define them as 

turned off by default by using the below lines 

GPIO.setup(blue, GPIO.OUT) 

GPIO.output(blue, 0) 

GPIO.setup(yellow, GPIO.OUT) 
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GPIO.output(yellow, 0) 

GPIO.setup(red, GPIO.OUT) 

GPIO.output(red, 0) 

GPIO.setup(green, GPIO.OUT) 

GPIO.output(green, 0) 

 

Step 20: All the actions that has to be done by the Raspberry bot will be defined inside the function action. 

Here we have to make the bot to listen to the message sent from the mobile. For each message 

we send from mobile, there will be a chat id and command. This chat id is required by the 

program to reply back to the sender. So, we save the chat id and, message as shown below 

def action(msg): 

 chat_id = msg['chat']['id'] 

 command = msg['text'] 

 print 'Received: %s' % command 

Step 21: Now, whatever we send from the phone will be saved as string in the variable command. So, all 

we have to do is check for key words in this variable. Python has a command make 

things easy here. For example, if we have to check if the word on is present in the string stored 

in command variable, we can simply use the below line 

 if 'on' in command: 

 

Step 22: Similarly, we check for all keywords, once we receive an on, we proceed to check for which colour 

the user has mentioned. This is also done by the same commands by comparing the same 

keywords. We also update a string named message that can be replied back to the user as a 

status message 

 if 'on' in command: 

  message = "Turned on " 

  if 'blue' in command: 

   message = message + "blue " 
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   GPIO.output(blue, 1) 

  if 'yellow' in command: 

   message = message + "yellow " 

   GPIO.output(yellow, 1) 

  if 'red' in command: 

   message = message + "red " 

   GPIO.output(red, 1) 

  if 'green' in command: 

   message = message + "green " 

   GPIO.output(green, 1) 

  if 'all' in command: 

   message = message + "all " 

   GPIO.output(blue, 1) 

   GPIO.output(yellow, 1) 

   GPIO.output(red, 1) 

   GPIO.output(green, 1) 

  message = message + "light(s)" 

  telegram_bot.sendMessage(chat_id, message) 
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Step 23: As shown above we look for keywords like green, blue, red, yellow and all and Turned on 

that particular LED alone. Once the job is done, we send a message back to the user about what 

just happened. The same method can be used to turn off the lights off well 

 if 'off' in command: 

  message = "Turned off " 

  if 'blue' in command: 

   message = message + "blue " 

   GPIO.output(blue, 0) 

  if 'yellow' in command: 

   message = message + "yellow " 

   GPIO.output(yellow, 0) 

  if 'red' in command: 

   message = message + "red " 

   GPIO.output(red, 0) 

  if 'green' in command: 

   message = message + "green " 

   GPIO.output(green, 0) 

  if 'all' in command: 

   message = message + "all " 

   GPIO.output(blue, 0) 

   GPIO.output(yellow, 0) 

   GPIO.output(red, 0) 

   GPIO.output(green, 0) 

  message = message + "light(s)" 

  telegram_bot.sendMessage (chat_id, message) 
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Step 24: Further down inside the function we compare this command with a predefined text and perform 

particular tasks. This first command will be /hi to which the bot will reply Hi! Alex 

        if command == '/hi': 

                telegram_bot.sendMessage (chat_id, str("Hi There!")) 

 

Step 25: The next command is /roll, this will give you a random number from 1-6 by the bot when entered 

        if command == '/roll': 

                telegram_bot.sendMessage(chat_id, random.randint(1,6)) 

 

Step 26: The next command will be /time, to which we reply the current time. We already have the time 

and date in now, here simply split it based on hour and minute and add it as using the str function 

        if command == '/time': 

                telegram_bot.sendMessage(chat_id, str(datetime.datetime.now())) 
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Step 27: The next command will be /logo, to which the bot will fetch an image from a URL and send it 

to us. An image can be sent from a URL 

        if command == '/logo': 

                telegram_bot.sendPhoto(chat_id, photo = “Here put an image URL") 

 

Step 28: Okay now comes the most important step, this is where we give access of our Telegram bot to 

the Python script. Here we name our bot as telegram_bot and assign it the token address 

that was given by our botfather.  In the line below I have removed the last few digits of my 

token as a matter of privacy. We also use the print get me to display the details of the Bot on 

the shell screen, this will help us notice things working 

telegram_bot = telepot.Bot(‘Insert your token’) 

print (telegram_bot.getMe()) 

 

Hope you understood how the program works, now let us move to next step 

Step 29: Now type the following underneath to finish of the code 

MessageLoop(telegram_bot, action).run_as_thread() 

print 'Up and Running....' 

 

while 1: 

    time.sleep(10) 

 

Step 30: This is what all of the code should look like when it has all been put together 

import random 

import sys 

import time 

import datetime 
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import RPi.GPIO as GPIO 

import telepot 

from telepot.loop import MessageLoop 

 

blue = 26 

yellow = 19 

red = 13 

green = 6 

 

now = datetime.datetime.now() 

GPIO.setmode(GPIO.BCM) 

GPIO.setwarnings(False) 

GPIO.setup(blue, GPIO.OUT) 

GPIO.output(blue, 0) 

GPIO.setup(yellow, GPIO.OUT) 

GPIO.output(yellow, 0) 

GPIO.setup(red, GPIO.OUT) 

GPIO.output(red, 0) 

GPIO.setup(green, GPIO.OUT) 

GPIO.output(green, 0) 

 

def action(msg): 

 chat_id = msg['chat']['id'] 

 command = msg['text'] 

 

 print 'Received: %s' % command 

 

 if 'on' in command: 

  message = "Turned on " 

  if 'blue' in command: 

   message = message + "blue " 
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   GPIO.output(blue, 1) 

  if 'yellow' in command: 

   message = message + "yellow " 

   GPIO.output(yellow, 1) 

  if 'red' in command: 

   message = message + "red " 

   GPIO.output(red, 1) 

  if 'green' in command: 

   message = message + "green " 

   GPIO.output(green, 1) 

  if 'all' in command: 

   message = message + "all " 

   GPIO.output(blue, 1) 

   GPIO.output(yellow, 1) 

   GPIO.output(red, 1) 

   GPIO.output(green, 1) 

  message = message + "light(s)" 

  telegram_bot.sendMessage(chat_id, message) 

 

 if 'off' in command: 

  message = "Turned off " 

  if 'blue' in command: 

   message = message + "blue " 

   GPIO.output(blue, 0) 

  if 'yellow' in command: 

   message = message + "yellow " 

   GPIO.output(yellow, 0) 

  if 'red' in command: 

   message = message + "red " 

   GPIO.output(red, 0) 

  if 'green' in command: 
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   message = message + "green " 

   GPIO.output(green, 0) 

  if 'all' in command: 

   message = message + "all " 

   GPIO.output(blue, 0) 

   GPIO.output(yellow, 0) 

   GPIO.output(red, 0) 

   GPIO.output(green, 0) 

  message = message + "light(s)" 

  telegram_bot.sendMessage (chat_id, message) 

 

        if command == '/hi': 

                telegram_bot.sendMessage(chat_id, str("Hi! Alex")) 

        if command == '/roll': 

                telegram_bot.sendMessage(chat_id, random.randint(1,6)) 

        if command == '/time': 

                telegram_bot.sendMessage(chat_id, 

str(datetime.datetime.now())) 

        if command == '/logo': 

                telegram_bot.sendPhoto(chat_id, photo = 

"https://dcmetrotheaterarts.com/wp-

content/uploads/2017/12/SpongeBob_SquarePantscopy0.png") 

 

telegram_bot = 

telepot.Bot('774574403:AAHkNwb9oQYs72zasOhgODL99zsUCArfR3I') 

print (telegram_bot.getMe()) 

 

MessageLoop(telegram_bot, action).run_as_thread() 

print 'Up and Running....' 

 

while 1: 

    time.sleep(10) 
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Now press Ctrl + X and then press Y and hit enter to save the script 

Step 31: Assuming you have named the file, you have just saved CyberPi.py, type python 

CyberPi.py to run the bot. Open Telegram on your phone or browser, search for your 

bot using its name or username. Once you open your bot, click on start and type in any 

commands like /hi, /time, /roll or /logo and you should be replied to with an answer 
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Step 32: To turn on the LEDs start typing in the following commands, for example to turn on the red and 

yellow light you can use any of the following commands 

1.Turn on Red and Yellow Light 

2.Switch on Red and Yellow colour right 

3.On red and yellow 

4.Please put on the yellow and red light 

And so on. 
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Step 33: As you can see the bot only looks for the Keywords and will ignore the other words in the 

Sentence, this way you can speak to it naturally 

Step 34: Go ahead! Play with your project and have fun. You can take it to a whole new level now. With 

both the tutorial combined we have the power to control any hardware from our Smart phone 

anywhere from the world. Hope you liked the project and enjoyed building something similar 

Step 35: There are also many other different ways you can take this project and there is so much more 

you can do with bots. But this is the end of this project and you can now shutdown and pack 

away your hardware. 

Conclusion 

This project is designed to introduce you to Telegram capability and the applications it has within IoT.  By 

configuring the Raspberry Pi using the telegram capability you would have created a bot to share 

information.  The Telegram Bot can automatically send messages and complete tasks like turning on and 

off LEDs when certain words/commands are sent to it via the app or browser. Telegram is an extremely 

powerful tool, and this project is just scratching the surface of what you can achieve with it, there are so 

many different projects you can build around this.  

Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.    
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