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Twitchbot Pi – Student Worksheet  

Learning Outcomes 

• Learn the basics of IoT; 

• Learn about the concepts of a Twitchbot and how to create one; 

• Learn how a Twitchbot can be used.  

Background 

Kali Linux (Kali) is a Debian-based Linux distribution capability aimed at advanced Penetration Testing and 

Security Auditing. Kali contains several hundred tools which are geared towards various information 

security tasks, such as: Penetration Testing, Security Research, Computer Forensics and Reverse 

Engineering. 

The internet of things, or IoT, is a system of interrelated computing devices, mechanical and digital 

machines, objects, animals or people that are provided with unique identifiers (UIDs) and the ability to 

transfer data over a network without requiring human-to-human or human-to-computer interaction. 

IoT devices could be a person with a heart monitor implant, a farm animal with a biochip transponder, an 

automobile that has built-in sensors to alert the driver when tire pressure is low or any other natural or 

man-made object that can be assigned an IP address and is able to transfer data over a network. 

Increasingly, organisations in a variety of industries are using IoT to operate more efficiently, better 

understand customers to deliver enhanced customer service, improve decision-making and increase the 

value of the business. 

In this project, you will learn how to program your own Twitch Moderator Bot in python that will run on 

the Raspberry Pi. Twitch is a video streaming service which is predominantly aimed at gaming, which has 

chat displayed alongside the video which is a key feature for interacting with the streamers.  

The bot you will build will remain basic but can be adapted with little extra effort into a powerful and 

versatile bot. The basics we will be explaining and showing you how to write is a simple bot that will 

connect into. 

Once connected into Twitch’s IRC (Internet Relay Chat) chat, the bot will continually receive all messages 

and scan for any that matches the ban pattern. Anything that matches the pattern will be automatically 

banned from the server. You can also use this to timeout a user or post a message to the chat when a 

specific phrase is used. While this is a rather basic moderator bot, it is easily extensible with additional 

python knowledge and skills.  
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

Slot 4 + 5 Slot 1 Raspberry Pi + Case 

Slot 5 Slot 10 Kali Linux SD Card 

Slot 9 Slot 2 TFT Screen 

Slot 3 Slot 11 HDMI 

Slot 3 Slot 11 Wireless Keyboard 

Slot 5 Slot 12 Wireless Mouse 

Slot 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 

mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 

the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 

TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 

monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 

power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 

should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 

up; 

Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 

toor; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet using 

an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 

Step 8: The first thing you need to do once the Pi has loaded up is create a twitch account, you can 

either do this on your phone, on your Pi or on your laptop. You will require a Username, a 

password, your date of birth, and  an email address, if you don’t have an e-mail you can quickly 
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make one on google, it doesn’t take long. You will need another account to test out the 

twitchbot, but you can make that later in the project; 

 

Step 9: Before we get to programming our Twitch moderator bot, we will first need to grab the 

OAuth key from Twitch. Once you have the account you want ready, go to Twitch apps tmi. 

You will be shown the screen below. Press the Connect with Twitch button to continue; 

 

http://www.cyberpiprojects.com/
mailto:info@cyberpiprojects.com


 

Page 4 of 15 
www.cyberpiprojects.com  | info@cyberpiprojects.com 

Step 10: If you are not logged in already you will be asked to do so. Otherwise, you will be shown the 

screen below. This screen lets you authorize Twitch to provide you with access to your chat 

through IRC. Press authorise to continue; 

Step 11: Finally, your OAuth token will now be displayed to you. Copy this token somewhere safe as we 

will need this shortly while writing our script. This OAuth token is what will allow us to login to 

the IRC channels; 
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Step 12: 
Now that we have grabbed our Twitch OAuth token we can now proceed with writing our 
script. For our purposes, we will be utilising Python, and it’s versatile and fast enough for our 
basic needs; 

Step 13: First let’s make a folder that we will keep our script in, run the following command to create 

our directory and move into it; 

mkdir twitchbot 

cd twitchbot 

 

Step 14: Now that we have made our folder and changed into it, we can proceed with writing our 

script. Let’s start off by making a simple file that will keep all our configuration. This file will 

help make it easy to change any values we want configurable. Run the following command to 

begin writing our first Python file; 

nano config.py 

 

Step 15: Add the following lines to this file. Make sure you replace twitch_username with your Twitch 

username, your_oauthtoken with the OAuth token we grabbed earlier and your_channel 

with the name of the channel you want the bot to join. 

BAN_PAT is where we define the patterns we want to look for in the chat messages. For 

instance, if you want to ban anyone who enters a specific word or link you can add it into the 

array. 

HOST = "irc.twitch.tv"              # This is Twitchs IRC server 

PORT = 6667                         # Twitchs IRC server listens on port 6767 

NICK = "twitch_username"            # Twitch username your using for your bot 

PASS = "your_oauthtoken" # your Twitch OAuth token 

CHAN = "#your_channel"                   # the channel you want the bot to join. 

RATE = (20/30) # messages per seccond 

BAN_PAT = [ 

    r"swear", 

    r"some_pattern" 

] 
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Once you have filled in your information, save the file by pressing Ctrl + X then Y and then 

hitting Enter; 

Step 16: We can now move onto writing our utility Python file. We will keep a few simple functions in 

this file to keep our main file clean. While these functions do simple things, it makes it easier 

to be able to keep them all in one place. Run the following command to begin writing the 

Python script; 

nano utility.py 

 

Step 17: To this file, we want to add the following lines of code. We will explain each block of code as 

we go along; 

def chat(sock, msg): 

 """ 

 Send a chat message to the server. 

 Keyword arguments: 

 sock -- the socket over which to send the message 

 msg  -- the message to be sent 

 """ 

 sock.send(("PRIVMSG {} :{}\r\n".format(config.CHAN, msg)).encode("UTF-8")) 

 

This bit of Python code defines out chat message, and almost all our functions will run 

through this. This code basically sends a formatted message through our socket to Twitch’s 

IRC Server; 

Step 18: Now type the following underneath; 

def ban(sock, user): 
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 """ 

 Ban a user from the current channel. 

 Keyword arguments: 

 sock -- the socket over which to send the ban command 

 user -- the user to be banned 

 """ 

 chat(sock, ".ban {}".format(user)) 

 

This code issues a ban command to the server. This process formats a ban message and sends 

it through our chat function. The function accepts both the socket to send through and the 

username that we want to ban. 

Step 19: Now type the following underneath; 

def timeout(sock, user, secs=600): 

 """ 

 Time out a user for a set period of time. 

 Keyword arguments: 

 sock -- the socket over which to send the timeout command 

 user -- the user to be timed out 

 secs -- the length of the timeout in seconds (default 600) 

 """ 

 chat(sock, ".timeout {}".format(user, secs)) 
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This segment of code is quite like to the ban function, except it formats a timeout command 

instead. It formats a message with a timeout, the user you want to be timed out and the 

amount of time to timeout the user. 

Step 20: Your final file for the Raspberry Pi Twitch bot should end up looking like what is displayed 

below; 

import config 

import socket 

 

def chat(sock, msg): 

 """ 

 Send a chat message to the server. 

 Keyword arguments: 

 sock -- the socket over which to send the message 

 msg  -- the message to be sent 

 """ 

 sock.send(("PRIVMSG {} :{}\r\n".format(config.CHAN, msg)).encode("UTF-8")) 

 

def ban(sock, user): 

 """ 

 Ban a user from the current channel. 

 Keyword arguments: 

 sock -- the socket over which to send the ban command 

 user -- the user to be banned 

 """ 

 chat(sock, ".ban {}".format(user)) 

 

def timeout(sock, user, secs=600): 

 """ 

 Time out a user for a set period of time. 

 Keyword arguments: 

 sock -- the socket over which to send the timeout command 
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 user -- the user to be timed out 

 secs -- the length of the timeout in seconds (default 600) 

 """ 

 chat(sock, ".timeout {}".format(user, secs)) 

 
Once, you have finished writing in the code, save the file by pressing Ctrl + X then Y and then 
hitting Enter; 

Step 21: With both our config file and utility script now written, we can proceed with writing our main 

script. The current folder will be where our bot runs. It will utilize the configuration from our 

config file and utilize the functions we wrote in our utility script; 

Step 22: Let’s begin writing our main script by running the following command; 

nano main.py 

 

Step 23: Now to this file, we are going to add the following lines of code. This file will set up our 

connection to Twitch’s IRC server and loop through all the messages it receives; 

#!/usr/bin/env python 

import config 

import utility 

import socket 

import time 

import re 

 

CHAT_MSG = re.compile(r"^:\w+!\w+@\w+\.tmi\.twitch\.tv PRIVMSG #\w+ :") 
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These first few lines import all the external functionality we need. The first two of these are 

the scripts we wrote, our config and utility script. Socket is the library we will use to talk to 

Twitch’s IRC server. Time is the library use to keep track of how often we are sending 

messages, and the re library is what we will use to utilize regular expressions. 

We also define our CHAT_MSG variable, this we still our compiled regular expression. This 

expression will sift out our message form the rest of the IRC message; 

Step 24: Then Underneath type; 

try: 

 s = socket.socket() 

 s.connect((config.HOST, config.PORT)) 

 s.send("PASS {}\r\n".format(config.PASS).encode("utf-8")) 

 s.send("NICK {}\r\n".format(config.NICK).encode("utf-8")) 

 s.send("JOIN {}\r\n".format(config.CHAN).encode("utf-8")) 

 connected = True #Socket succefully connected 

except Exception as e: 

 print(str(e)) 

 connected = False #Socket failed to connect 

 

This segment of our script is what we use to connect to Twitch’s IRC server. This part will 

initialize the connection and send through our Username, OAuth token and our join command 

to the server. We run this all within a try statement so we can catch any errors and print them 

to the log. We also set our connected variable to true or false based on whether it successfully 

connected; 

Step 25: Then Underneath type; 

def bot_loop(): 

 while connected: 

  response = s.recv(1024).decode("utf-8") 

  if response == "PING :tmi.twitch.tv\r\n": 
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   s.send("PONG :tmi.twitch.tv\r\n".encode("utf-8")) 

   print("Pong") 

  else: 

 

We now write our bot loop function, and we will explain this in two segments. This first 

segment of the code checks if we are first connected, and if it does we check if there is 

anything to receive, and if there is we grab it and decode it. We then check the received 

message, and if it is equal to a ping command from the IRC server, then we need to respond 

to this with a PONG message. Failure to do so would mean we are booted from the IRC server; 

Step 26: Then Underneath type; 

   username = re.search(r"\w+", response).group(0) 

   message = CHAT_MSG.sub("", response) 

   print(username + ": " + response) 

   for pattern in config.BAN_PAT: 

    if re.match(pattern, message): 

     utility.ban(s, username) 

     break 

  time.sleep(1 / config.RATE) 

 

if __name__ == "__main__": 

 bot_loop() 

 

This final part of the script does the main grunt work. The first line will use our regular 

expression to grab the username out of the IRC message, and the second line will grab the 

message that the user sent. We will then search through our BAN_PAT that we set within our 

config file. If we find any matches within our message to our patterns, we will run the ban 
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function that we defined in our utility file. If you want it to time out a user instead all you 

have to do is change where is says utility.ban(s, username) and instead of having ban in the 

code have timeout. So, the code will go as follows utility.timeout(s, username). This will now 

timeout the user for however long you have specified, when they type a message in that chat 

and it matches with the text from the BAN_PAT. 

Afterward, we will sleep for a period that is defined in our config file. Finally, we do our 

__name__ main check. This check will make it so we can utilize this file as a library if need be. 

Meaning that our loop will not run into the bot_loop function that has been called; 

Step 27: Your script should look something like what is displayed below once you have finished typing 

in all the code; 

#!/usr/bin/env python 

import config 

import utility 

import socket 

import time 

import re 

 

CHAT_MSG = re.compile(r"^:\w+!\w+@\w+\.tmi\.twitch\.tv PRIVMSG #\w+ :") 

 

try: 

 s = socket.socket() 

 s.connect((config.HOST, config.PORT)) 

 s.send("PASS {}\r\n".format(config.PASS).encode("utf-8")) 

 s.send("NICK {}\r\n".format(config.NICK).encode("utf-8")) 

 s.send("JOIN {}\r\n".format(config.CHAN).encode("utf-8")) 

 connected = True #Socket succefully connected 

except Exception as e: 

 print(str(e)) 

 connected = False #Socket failed to connect 

 

def bot_loop(): 

 while connected: 
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  response = s.recv(1024).decode("utf-8") 

  if response == "PING :tmi.twitch.tv\r\n": 

   s.send("PONG :tmi.twitch.tv\r\n".encode("utf-8")) 

   print("Pong") 

  else: 

   username = re.search(r"\w+", response).group(0)  

   message = CHAT_MSG.sub("", response) 

   print(username + ": " + response) 

   for pattern in config.BAN_PAT: 

    if re.match(pattern, message): 

     utility.ban(s, username) 

     break 

  time.sleep(1 / config.RATE) 

if __name__ == "__main__": 

 bot_loop() 

Once, you have finished writing in the code, save the file by pressing Ctrl + X then Y and then 

hitting Enter; 

Step 28: With all the python code now written it is incredibly easy to run our Twitch moderator bot, 

type in the following command to run the script; 

python3 ./main.py 

 

Step 29: You should now have a fully working moderator bot that by now should have connected into 

your Twitch chat and be searching for any of the patterns mentioned within your array.  
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To test this, make a second account and join the channel and say a banned word and you will 

either be permanently banned or timed out from talking in chat. 

 

Hopefully, this tutorial has given you a good understanding of the script and allow you to 

modify it to your needs; 

Step 30: There are also many other different ways you can take this project and there is so much more 

you can do with twitch bots. But this is the end of this project and you can now shutdown and 

pack away your hardware. 

Conclusion 

This project is designed to introduce you to a twitchbot and the applications they have within IoT. You will 

have created a twitch account and have authorised it to provide you with access to your chat through IRC. 

You would have then used the Raspberry Pi to write a python script to ban or timeout people when they 

say a banned word or phrase from your BAN_PAT list. Twitchbots are extremely powerful tools, and this 

tutorial is just scratching the surface of what you can achieve with it.  
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Disclaimer 

Any actions and or activities related to the material contained within this Website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.    
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