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Twitterbot Pi – Student Worksheet  
Learning Outcomes 

• Understand the concept of IoT; 
• Learn the basics of a twitterbot and how to create one; 
• Learn how a twitterbot can be used. 

Background 
Kali Linux is a Debian-based Linux distribution tool used mainly for advanced Penetration Testing and 
Security Auditing. The Internet of Things (IoT) is a system of interrelated computing devices, mechanical 
and digital machines, objects, animals or people that are provided with unique identifiers (UIDs) that have 
the ability to transfer data over a network without requiring human-to-human or human-to-computer 
interaction. 

An entity within the IoT can be a person with a heart monitor implant, a farm animal with a biochip 
transponder, an automobile that has built-in sensors to alert the driver when tire pressure is low or any 
other natural or man-made object that can be assigned an IP address and is able to transfer data over a 
network. Increasingly, organisations in a variety of industries are using IoT to operate more efficiently, 
better understand customers to deliver enhanced customer service, improve decision-making and 
increase the value of the business. 

Twitter is a popular communication and social media platform used for breaking news, political opinion, 
humour, celebrities, entertainment, special interest chat and just about everything!! Individuals, 
companies, departments, projects, and more really anyone or anything can own or be assigned a Twitter 
account. Moreover, some Twitter accounts are not even run manually by a person or a group of people 
they're in fact automated bots. It's very simple to write a Twitter bot using Python, and the Raspberry Pi 
is the perfect tool to run the code. Hence, rather than leaving a PC or laptop switched on permanently, 
you can use your Raspberry Pi operating 24/7 using a fraction of the power. 

Twitter uses an application programming interface (API), which enables the user to write software that 
communicates with the live Twitter service perhaps to read tweets in real time or to automatically publish 
tweets. The API is free to use, but you have to have a Twitter account and register your application in 
order to get access to the API. 

In this project you will be making a twitter account and generating API keys. Then using these keys, you 
will write a simple python script and combining that with Twython you will be able to tweet from your 
Raspberry Pi whatever you want without having to be on the twitter app. This project will require 
someone in your group to have a mobile phone to be able to verify the twitter account. 
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Hardware Required 

Component Number (Peli Case) Component Number (Box Case) Component 

Slot 4 + 5 Slot 1 Raspberry Pi + Case 

Slot 5 Slot 10 Kali Linux SD Card 

Slot 9 Slot 2 TFT Screen 

Slot 3 Slot 11 HDMI 

Slot 3 Slot 11 Wireless Keyboard 

Slot 5 Slot 12 Wireless Mouse 

Slot 1 Slot 13 Power Supply Unit 

Project assembly/ Code setup: 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case; 

Step 2: Insert the Raspbian SD Card into the SD Card slot on the Raspberry Pi; 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard and 
mouse); 

Step 4: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align on 
the side. Connect the HDMI to HDMI U shaped connector between the Raspberry Pi and the 
TFT Screen. (If using an external monitor connect the HDMI cable directly to the external 
monitor and you do not need to use the TFT Screen); 

Step 5: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your wall 
power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. You 
should get a red light appear and a green/amber light flashing as the Raspberry Pi starts to boot 
up; 

Step 6: Once the Kali OS has booted up you will need to log in using the username: root and password: 
toor; 

Step 7: Make sure your Raspberry Pi is either connected to your WiFi or connected to the internet using 
an Ethernet cable and connecting it using the Ethernet port on the Raspberry Pi; 

Step 8: The first thing you need to do once the Pi has loaded up is create a twitter account, you can 
either do this on your phone, on your Pi or on your laptop. You need to put in an account name 
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you would like to use and either a phone number or e-mail address then sign up. If you don’t 
have an e-mail you can quickly make on google. 

 

You will need to then go on your e-mail to find a verification code; 

Step 9: Once you have completed the last step you will need to make a password for your account. 
Don’t use a password that you use for other accounts, you won’t need to remember it as this 
account will be deleted after you finish the project, just make one up. 

 

Then just skip the rest of the steps; 

Step 10: Now you have created your twitter account you need to get your API keys. But before that make 
sure you go to your account settings on your twitter and make your account private. Now to 
get your API keys start by going to https://developer.twitter.com/en/apps. You should see a 
page like the one below, this means you are on the twitter’s developer page; 
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Step 11: The next step is to click apply which is located at the top right of the screen. Once this is done 
you will be taken to the applying screen, all you need to do is click on the Apply for a developer 
account button, you will need this to do this to get the APIs; 

  

Step 12: This step involves you getting out your phone and verifying your account with your phone 
number, press on the Add a valid phone number, and you should receive a text with the 
verify number. Once you have received the code type it into the box and press enter. 

 

Now your mobile will be connected to the account don’t worry as the account will be deleted 
after, so your information will not be kept on the account. Select the continue button; 
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Step 13: You will now need to put in your account details, make sure you select the second option 
when it asks you who you are requesting access for, as you are requesting access for your 
own personal use. Then give the project a name, name it whatever you want to, make 
something up. I called mine Cyber Pi Projects. After that select the country of operation in my 
case it is the UK; 

 

Step 14: The next step is to write about what you will be doing in this project, so fill out all of the 
options like I have done and explain what you will be doing for the project and press continue; 
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Step 15: You will then have to read and accept the terms of service, and then confirm a verification e-
mail sent to your e-mail address;  
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Step 16: Now once you have verified your e-mail you will be redirected to a welcome page. You will 
need to select create an app; 

 

Step 17: Fill in your app details like I have, and press create; 
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Step 18: You will now have generated a Consumer key, Consumer secret, Access token, and Access 
token secret, make sure you write all the keys down somewhere. You'll need these four keys 
to connect to your Twitter account from your Python code. Don't share these keys with 
anyone, as they can be used without the account's password to use your twitter to do various 
activities; 

 

Step 19: Now that you have your API keys you are now ready to begin making the twitter bot so on 
your Raspberry Pi open up the terminal; 

Step 20: Now create a new directory, you can do this by typing mkdir twitterbot. Then you will need to 
move into the directory so type cd twitterbot; 

 

Step 21: Now you will need to make a file called auth.py, so type nano auth.py and this will take you to 
the text editor of the file you want to be made and insert your own API keys into this example 
code; 

consumer_key        = 'ABCDEFGHIJKLKMNOPQRSTUVWXYZ' 

consumer_secret     = '1234567890ABCDEFGHIJKLMNOPQRSTUVXYZ' 

access_token        = 'ZYXWVUTSRQPONMLKJIHFEDCBA' 

access_token_secret = '0987654321ZYXWVUTSRQPONMLKJIHFEDCBA' 
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Save this by holding down ctrl + X then press Y and enter. Now type ls you will see a new file 
in the directory you have just created. You will now need to change the file to executable, you 
do this by typing chmod +x auth.py; 

 

Step 22: Now make another file and this will be called test.py. So, type nano test.py and then write 
this simple piece of code into the text editor to test whether you can send a tweet; 

from twython import Twython 

 

from auth import ( 

    consumer_key, 

    consumer_secret, 

    access_token, 

    access_token_secret 

) 

twitter = Twython( 

    consumer_key, 

    consumer_secret, 

    access_token, 

    access_token_secret 

) 
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message = "Hello world!" 

twitter.update_status(status=message) 

print("Tweeted: {}".format(message)) 

 

Save this by holding down ctrl + X and then press Y and enter. Now run this file by typing 
chmod +x test.py  and enter to change the permissions to executable. Now type ls and you 
will see it has changed to the colour green which means it is now executable; 

Then 
type sudo python3 test.py to run the command. It should send a tweet saying, "Hello world!" 
from your account; 
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If you get an error, check that your API keys were copied correctly; 

Step 23: Now try adding some randomness to your program. So, you want to go back into the text 
editor so type nano test.py and add the random module at the top of the text editor by typing 
import random; 

 

Step 24: Now add a list of messages at the bottom of the text editor, and the program will select one 
of the messages at random when you run the code; 

messages = [ 

        "Hi Twitter", 

        "Hello from Python", 

        "Hello from my Raspberry Pi", 

        "I'm a bot", 

] 

 

MAKE SURE THAT YOU DO NOT SPAM TWEETS AS TWITTER HAS A LIMIT ON THE AMOUNT 
YOU CAN SEND AND IF YOU KEEP SENDING THEM OVER AND OVER AGAIN THEY WILL BLOCK 
YOUR SCHOOL OR COMPANIES PUBLIC IP. So, send what you need to and do not spam it 
multiple times, if it does block you it will take about 15 minutes for the timeout to be over, 
then you will be able to tweet again. Also make sure you add lots of options to this list 
because twitter does not allow you to tweet the same thing over and over again it has a cool 
down time, they are cracking down on bots and spamming, so it will come up with a 403 error 
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and it will forbid you from sending the same tweet over and over again. 

SO MAKE THE LIST LONG!; 

Step 25: Then change your code to pick a random message from the list before tweeting it; 

message = random.choice(messages) 

 

Save this by holding down ctrl + X then press Y and enter. 

Now run the code by typing sudo python3 test.py, you will see that it has tweeted at random 
something from the list of messages you made; 

 

Step 26: For extra research you can look at making this automated by using https://crontab.guru/ or 
make it tweet images by typing the script and this will tweet images; 

message = "Hello world - here's a picture!" 
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with open('/home/pi/Downloads/image.jpg', 'rb') as photo: 

    twitter.update_status_with_media(status=message, media=photo) 

MAKE SURE YOU DELETE THE ACCOUNT WHEN YOU ARE DONE AS IT IS LINKED TO YOUR 
PERSONAL INFORMATION; 

Step 27: There are also many other different ways you can take this project and there is so much more 
you can do with twitter bots. But this is the end of this project and you can now shutdown 
and pack away your hardware. 

Conclusion 
This project is designed to introduce you to the concept of a twitterbot and API keys, and the applications 
they have within IoT. You will have constructed a twitter account and obtained API keys then used the 
Raspberry Pi to write a python script to tweet randomly out of a list without having to be on the twitter 
app. Twitterbots are extremely powerful tools, and this tutorial is just scratching the surface of what you 
can achieve with it. Keep in mind that the Raspberry is limited in processing power and will not be able to 
handle large volumes of traffic accurately.  

Disclaimer 
Any actions and or activities related to the material contained within this Website is solely your 
responsibility. The misuse of the information in this website can result in criminal charges brought against 
the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 
charges brought against any individuals misusing the information in these projects to break the law.    
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