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Wi-Fi Recon – Student Worksheet 

Learning Outcomes 

• Understand the fundamentals of Wi-Fi 

• Gain a better understanding of Linux 

• Use Kismet to scan local Wi-Fi and discover the associated data.  

Background 

Wireless Fidelity (Wi-Fi) is one of the most commonly used technologies to connect many devices to a 

network, this technology uses radio frequencies to send and receive information between different 

devices. This is how your games console can connect typically to the internet, it’s how your mobile 

phone connects to your home or school network. There are many different applications of Wi-Fi that are 

currently in use and make many devices mobile instead of requiring physical wiring using Ethernet 

cables to connect them to a network (that would get tiring having to constantly connect wires to your 

phone wherever you went). 

In this project we are going to use an Operating System (OS) called Raspbian, an OS is how code can 

interact with a physical device and is how we can use computers. Without an OS your phone, computer, 

game console is useless. There are a lot of OS available, the most common are Windows, iOS, Android 

and Mac because a lot of devices come pre-installed with these OS. There is also an OS called Linux 

which is very versatile, it can be adapted to be used for many different purposes and Raspbian was 

created specially for the Raspberry Pi.  

You are going to learn how to scan Wi-Fi networks in this project, this will require the use of a tool 

(application) called Kismet, this tool can show you what Wi-Fi networks are in reach of your Raspberry Pi 

and can also show who is connected and give you a hint as to what’s happening on that network. The 

reason hackers search for different Wi-Fi networks is to find networks with weak protection that make it 

easy for them to break in. This can also provide a physical location to a targets Wi-Fi network, if you can 

quickly scan an area (a technique called war driving) you can return to it later at night and have more 

time undisturbed to attack the network. This information is free and constantly broadcasted, it can be 

discovered and collected by anyone and is only considered illegal if there is malicious intent.  

Hardware Required 

Component Number (Box Case) Component 

Slot 1 Raspberry Pi + Case 

Slot 9 Raspbian SD Card 

Slot 3 USB GPS  
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Slot 12 Alfa WiFi Card 

Slot 2 TFT Screen 

Slot 11 HDMI 

Slot 11 Wireless Keyboard 

Slot 12 Wireless Mouse 

Slot 13 Power Supply 

Wi-Fi Recon Setup 

Step 1: Ensure that all the hardware required is taken out of the Peli or Box case 

Step 2: Insert the Raspbian SD Card into the SD card slot on the Raspberry Pi 

Step 3: Insert the USB dongle for the keyboard and mouse (or connect an external USB keyboard 

and mouse 

Step 4: Insert the USB cable (mini-USB end) into the Alfa Card and connect the USB cable to the 

Raspberry Pi 

Step 5: Insert the USB cable from the USB GPS into the Raspberry Pi 

Step 6: Connect the TFT Screen to the Raspberry Pi GPIO pins ensuring that the HDMI ports align 

on the side. Connect the HDMI to HDMI “U” shaped connector between the Raspberry Pi 

and the TFT Screen. (If using an external monitor connect the HDMI cable directly to the 

external monitor and you do not need to use the TFT Screen) 

Step 7: You are now ready to power on the Raspberry Pi. Plug in the power supply unit into your 

wall power outlet and connect the mini USB cable to the power socket on the Raspberry Pi. 

You should see a red light appear and a green/amber light flashing as the Raspberry Pi 

starts to boot up 

Step 8: Once the Raspbian OS has booted up it will auto login using the username: pi and 

password: raspberry 

 At the top right of the screen make sure that the WiFi is turned on or else there will be 

connectivity issues 

Step 9: 
Open a terminal window by clicking on the  icon on the top menu bar 
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Step 10: If you need internet access, make sure you are connected to either WiFi using the 

password from your local Wi-Fi or you have plugged an Ethernet cable into the Ethernet 

port on the Raspberry Pi and it is connected to your network 

Step 11: Type cd Documents/CyberPiProjects/STEM/Project_002_WiFi_Recon 

Step 13: Type ls and you should see a help file, to view the contents type cat 

WiFi_Recon_Help to bring up the help file for the project.  

Step 14: Type lsusb to see the currently connected devices via USB, we are looking to confirm that 

the UBLOX and Atheros/Ralink interfaces are in this list 

Step 15: We need to know how the Raspbain OS has recognised the USB GPS chip, it will assign it a 

serial port ID and for the next steps to work we need to know what this is. In the terminal 

type dmesg | grep tty and if the Pi has recognized the GPS chip it should have an ID 

that starts tty usually the GPS chip will be ttyACM0 make sure you make a note of this ID, 

we will need it later 

 

Step 16: For this project we need to disable another application that will interfere with the project, 

in the terminal type sudo service network-manager stop 

Step 17: In the terminal type gpsd /dev/ttyACM0 if the ID you got from step 11 is different 

then enter that at the end of the command instead of ttyACM0 
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Step 18: In the terminal type cgps and press enter, you will then get a different window that is 

displaying a lot of data, this is satellite information and the current latitude and longitude 

of the GPS chip with the signal strength. If nothing appears immediately then leave it 30s 

to try and get signal. If nothing happens after that then restart the Pi or try with a 

different USB GPS. Once you are receiving data press Ctrl+C to close the application and 

you will return to the terminal window 
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Step 19: In the terminal window type sudo kismet and hit enter, this will open the Kismet GUI 

which is very simple, and you will have a few options appear to you 

Step 20: Click the OK button on the 1st warning that Kismet is running as root, this is required to 

make sure the packets are passed to the CPU and not dropped 

Step 21: Click the Yes button on the Start Kismet Server warning 

Step 22: Click the Start button on the next Start Kismet Server box 
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Step 23: You will have a new box to add a source, click Yes to connect a WiFi connection 

Step 24: You will have another box appear that require you to add a source, in the 1st section of the 

window type wlan1 (usually the Alfa card is allocated this ID), if it doesn’t work we can 

add other sources later. Use the TAB button until the Add option is highlighted and press 

enter.  
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Step 25: Press TAB and hit Enter, this will now take you to a new window where if there are packets 

being recognised you will get data passing across the screen and what looks like a bar chart 

start to appear as packets are recognised.  
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Step 26: If you want to allocate GPS data to the information that is being collected you need to walk 

around a bit, more than just a few paces because Kismet triangulates the strength of the 

AP and needs data to do that (Ask your teacher about how triangulation works) 

Step 27: Once you have finished collecting data you can click on the File button at the top left of 

the window, this will give you a drop-down menu and you want to click the Quit option 

to close down the Kismet server and finally select Kill.  

Step 28: You will be returned to the Terminal once the Kismet server has shut down properly. If you 

type ls and hit enter you will see 5 new Kismet reports, ending in .alert .gpsxml 

.nettxt .netxml .pcapdump 
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Step 29: We need to move into the NetXML-to-CSV directory by typing cd NetXML-to-CSV then 

press enter to move into this directory and use the converting tool. If you need to you 

can press Tab and it will autocomplete the different directory paths you need 

Step 30: Once we are in the NetXML-to-CSV directory we need to change the permissions of the 

main.py file to make it executable, this is done by typing  chmod a+x main.py 
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Step 31: Within this directory we need to convert the file using  python3 main.py ../Kismet-

<CURRENT DATE and TIME>.netxml result.csv (Your .netxml file will have a 

different file path/name, make sure you use your .netxml file). If you need to you can press 

Tab and it will autocomplete the different directory paths you need

 

Step 32: You will need to reenable the WiFi of the Pi, to do this type sudo service network-manager 

start. Now you need to open a browser and navigate to www.gpsvisualizer.com 

 

Step 33: Click the Browse button and locate and click on Home on the left, followed by 

Documents/CyberPiProjects/STEM/Project_002_WiFi_Recon/NetXML-to-CSV/results.csv 

file you had created 
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Step 34: Click the Map It button and click OK when prompted to 

Step 35: You will be presented with a map that has your GPS information laid out on it, showing the 

geographical locations of the WiFi in your area 

Step 36: The files that you have created by starting kismet will ned to be deleted or they will 

become very confusing quickly, return to the terminal and type  rm Kismet-* to 

delete all the files 

Step 37: This is the end of this project and you can now shutdown and pack away your hardware. 

Conclusion 

The purpose of this project was to illustrate how much data is freely available when you use Wi-Fi. The 

Wi-Fi name, IP address, MAC address, encryption standard and wireless clients could all be exposed and 

exploited. Once you have found a target it is only a matter of time before you are able to break the 

encryption and have access to the network. Wireless Encryption Protocol (WEP) has been compromised 

for a very long time, but many Wi-Fi routers are still installed with and use WEP. WPA and WPA2 take 

longer but are still vulnerable to attack, and you can still search the reports generated for specific devices 

and MAC addresses. The information you find as a result of this project needs to be deleted promptly and 

NEVER used for malicious purposes. It is important to understand this information and how it can be used 

for example, a network admin could scan their network to search for legitimate wireless devices and 

discover any wireless devices that shouldn’t be connected to their network and blacklist them. Research 

what encryption standards are available for Wi-Fi and the different attacks each is vulnerable to.  

Disclaimer 

Any actions and or activities related to the material contained within this worksheet/website is solely your 

responsibility. The misuse of the information in this website can result in criminal charges brought against 

the persons in question. Cyber Security Associates Limited will not be held responsible for any criminal 

charges brought against any individuals misusing the information in these projects to break the law.  
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